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Tripwire is an open-source file integrity checker software solution.  Dr. Eugene Spafford and current Tripwire CTO, Gene Kim, created Tripwire in 1992 to protect and maintain the integrity of certain essential files within the UNIX system, which were vulnerable to outside attacks.  The problem was that some system-critical files could be modified by an unauthorized party (we will use the term hacker) without the knowledge (sometimes for a considerable amount of time) of the system administrator or others in charge.  The modifications made to these files could easily ruin the system, or continue to allow the hacker to access the system and do damage with out the knowledge of others.  Tripwire does NOT prevent these attacks, but instead, monitors those certain vulnerable and critical files for modifications from hackers and notifies the system administrator(s) of corrupted or tampered files when they occur.


Tripwire works by comparing a given set of files and directories against information previously stored in a database; any differences are logged and sent to the administrator.  Tripwire’s own documentation asserts, “with Tripwire, system

administrators can conclude with a high degree of certainty that a given set of files remain free of unauthorized modifications if Tripwire reports no changes.” 


The importance of software solutions such as Tripwire are only magnified with the recent use of multiple unknowing networks being used to launch denial-of-service attacks while the administrators have no knowledge of the involvement of their networks.
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