Important Legal Definitions

Purposefully (MPC 2.02(2)(a)): A person acts purposefully with respect to each to each element of the offense when…(i) it is his conscious object to engage in conduct of that nature or to cause such a result; and (ii) if the element involves the attendant circumstances, he is aware of the existence of such circumstances or he believes or hopes that they exist. 

Knowingly (MPC 2.02(3)(b)): A person acts knowingly with respect to a material element of an offense when…(i) he is aware that his conduct is of the nature that such circumstances exist; and (ii) he is aware that it is practically certain that his conduct will cause such a result. 

Recklessly (MPC 2.02(3)(c)): A person acts recklessly with respect to a material element of an offense when he consciously disregards a substantial and unjustifiable risk that the material element exists or will result from his conduct. 

Negligently (MPC 2.02(3)(d)): A person acts negligently with respect to a material element of an offense when he should be aware of a substantial and unjustifiable risk that the material element exists or will result from his conduct.

Computer Fraud and Abuse Act (18 USC 1030):

(a) Whoever…(2) intentionally accesses a computer without authorization or exceeds authorized access, and thereby obtains 

(A) information contained in a financial record of a financial institution, or of a card issuer as defined in section 1602(n) of title 15, or contained in a file of a consumer reporting agency on a consumer, as such terms are defined in the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.); 

(B) information from any department or agency of the United States; or 

(C) information from any protected computer if the conduct involved an interstate or foreign communication;

(a)(5)

(A)(i) Knowingly causes the transmission of a program, information, code, or command, and as a result of such conduct, intentionally causes damage without authorization, to a protected computer; 

(B) by conduct described in clause (i), (ii), or (iii) of subparagraph (A), caused (or, in the case of an attempted offense, would, if completed, have caused) – 

(i) loss to 1 or more persons during any 1-year period (and, for purposes of an investigation, prosecution, or other proceeding brought by the United States only, loss resulting from a related course of conduct affecting 1 or more other protected computers) aggregating at least $5,000 in value;

(ii) the modification or impairment, or potential modification or impairment, of the medical examination, diagnosis, treatment, or care of 1 or more individuals;

(e)(2) A “protected computer” means a computer (A) exclusively for the use of a financial institution or the United States Government, or, in the case of a computer not exclusively for such use, used by or for a financial institution or the United States Government and the conduct constituting the offense affects that use by or for the financial institution or the Government; or

(e)(4) A “financial institution” means 

(A) an institution, with deposits insured by the Federal Deposit Insurance Corporation;

(e)(6) the term ''exceeds authorized access'' means to access a computer with authorization and to use such access to obtain or alter information in the computer that the accesser is not entitled so to obtain or alter; 

(e)(8) The term ''damage'' means any impairment to the integrity or availability of data, a program, a system, or information;

18 USC 1030 Significant Case Law:
United States v. Sullivan, 40 Fed. Appx. 740 (2002): In (e)(8), damage need not be “actual destruction of a computer system.” 

United States v. Czubinski, 106 F.3d 1069 (1997): Simply browsing taxpayer’s information without intent to commit fraud (nothing “more than to satisfy curiosity”) is not criminal under 18 USC 1030. 
United States v. Middleton, 231 F.3d 1207 (2000): The court found that the word “person” (5)(B)(i) refers to corporations as well as individuals.  Also, the court found that the $5000 damage threshold necessary to find criminal liability, can be met using “any loss that you find was a natural or foreseeable result of any damage that occurred,” including costs “to restore the data, program, system, or information that you find was damaged or what measures were reasonably necessary to re-secure the data, program, system, or information from further damage.” 

United States v. Morris, 928 F.2d 504 (1991): Intention is only necessary with regard to unauthorized access and not damages caused, pursuant to (a)(5)(A). 

United States v. Sablan, 92 F.3d 865 (1996): Upheld the Morris decision in that the mens rea requirement of intention is only applied to unauthorized access, which meets constitutional standards for the statute. 

Shurgard Storage Centers, Inc. v. Safeguard Self Storage, Inc., 199 F.Supp.2d 1121, 1128 (W.D. Wash. 2000): The court greatly expanded the understanding of “protected computers” to mean any computer connected to the Internet; and also broadens the meaning of “exceeding authorized access” to using pre-existing authorization to “obtain or alter information in the computer that the accesser is not entitled so to obtain or alter.” 

Computer Trespass Statutes:

Rhode Island §11-52-3: Whoever, intentionally and without authorization, directly or indirectly, accesses, alters, damages, or destroys any computer, computer system, computer network, computer software, computer program, or data contained in a computer, computer system, computer program, or computer network shall be guilty of a felony…

Virginia Computer Crime Act §18.2-152.5: A person is guilty of the CRIME of COMPUTER invasion of privacy when he uses a COMPUTER or COMPUTER network and intentionally examines without authority any employment, salary, credit or any other financial or personal information relating to any other person. "Examination" under this section requires the offender to review the information relating to any other person after the time at which the offender knows or should know that he is without authority to view the information displayed.
Model State Computer Crime Code §4.01.1: (A) No person shall purposely, knowingly or recklessly gain access to or cause access to be gained to any computer, computer system, computer network, computer program, computer data base, or computer material without the express or implied authorization of the owner or an agent of the owner empowered to authorize access to the computer, computer system, computer network, computer program, computer data base, or computer material. Any person who violates this section is guilty of the crime of computer trespass.

MPC Necessity Defense:
§3.02

(1) Conduct which the actor believes to be necessary to avoid a harm or evil to himself of another is justifiable, provided that:

a. The harm or evil sought to be avoided by such conduct is greater than that sought to be prevented by the law defining the offense charged; and

b. Neither the Code nor other law defining the offense provides exceptions or defenses dealing with the specific situation involved; and

c. A legislative purpose to exclude the justification does not otherwise plainly appear.

(2) When the actor was reckless or negligent in brining about the situation requiring a choice of harms or evils or in appraising the necessity for his conduct, the justification afforded by this section is unavailable in a prosecution for any offense for which recklessness or negligence, as the case may be, suffices to establish culpability.
Necessity Defense Case Law:
United States v. Schoon, 971 F.2d 193 (1992): To invoke the defense, the defendant must show that: (1) they were faced with a choice of evils and chose the lesser evil; (2) they acted to prevent imminent harm; (3) they reasonably anticipated a direct causal relationship between their conduct and the harm to be averted; and (4) they had no legal alternatives to violating the law.
MPC Conspiracy:
§5.03

(1) A person is guilty of conspiracy with another person or persons to commit a crime if with the purpose of promoting or facilitating its commission he:

a. Agrees with such other person or persons that they or one or more of them will engage in conduct with constitutes such crime or an attempt or solicitation or commit such crime; or

b. Agrees to aid such other person or persons in the planning or commission of such crime or of an attempt or solicitation to commit such crime.

No person may be convicted of conspiracy to commit a crime…unless an overt act in pursuance of such conspiracy is alleged and proved to have been done by him or by a person with whom he conspired.

Conspiracy Case Law:
Pinkerton v. United States, 328 U.S. 640 (1946): The result of the conspiracy must be foreseeable to the co-conspirators
MPC Aiding and Abetting:
§2.06

(3) A person is an accomplice of another person in the commission in the offense if:

a. With the purpose of promoting or facilitating the commission of the offense, he 

i. Solicits such other person to commit it; or 

ii. Aids or agrees or attempts to aid such other person in planning or committing it; or…
Aiding and Abetting Case Law:
United States v. Peoni, 100 F.2d 401 (1938): in order to aid and abet another to commit a crime, it is necessary that a defendant in some sort associate himself with the venture, that he participate in it as in something that he wishes to bring about, that he seek by his action to make it succeed.

People v. Luparello, 187 Cal. App. 3d 410 (1987): If you aid and abet one unlawful act, but another occurs, you had to only be negligent with respect to the other.
