Sergio Caltagirone

CS504 – Proper Citation Exercise

All answers and changes are noted in ‘red’ font for easy identification

Practical Issues in Using Reference Materials

CS 504 Fall 2003

Instructor: D. Frincke

 

The purpose of this exercise is to ensure that students have an opportunity to test their understanding of proper citation techniques. 

 

1. 1         Reference materials

There are many good references to proper citation techniques on the Internet. Some that are particularly useful are provided on the CS 504 Fall 2003 Class Syllabus.

2. 2        Background:

Assume that the following sources were available to the authors who wrote the examples you are examining.

 

[1] Crosbie, M. “Automated Intrusion and Misuse Detection: A Guide To Understanding The Technology and Evaluating Your Needs”, Enterprise Solutions HPUX, Technical Report, May 1999. http://www.interex.org/pubcontent/enterprise/may99/01usr.html
 

[2] Lee, W., Park, C., and Stolfo, S. “Automated Intrusion Detection Using NFR: Methods and Experiences”, Proceedings of the Workshop on Intrusion Detection and Network Monitoring, April 1999. http://www.usenix.org/publications/library/proceedings/detection99/full_papers/lee/lee.pdf
 

[3] Carver, C.,  Hill, J., Surdu, J., Pooch, U. “A Methodology For Using Intelligent Agents To Provide Automated Intrusion Response”, Proceedings of the 2000 IEEE Workshop on on Information Assurance and Security, West Point, June 2000. http://www.itoc.usma.edu/marin/Wshop/Papers2000/TP1_1.pdf
 

3. 3        Using Citations and Quotations

 

In the situations provided below, a writer wants to draw upon the work of others in putting together an article. For each situation, four options are provided. For each of the options, do the following: (a) indicate whether it is necessary to add a citation or quotation marks;  and (b)  where a citation should be provided, add the citation and quotation marks as appropriate. Also, in some of the options given, the wording is “too derivative” for good practice even when citations are added to indicate the original source. Indicate any options that show this common flaw and suggest a way to improve the writing.

 

 

1.     The writer plans to include a discussion of automated intrusion detection and response, based on reading the paragraph in [3] by Carver et al that starts as follows: “Current intrusion detection systems (IDSs) have limited response mechanisms that are inadequate given the current threat.”  

 

· Modern intrusion detection systems are inadequate to meet the current threat due to their limited response mechanisms.  The IDS notifies the system administrator, and the system administrator acts. This results in a delay [3].

The above is an example of paraphrasing.  A citation is necessary.

· According to Carver et al [3], IDS that lack automated response systems are inadequate in modern times because there is a delay between the time that a system administrator is notified of a threat and when a response can be initiated. 

The above is an example of paraphrasing; the author needs to add the appropriate bibliographic reference as well for the reader.

· Intrusion response in modern systems has three components: the IDS identifies the problem, the IDS notifies the system administrator, the system administrator decides upon a response and implements it [3].
The above example is too derivative because the original author’s intent was not to enumerate the components of modern IDS but to rationalize the need for an automated response component.  In any case, a citation is necessary.

· “… intrusion detection systems [with]  limited response mechanisms … are inadequate given the current threat…because there is a delay between detection of an intrusion and response to that intrusion …” [3].
This is a direct quote; quotation and citation is necessary.

 

2.     The writer likes the points made in the opening paragraphs of article [1] by Crosbie  and the paragraph from [2] by Lee et al mentioned above, and wants to use them to justify why his/her own research project modelling automated response in intrusion detection systems is important to businesses. 
 

· As [1] has well stated, “ a professional monitoring networks has much to do when keeping track of the network systems. The volume of information in a typical corporate intranet and the level of activity makes it impossible for one person to continually monitor them by hand.”  Therefore an automated system response system is necessary. 

The first and second sentences are a problem because they are almost a direct quote from [1].  Quotes and citation are necessary, also suggest to the author to make them direct quotes instead of changing a few words.  The third sentence is the author’s own, so no citation necessary there.

· Two compelling reasons for adding an automated response system to an IDS are: there is too much data for a single individual to monitor directly [1], and the time delay of a manual response is too slow [3]. 

This is a paraphrase that needs a citation to both [1] and [3].  The citation should also be as close to the ‘spot of the foul’ as possible to give each author the appropriate credit for their idea so as not to confuse the reader thinking that both authors came up with the same idea.

· Current intrusion detection systems (IDSs) have limited response mechanisms that are inadequate given the current threat and the amount of information that flows through a typical corporate intranet and the level of activity on most corporate servers make it impossible for any one person to continually monitor them by hand [1,3]. 

This is a combination of [1] and [3] that needs a citation to both.

· When a professional monitors a network, there is a considerable amount of data to track, and that takes time [1]. If an IDS is used, response may still be too slow if it is performed manually by the system administrator [3]. An automated detection and response system response can speed things up by identifying intrusions more rapidly and allowing faster response once identified. 

This is a paraphrase of both [1] and [3], therefore both authors need to be credited where appropriate.

 

 

4. 4        Reasoning About Citations

 

a)     Suppose that a writer wants to define anomaly detection in a paper, and likes the definition provided in reference [2] by Lee et al: “Anomaly detection attempts to determine whether deviation from an established normal behavior profile can be flagged as an intrusion [4].”  Here [4] is a reference by Lee et al in their article [2].  However, ‘our’ writer read only paper [2] and did not follow up by finding and reading article [4].  Also, assume that ‘our’  writer is a relative newcomer to the field – someone who would not “simply know” the definition of anomaly detection based on personal experience and/or familiarity with reading a large body of other papers on the topic over several years. Which of the following actions are acceptable and why/why not? What do you suggest as the best way to accomplish the writer’s goal of providing a good definition for anomaly detection?

 

       The writer includes the statement exactly as it appears in the article he/she read (article [2]), using quotation marks and including references to both [4] and [2], like this: 

“Anomaly detection attempts to determine whether deviation from an established normal behavior profile can be flagged as an intrusion [4].”  [2]



This is an incorrect example of using a secondary source because [4] means nothing in this work, it does not give credit to the original author, and our writing is assuming that [2] is quoting or paraphrasing [4] correctly.
        The writer decides that [4] was the original source of the material and cites that article like this, without mentioning article [2]: 

“Anomaly detection attempts to determine whether deviation from an established normal behavior profile can be flagged as an intrusion [4].”  [4].

This is also incorrect because the author has not read source [4]; however, if the author had gone to source [4] (possibly by using the bibliographic references in [2]) and found the definition then this would be appropriate given that [4] corresponds to the correct bibliographic reference in our writer’s work (except that the citation should go after the quotation and before the period).

       After reading several more papers, the author decides that anomaly detection is a common definition and uses this wording with no citation:
 “Anomaly detection looks at whether deviation from an established normal behavior profile can be flagged as an intrusion.”



This is correct because it is common knowledge within the field, as the author has discovered by reading several more papers; therefore, this definition should not be contested.
 

b)    Suppose that a writer doing a report in the year 2003 reads article [1] by Crosbie and notices the section on intellectual property loss, especially the phrase “In a recent Computer Security Institute survey (1997), 498 respondents answered questions on security in their organizations …”.
 

       The writer looks up the CSI/FBI 1997 survey on the web, and writes the following: “Recently 498 respondents to CSI/FBI (1997) indicated that attacks they’d experienced involved data that might be of interest to a foreign or domestic competitor.” [1]

Incorrect, if the author investigated the original survey, then they should cite the original survey results.

       Intellectual property loss is a significant concern to modern companies [1].

Correct, this is a paraphrase of that section of the article.

       Intellectual property loss is a threat that can be reduced by installing a monitoring IDS [1].

Incorrect, this is too derivative, the original author, [1], does not explicitly make the claim that installing an IDS can reduce the threat.

       The writer looks up several CSI/FBI surveys and finds that intellectual property is mentioned as a concern in all of them, and writes the following: Intellectual property loss has long been a concern, as noted in [1]. CSI/FBI surveys indicate that attacks on systems often involve data that might be of interest to foreign competitors. [1]

Although the above would be correct, it would be more correct for the author cited the CSI/FBI surveys instead of the article in the second citation if the author had researched those surveys directly. 

5. 5        Any Remaining Questions?

 

Identify at least one additional situation that concerns you regarding the “right” way to properly reference materials. Use specific examples drawn from the three reference articles provided, as was done in the previous sections.  Some of these will be disseminated to the full class for discussion as a followup exercise later in the semester.

 

 Given [3], page 113 and the last sentence of the paragraph starting with “The classification of the incidents or existing requires reasoning under uncertainty.”  Would it be correct to write this without regard to their source?

Original: “Fuzzy rule bases have the advantages that it is relatively easy to capture the knowledge of domain experts and later verify how the Master Analysis agent reached classification decisions [10].”

In [3], Carver et al state, “Fuzzy rule bases have the advantages that it is relatively easy to capture the knowledge of domain experts and later verify how the Master Analysis agent reached classification decisions.”
 
 

 

