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Developing Criteria

Target System 

Personal computer at home, running Microsoft Windows 2000 with Service Pack 3.

Security Goals

Availability: Internet services must be available at all times.

Confidentiality: Remote access to files is forbidden.

Integrity: Files cannot be added remotely.

Vulnerability Assessment

Availability Goal Risks/Vulnerabilities
1. An attacker could launch a Trojan or other unknown program from the system and eat up all the bandwidth.

2. An attack on another port could cause the system to crash and thus eliminate access to the Internet.

Confidentiality Goal Risks/Vulnerabilities

1. An attacker could crack a weak password on a Windows file-sharing program and thus gain access to shared files.

2. A random Trojan program could set up and start sharing files.

Integrity Goal Risks/Vulnerabilities

1. A random Trojan program could set up and start uploading files.

2. An attacker could crack a weak password on a Windows file-sharing program and thus gain access to shared folders.

Baseline Security Profile

Our baseline security profile is the target system, including Service Pack 3, and no other security tools.

Measurement Criteria

Benefit Measurement Criteria 

The installed security tool is intuitive to use, provide adequate logging of all port activity, drop all inbound packets from ‘new’/unknown connections, and notify the user of any attempt by a program on the system to bind to a port (with the option of turning it off).

Cost Measurement Criteria

The installed security tool costs less than $100, requires very little maintenance beyond initial installation, and have negligible (idle 99% of the time) impact on system resources.

Selection and Evaluation

Experimental Design

Our experiments involved clearing the system of any pre-existing security tools and taking a baseline measurement using ShieldsUp. The experimental tool (all were software based) was then installed on the system and run, with notes being taken along the way. ShieldsUp was again run against the system, and results were noted. The tool was then completely removed from the system and a baseline test again performed. This process was repeated for each security tool.

Firewall #1: Visnetic Firewall, by Deerfield.com

Installation
When installing the software, everything proceeded with adequate defaults.

Options were presented that allow the operator to customize the settings for the firewall. However, the default setting was to auto configure. The entire process took only a couple of minutes and was approximately 5 steps.   Upon reboot, the Visnetic firewall started automatically.

Operation

With the firewall in place and operational, several standard desktop operations were attempted. Accessing the web through with different browsers proved to be possible and didn't elicit any action from the firewall. This was insufficient, as we were hoping to have the firewall ask us if the current program should have access to the Internet.  Unfortunately, the firewall did not react when subjected to a port scan. Default behavior of the firewall was to operate in stealth mode (drop all packets to all ports).

Interface

The logs generated by the firewall clearly showed which traffic was dropped, where is originated from, and how it attempted to connect to its destination.  We found that, although the logging was up to standard, the firewall failed to report attacks from ShieldsUp.  

Missing features

The program assumed that all traffic originating from this computer was legitimate, and therefore allowed it. It would have been nice from a paranoid standpoint for the firewall to only allow network traffic for those programs specified by the operator.  However, this would also bring with it required operator interaction that might become quite tedious.

Firewall #2: SecureUp Personal Firewall 2.0

Installation

One of the most surprising things about the installation is that the program did not prompt the operator to choose between any configuration options.  The firewall seemed to install successfully. Perhaps the most annoying feature of the installation is that part of the process required submitting personal information.

Operation

Subjecting the firewall to the standard body of tests revealed very little more information about the quality of the firewall. The tests showed the firewall doing its job, but the firewall did not raise any flags as a result of the test. This is where SecureUp showed its greatest weakness; several of the advertised features of the program failed to work. One of the most obvious was the logging facility. When attempting to view the logs, only a blank window pops up. The same response from the program is elicited when attempting to add or edit existing rules to the firewall. It is not comforting when security software such as SecureUp clearly shows how broken it is.

Interface

The interface to the program is quite reasonable. A handy network load monitor and a summary of the total number of intrusion attempts are listed in the main body of the window. However, there is no way to see any details on the intrusion attempts. For all the user is allowed to know, the interface is simply a random counter.  Furthermore, the remainder of the interface is non-standard, and numerous parts are simply broken.

Missing Features

One of the things that is almost essential to a firewall is the ability to configure it with specific rules that are either wizard/template driven or completely manual. Also notably missing is the logging/history of operation. If suspicious activity is happening, it is imperative that some form of logging is in place so you can learn from the activity and/or report the details to some level of network authority.

Firewall #3: McAfee Firewall

Installation

McAfee firewall was one of the most comprehensive firewalls that our team tested, which usually means, as well as in this case, that it took the longest to install.  However, we bypassed all of the features on the firewall and simply clicked ‘Next’ throughout the screens until we reached the end to simulate the actions of a novice user and to test the default configuration and response of the software.  After installation, this firewall required us to restart our machine.

Operation

After McAfee was installed, it required an acknowledgement from the user when each program attempted to access the internet, listen for incoming or outgoing connections, or interface with other executables.  The user was allowed to select the options ‘Permit’, ‘Deny’, or ‘Never Allow’; additionally, the user was prompted to save their decision for the firewall to apply when the situation arises again.  This was the only configuration McAfee required from the user throughout its operation.

Interface

McAfee’s firewall had many nice interface features that our group appreciated; such as a list of open connections to the computer, a graph of network traffic, and a graph of reported incidents.  When we applied our security test to this firewall, it was the only firewall to alert the user that a concerted effort was underway to compromise the system.  McAfee also provided the most detailed log file of any of the firewalls we tested, which we appreciated because the log contained not only the origination and destination IP address, but also the packet contents and other information.

Missing Features

Our analysis of McAfee was that there are no missing features of this firewall; and because of its configurablilty, this firewall is appropriate from novice to expert users.

Firewall #4: Agnitum Outpost

Installation


The installation went as expected, a click though of multiple screens with a required reboot.  No special configuration options were presented and the default setup was used.

Operation

Upon reboot the ShieldsUp web site was used to test its effectiveness.  Unfortunately, the firewall would not allow the browser through and worse it offered no means of creating a rule for that specific application.  

Interface

There was no easy way to enable an individual application to connect to the Internet.  After searching for several minutes we found where we could set configuration options.  During the configuration of the browser the firewall wanted to create a rule based on user selected TCP/UDP and specific ports.  The average user could not be expected to know that information.  The obvious solution to the restriction of the firewall and its archaic configuration is simply to lower the security level for the entire system.  Accessing the Internet this way is not secure in any sense.  This firewall failed the port scan because its security level had been lowered to allow web browsing.

Missing Features

The underlying technology to this firewall is undoubtedly excellent; however, the firewall failed because of a poor user interface.

Firewall #5: Armor2Net 

Installation

Nothing unexpected was found during the installation of the firewall.  Its click through interface is familiar to all Windows users.  No options to modify the default configuration were presented and thus none were used. The default configuration of the firewall was setup so that if any application attempted to access the network that had a rule that denied that action, a popup would slowly appear from behind the toolbar, persist for a moment then slowly disappear.

Operation

After a reboot, an attempt to browse the world wide web was the first test.  Armor2Net brought up a window asking if this was appropriate behavior.  After answering yes, the browser easily connected to the net. 
Interface

During this process another application attempted to access the network and the firewall was instructed to deny it.  The deluge of notifications from the firewall quickly became annoying when an unauthorized application stated checking for updates.  It could not connect so it kept persisting every few seconds in the hope that now the computer was connected to the Internet and it could get its update.  Each time this happened the firewall displayed a notification, which slowed the machine to a crawl to implement the feature.  It took several minutes wading through the interface to find the offending option to turn off.  I accidentally left a sound notification on so that it would beep at me every time it continued looking for a connection.  The beeps quickly turned out to be just as annoying as the visual notifications and were quickly shutoff.  Although the interface for Armor2Net was simple and easy to understand, it left a lot of information out that is pertinent to the user.

Missing Features

There is no way of knowing if the machine is under attack or not.  There is no notification once the popups are turned off, indicating when a rogue application is attempting to access the Internet except for the first time to setup the rule.  There were no logs to look at which is a severe problem.  All in all, the firewall was effective, but lacked a few basic things such as logs and attack indicators.

Firewall #6: Sygate Personal Firewall

Installation

Sygate installs just like every other firewall.  It requires a reboot and then some personal info (name and email) to register it.

Configuration

The default for the firewall seems to be to deny everything.  The “allow” rules are setup on the fly as each program attempts to access the Internet.  Pop up windows confirm or deny access for each application.  This is not different from other firewalls.  

Interface

However, where Sygate shows its prowess is the interface.  Sygate seems to have found the sweet spot between a usable interface and enough information.  There are two continuously updated graphs that indicate allowed/denied incoming traffic along with allowed/denied outgoing traffic.  This allows the user to monitor in real-time any attempts from the outside or the inside that are denied.  When the user sees that some of the traffic is denied, they may view the details of the traffic by checking the logs.  The logs are easy to find and easy to browse.  Making the logs accessible while giving the user the ability to see unwanted activity seems to be the right combination.

Missing Features

After using the firewall for a while there were no features that stood out as clearly missing.  As stated earlier, the features that were included seemed to be implemented well and were not lacking in any significant way.

Firewall #7: BitGuard
Installation

Installation of the firewall seemed to have gone correctly after having chosen all the defaults during the installation wizard.  However, upon restarting the machine (in accordance with the installation wizard) the operating system refused to start cleanly.  The only way to successfully get the operating system to fully initialize was to choose a “safe mode” boot option.  This allowed us to remove the firewall software and recover our machine.  In the end our attempt to run the BitGuard firewall was completely unsuccessful.

Firewall #8: Mindsoft Firewall

Installation


During installation, this firewall gave us an error with no human-understandable message other than an error number.  Additionally, Mindsoft’s menus and other features were in the Spanish language; neither of the two group members who were fluent in Spanish could determine how to operate the application.

Results

Cost/Benefit Matrix


Table 1 provides a ranking of firewalls in various categories presented in a matrix format.  Our rankings are based on subjective experience with the applications during the experiment.  

Table 1. Cost/Benefit Matrix

Firewall
Benefit Measurement
Cost Measurement


Intuitive
Logging
Drop Inbound Packets
Port Binding Notification
< $100
Maintenance Time
Impact on System Resources

Visnetic
Yes
Great
Yes
No
Yes
Low
Low

SecureUp
Yes
Poor
Yes
No
Yes
Medium
Low

McAfee
Yes
Great
Yes
Yes
Yes
Medium
Medium

Agnitum Outpost
No
Good
Yes
No
Yes
High
Low

Armor2Net
Yes
Poor
Yes
Yes
Yes
Medium
High

Sygate
Yes
Great
Yes
Yes
Yes
Medium
Low

BitGuard
N/A
N/A
N/A
N/A
Yes
N/A
N/A

Mindsoft
No
N/A
N/A
N/A
Yes
N/A
N/A

Recommendation


McAfee is our recommended firewall despite its medium level of maintenance time and impact on system resources.  It seemed to provide the best balance between usability and customization.  This firewall should impress both technophobes and technophiles. 

Appendix A: Recommendation Letter

After evaluating eight security tools, we feel confident in recommending McAfee Personal Firewall as a solid solution to your security needs.  

Our  security goals:

1. Internet services must be available to all internal employees.

2. Remote access to the company’s file system is prohibited.

3. The machine must be invisible to the Internet at large.

4. Tools must be easily administered by people of all technical abilities.

We decided that, to meet these security goals, a firewall was the optimal solution.  There are dozens of personal firewalls available, and we tested these eight: McAfee Personal Firewall, Visnetic Firewall, BitGuard, Mindsoft Firewall, SecureUp Personal Firewall, Agnitum Outpost, Armor2Net, and Sygate Personal Firewall.  

We used five major criteria in evaluating these tools.  They are: usability/ease of use, intuitive installation, useful logging of events, style of reporting anomalous behavior, and successful blocking of attacks.  We feel that these criteria, as a whole, are essential in the evaluation of any personal firewall product.

The company’s current computing environment uses Windows 2000.  This operating system has several security weaknesses in its default configuration that allow external sources to probe the machine and potentially allow access to corporate data.  Users in the corporate network vary in experience, and cannot be trusted to secure their own systems.  Therefore, we recommend installing a personal firewall on each workstation as an added layer of security.  

McAfee Personal Firewall stood above all tested firewalls, for several reasons.  First, it effectively defended against the battery of tests used.  It placed all local ports into stealth mode, thereby hiding the computer from the Internet.  As part of this stealth mode, all remote logins were also disabled, disallowing access to company files.  During configuration, all Internet-enabled tools and services must ask the permission of the user before accessing the Internet.  The interface provided adequate detail, without overwhelming the operator.  If necessary, a simple how-to document would enable employees of all skill levels to successfully guard their system from attacks.  When taken together, these steps adequately meet our security goals.
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