How many here have ever been attacked? [Show of hands]

· Code Red

· Blaster

· Hacked

[Have them describe the attack]

How did that made you feel? [Feedback]

· Angry

· Violated

· Vengeful

Don’t we wish we could just track them down and take care of business?

· Make sure they don’t do it again

· So they don’t hurt us or others again

How many here wish they could do that?

How many here actually would, right now?

How many here have?

Why don’t we do it?

· Why don’t we find the person who hacked into our systems and destroy any ability they have of continuing their destructive behavior?

· Why don’t we find the DoS’er and shut off their Internet access for life?

Wouldn’t it feel good?  Wouldn’t you feel justified and vindicated?

Wouldn’t you feel that you had both protected yourself and society?

So why don’t we do it?

This is the question that I am most interested in because it gets to the heart of the issue of active defense because something important must be holding us back.

Unfortunately, not enough research has been done in this field to answer the important questions.  

· We’re more interested in if we can, we never stopped to think if we should

This part of the presentation will only give a short introduction into some of the important questions that abound in this field

The presentation will primarily lead you through my own thought process while attempting to answer this question.  This presentation is not meant to persuade you of any research, nor to present any ‘answers’ per se, but to inform you of how one can go about answering the difficult questions of active defense.

This came about as I was doing my own research in the field and discussing some examples of active defense with friends.  I became very frustrated with simply the complexity and size of the problem.  

I found myself in conversations getting lost in ethical and national security concerns.  I couldn’t, in my head, determine which one had precedence in a certain situation, or even how to enumerate all of the risks involved.

So I sat down and tried to figure out what this was all about, for the reason that if I’m having such difficulty just discussing it, how are we supposed to enact an active defense policy?

I came up with a three-part answer: defining risks, ranking risks, and unintended consequences.  Those are the three components of active defense which are confusing us.

When research progresses enough to answer this question, it will provide four benefits:

1) It will allow us to postulate a position of active defense

2) It will allow us to better define active defense in the context of different organizations

3) It will allow us to confront some of the difficulties of active defense

4) We can match our active defense capabilities with our concerns

To begin to answer this question, we will employ a philosophical tool: first we will communicate our emotional response, and then use reason to analyze it.

Our first step will then be to enumerate our instinctual reasons for not pursuing active defense.

So let me ask you: What keeps you from going after somebody?

[Ask audience for suggestions]

[On the board]

· Legal Consequences

· I’m not allowed to break into somebody’s house just because they broke into mine

· However, I can use reasonable force to fend off a physical attack

· Some consider it unethical to attack

· Just as bad as the attacker, except in cases of self defense (how does this translate to informational space)

· Not enough resources (time, money, legal expertise, etc)

· Takes time to track somebody down and to formulate the best counterattack

· Unintended Consequences

· We could cause more damage than the attacker (then who is worse)?

These risks seem great to us, but what of organizations with so much to lose they must consider active defense?  

· Banks

· They can lose billions if attacked in the right way

· Medical facilities

· People could lose their lives

· National security organizations

· Somebody could launch a nuclear weapon

· National secrets could be lost

· The ability for a nation to defend itself could be compromised

So now, lets look at a more formal rational analysis of the issues surrounding active defense.

Lets begin by referring back to the list we just created.

· We found that there were many types of risks.

· We also found that there are unintended consequences that we could not anticipate

Lets look at the risks now more carefully and see if we could not try to categorize them a bit more simply.

Types of risks

· Financial

· Company goes out of business

· Ethical

· People die

· National Security

· Starts a war

· Legal

· Go to jail

Any others? [Asking for feedback]

So this is the first component of the question, what are the risks.  Now lets discuss the second component, how to rank the risks.

Are these risks all the same, or are some more important than others?

· Do we put ethical risk above financial, or what about national security risks?

· Should the security of the nation be put above the security of the individual?

· Does the ranking depend on the context (organization)

· Would a national security organization put national security over ethical concerns

· Would a hospital put ethical concerns over financial risk?

If you were going to respond to an attack against your own personal systems, how would you rank them?

[Feedback / Discussion]

Ok, now that we’ve discussed the difficulties with defining, categorizing, and ranking the risks, what of the last component of our question: what of the risks that we cannot anticipate?

The Unintended Consequences

We could probably go on for a long time trying to enumerate every possible scenario that might occur during an active defense.

· We might accidentally shut down an upstream router that handles pharmaceutical transactions for a hospital

· What about Air Traffic Control systems that might be affected?

Some people balk when I bring up these potential scenarios, because they complain that they are too rare and unusual to worry about.  That may be true, but they are forgetting a very important aspect of information systems.

The problem is that our information systems are strongly, and unfortunately, interconnected.  Therefore, we should always be aware of Murphy’s Law.

· Anything that can go wrong will go wrong.

· You never run out of things that can go wrong.

Remember that Blaster caused trouble with a North Eastern nuclear power plant controller?  It may not be as rare and unusual as people may think.  Furthermore, these rare and unusual scenarios have the ability to cause more damage than all the other scenarios combined.

I think that because of these aspects, we no longer forget what systems, when attacked, can allow to happen.  So unintended consequences must play a role in formulating our active defense policies.

But the bigger question is whether the unintended consequences play such a large role that we cannot look to active defense to mitigate threats?  

What do you think?  How important are unintended consequences? [Discussion]

Can we make the claim that we should only worry about reasonable risks?

· So if I DoS an attacker, but it affects a networked refrigerator that held human organs for emergency transplants, am I not liable because it wasn’t reasonable for me to assume that the refrigerator was on that network?

· Can we draw a line somewhere?

Here I have presented my thought processes when I was confused with the complexities of active defense.  I ended up splitting active defense into three components, defining the risks, ranking the risks, and a good discussion of unintended consequences.

With these three components, I think that the complexities of active defense are much simpler; and at least it provides an easier way to discuss the problem.

So now that I have attempted to define the question of why don’t we yet pursue active defense, I will hand it over to Paul to discuss some possible $ actions that active defense can encompass.  And while he is discussing active defense actions, try to think about the risks involved with each using some the techniques I just defined.

[So that will be all for today, during the next lecture Paul will be discussing some possible $…]

