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I. Introduction

The purpose of this project is to allow our group to research and develop a procedure for collecting and storing digital evidence.  There are many reasons for a clear and concise evidence collecting procedure: the people collecting the evidence may not be briefed in proper procedures, maximize the court admissibility of the evidence, and minimize any potential contamination of the evidence.  To accomplish this task, our group has researched the current methods and procedures of law enforcement, and will model those for our own uses. Our research includes documents that law enforcement uses, and interviews with law enforcement officials that have experience with collecting digital evidence.

This document will begin by discussing the research and how we used it.  Then, we will present our group’s procedure, followed by a more detailed description of the procedure.  Lastly, we will present the outcome of our group’s experience while actually using the procedure in a walkthrough.  In the end, it should be clear whether our procedure was thorough, useful, and successful.

II. Research

For this project, our group procured many resources for background information about current law enforcement procedures regarding digital evidence collection.  Our first resource was a presentation and question/answer session provided by Sergeant Jim Hoffman of the Idaho Falls Police Department.  Sergeant Hoffman provided us with an idea of how law enforcement officers approach a digital evidence situation, including how to take control of the machine by unplugging it, and making a forensic duplication as soon as possible after confiscation.  Sergeant Hoffman’s presentation will be used primarily in the development of our own procedure based on his previous experience and testimony to our class.

The second resource was the textbooks, Investigating Computer-Related Crime by Peter Stephenson, and Incident Response & Computer Forensics by Mandia, Prosise, and Pepe.  These texts provided our group with a number of methodologies from the academic prospective.  Investigating Computer-Related Crime was particularly useful because of its discussion of securing the virtual crime scene.

The third resource was a teleconference our group participated in with Detective Brian Palmer of the King County Sheriff’s Office.  This teleconference was an invaluable opportunity to question an investigator who has extensive incident experience.  In the teleconference, our group was able to obtain a clear picture of how an experienced detective approaches digital crime evidence collection.  This is one of our primary sources of information for the procedure presented here.  The notes of the teleconference are provided in appendix A.

The fourth, and last resources were two documents that Detective Palmer generously provided our group.  The first document is “Guidelines for the Handling and Seizure of Digital Evidence” from the Regional Computer Forensics Laboratory, San Diego.  This document describes to investigators how to seize computer evidence, and the different procedures to take with different digital equipment, such as laptops, network computers, and desktop computers.

The second document that Detective Palmer provided our group was “Electronic Crime Scene Investigation: A Guide for First Responders” developed by the U.S. Department of Justice, National Institute of Justice.  It thoroughly describes digital evidence, how to secure digital evidence at the scene and document the investigator’s steps.  Most importantly, this document provides the group with an excellent, although lengthy, model from which to derive our own procedure.

III. Procedure

1) Inspect the warrant, making sure that it covers the collection of digital evidence, and especially the type of digital evidence that is expected; this includes cell phones, laptops, personal digital assistants, and pagers, along with the conspicuous evidence such as desktops and diskettes.

2) At the scene, first guarantee officer safety, then make sure that suspects are in custody or at least under control and away from any potential evidence.

3) Locate the digital evidence at the scene that is specified in the warrant.

4) Photograph the area(s) where the evidence is located, especially where computers are kept, including photographs of the front of the computers.  Then sketch the scene from the top-down perspective to identify where each piece of evidence was located.

5) Photograph and diagrams the connections of the computer and corresponding cables.

6) From this point forward, it is important that all actions are properly documented and the team wears gloves to prevent the contamination of latent evidence.

7) If the monitor is on and a work product is visible:

a) Photograph the screen

b) Go to step 10

8) If the monitor is on and screen is blank (sleep) or screen saver (picture) is visible:

a) Move the mouse slightly (documenting the time you do so).  The screen should change and show work product or request a password.

b) If the mouse movement does cause a change in the screen, do nothing else.

c) Photograph the screen and record the information presented there, no matter how insignificant.

d) Go to step 10

9) If monitor is off:

a) Make a note of the off status

b) Turn the monitor on, then determine if the monitor status is described in step 7 or 8

10) Regardless of power state of the computer, remove the power source cable from the computer – not from the wall outlet.  If the computer is a laptop, remove any battery as well.

11) Remove all cables from the computer

12) Remove any floppy disks that are present and package

13) Place tape over the drive slots and power connector

14) Record make, model, and serial models

15) Collect, tag, and bag all digital evidence, including diskettes, CDs, any other media, software, books, computers, keyboards, mice, monitors, and any other electronic devices.

16) Store all evidence in weatherproof containers and keep away from electronic and magnetic sources.

17) Transport all evidence securely and safely to a location where the evidence will be kept until further analysis can be done.

IV. Detailed Procedure

1) Inspect the warrant.  This step is to be done before even entering the scene.  The examiner must know what is covered and what is being searched for.  Where storage media is involved, know that digital storage can be done on a large variety of devices.  Be prepared to collect USB key drives, cell phones, laptops, diskettes, secure digital cards, compact flash cards, multi-media cards, Sony memory sticks, digital cameras, MP3 players, CD's, etc.  If something else is discovered that is not covered in the warrant but is pertinent to the investigation, know that you should find a judge and get a supplement to the original warrant.  If evidence is improperly collected, it stands a chance of being thrown out in court.

2) Guarantee officer safety.  Do not begin to actually collect any evidence until the crime scene is secured and the suspects are in custody.  Human safety is always more important than the case and the evidence.  Make sure that the suspects are kept away from the computer equipment so they are unable to launch any destructive programs or other attempts to destroy the evidence (like shooting the tower or setting it on fire).

3) Locate the evidence.  After knowing what you are looking for, go and find it.  Your warrant authorizes you to look in any reasonable place, but most of the time the computer equipment and storage is stored in the vicinity of the actual computer.  Take note of any technical manuals that are found as well, since they provide information about the operating system and other programs that are installed on the machine(s).

4-5) Photograph the area, machines, and connections.  This is done so that the evidence has context and so that the machines and peripherals can be reconnected in the lab and possibly in court to show a jury how the machine was connected.  This is done so that the defense cannot claim that on the defendant's machine it would be impossible to commit the crimes you are investigating.  If the machine can be reassembled exactly as it was found and the crime can be reproduced in the lab, the defense cannot make this argument.

6) Document everything.  This step is essential so that any claims by the suspect that the evidence was planted can be shot down.  If every alteration from the original state of the machine when it was found is documented, the investigation has much more integrity in court.

7-9) Photograph the monitor.  This allows the investigators to note any currently running applications, time, what the suspect was working on, whether the machine was password-protected, etc.  Make sure to document any changes you make to the system, including these as small as shaking the mouse to deactivate the screen saver.

10) Disconnect the power source from the computer's side.  This preserves logs from having an extra entry for a shutdown, as well as keeping any information resident in RAM.  Unless there is a compelling reason, do not do any investigation of the files, programs, or anything else at the scene.  The more pristine the state of the computer is when it gets to the lab, the more accurate any conclusions made will be.  Just disconnect the machine from its power source.

11) Remove cables.  Note where each cable came from and led to so this can be reproduced in the lab.  You are preparing to box the machine up for transfer to the lab.

12) Remove floppies from the computer and package.  These floppies are special because they were in the machine.  They could provide evidence of the last things that were being worked on.

13) Tape over drive slots and power connector.  This is part of preserving the original state of the evidence.  If the tape is not removed before the machine gets to the lab, there is no way that evidence could be planted on the machine.

14) Record make, model, and serial number of the computer.  This is part of documenting the evidence.  We need to be sure that the machine presented in court is the same one as was collected at the scene and not a different machine that came from the lab.

15) Collect and tag all digital storage media, books, and everything covered in the warrant.  Make sure to document everything and to collect all the media from the scene.  If the evidence is never collected, it can never be analyzed and can never be presented in court.

16) Bag all evidence in safe packaging.  Keep the evidence from magnetic fields and other things that can destroy the data stored.  Keep everything protected until it can be forensically duplicated in the lab.

17) Transport the evidence safely to the lab.  The lab is better equipped to analyze the information stored.  Make sure that every step in the investigation, every change of custody and everything else is well documented to preserve the admissibility of the evidence.

The overriding principle here is "do no harm."  Make sure that the officers are safe first and then make sure that the evidence is safe.  This procedure is to collect the digital evidence at the scene and applies mostly to cases where the machines in question are desktop machines or laptops.  In the rare cases that the machines in question are servers, the assistance of the administrator is preferred to insure that the company will still be able to provide needed services.  Because this procedure is for collecting the physical evidence only, there is no need for specialized analysis software.  The analysis portion is to be done in the lab and is outside of the scope of this procedure.

V. Walkthrough

Prior to arriving at the crime scene, the investigative team examined the warrant to ensure that all relevant digital evidence such as cell phones, laptops, and USB storage devices were included.  Due to the nature of the alleged crime, our warrant required the collection of all computers on site, as well as all available storage media.  The warrant was sufficiently thorough, and our team proceeded to the crime scene.

Warrant served:     14:00, 28 Feb 2004.

Where: 
       1600 Pennsylvania Avenue, Washington, D.C.

Received by:
        Barney Bush, Presidential Scotty Dog
Served by:
        Det. Caltagirone, Det. Phillips, Det. Webber

Signatures
        Serg Caltagirone
Matt Phillips
             Nate Webber

Upon arriving at the scene, we served the warrant to Barney Bush at the front door of the residence.  Our immediate concern is our safety, as well as the safety of everyone within the building.  Due to the gravity of the charges and the high profile nature of the case, due care was taken prior to our arrival, and there was only one person within the premises.  The warrant was successfully served, and Barney escorted us to the location of the evidence.

The machine was located in the primary office of the residence.  Prior to entering the office, Det. Phillips took a digital photo of the room’s interior:

Case Number: CN-00031

Evidence Tag:
01

Taken by:
Det. Phillips, 14:30

Description:
Full photo of the crime scene

Our forensic team entered the room at 14:32.  The suspected machine was located to the left of the doorway, on the ground below a desk.  Five photos were taken of the immediate area surrounding the machine.  First, a close-up photo of the monitor’s contents was taken.  Next, two photos of the desk’s contents were taken.  The desk had no drawers, making it unnecessary to search for hidden evidence within it.  Lastly, two photos were taken of the machine as it rested under the desk: a photo of the machine, and a close-up of the make and model number.

Case Number: CN-00031

Evidence Tag:
02, 03, 04, 05, 06

Taken by:
Det. Phillips, 14:40, 14:42, 14:44, 14:46, 14:50

Description:
Photos: Screen, Top of desk(1), Top of desk(2), Machine, Make/Model  

Det. Caltagirone, a noted artist, sketched the scene from an aerial view to mark the location of several pieces of potential evidence, including a layout of the cabling.  A laptop, cell phone, and 4-port router were identified and sketched.  These are key pieces of evidence and will be collected shortly.  Fortunately, it was unnecessary to move any equipment to determine the cable layout of the office.

Case Number: CN-00031

Evidence Tag:
07, 08

Drawn by:
Det. Caltagirone, 15:10, 15:25

Description:
Aerial sketch of suspected evidence, Sketch of all cabling

At this time, each member put on protective gloves to begin the collection of evidence.  As noted earlier, the monitor was powered on and not sleeping, and the desktop was visible.  Without touching the machine, the power plug was pulled from the rear of the computer at 15:35:30, by Det. Webber.  He placed the cable in a plastic bag, sealed and labeled it, and it is cataloged below.  

Note - At each step, Det. Webber confirms that our cable layout is sketched correctly.

There were four more cables attached to the back of the machine corresponding to the monitor, keyboard, mouse, and network connection.  The mouse and keyboard were carefully unplugged, bagged, and tagged by Det. Webber.  Observations made of the back of the machine indicate only one network card, one monitor connector, one keyboard and mouse connector, and one power plug.  Accordingly, the team decided not to label the back of the machine as all connections were plainly obvious.  

Case Number: CN-00031

Evidence Tag:
09, 10, 11

Taken by:
Det. Webber, 15:30, 15:35, 15:40

Description:
Power cable to computer, Keyboard, Mouse

The monitor and network cable are the only remaining cables attached to the machine, with the monitor power cable plugged into the wall.  Det. Webber unplugged the monitor cable and its power cable and removed the monitor from the desk at 15:45.  He labeled the monitor and placed on the floor next to the other evidence.  The monitor and its power cord were bagged, labeled, and sealed.

Finally, Det. Webber removed, bagged, sealed, the network cable and placed it with our evidence.  

Case Number: CN-00031

Evidence Tag:
11, 12, 13

Taken by:
Det. Webber, 15:45, 15:50, 15:55

Description:
Power cable to monitor, Monitor, Network cable
Three steps remain at this point: collect any storage devices stored internally in the computer such as floppy disks or CD’s, label and remove the computer, and collect the devices found on the desk.  

Det. Webber discovered no floppy disks or CD’s in the machine.  With all cables disconnected from the computer, at 16:00 he removed the machine from its location.  He then labeled it, placed tape over the power connector and all drive slots, sealed it in a plastic bag, and put it with our evidence.  Finally, the router and cell phone were sealed in bags, labeled, and set aside.  After removing the laptop’s battery, the laptop and battery were labeled, sealed, and placed with the evidence.

Case Number: CN-00031

Evidence Tag:
14, 15, 16

Taken by:
Det. Webber, 16:00, 16:04, 16:07, 16:10, 16:15

Description:
Computer, 4-port router, Laptop, Laptop battery, Cell phone

With all evidence properly labeled and sealed from the elements and potential tampering, a final photo was taken of the collected evidence.  

Case Number: CN-00031

Evidence Tag:
17

Taken by:
Det.Caltagirone, 16:20

Description:
Photo of all collected evidence
The evidence was placed into Rubbermaid containers and carried to our vehicle at 16:30.  We returned to the office at 17:00, completing the transport of evidence at 17:20.  The evidence is held under case number CN-00031 in Building 8.

VI. Conclusion

In this project, our group has successfully drafted a procedure for collecting digital evidence that nearly anyone with a basic understanding of computers can follow.  This procedure includes all the information our group obtained from our weeks of research, and from generous individuals such as Detective Palmer.  The extensive research included interviews, teleconferences, books, and other documents developed for this type of activity.  This procedure should allow most teams to successfully collect digital evidence connected to a possible crime, and increase the probability that the evidence collected would be court admissible.  Additionally, our team had the opportunity to do a crime-scene walkthrough using this procedure and found it thorough and acceptable.

VII. Appendix A: Notes from Detective Palmer Teleconference

Teleconference Notes

2/25/04 3:30pm - 5:00pm

w/ Det. Brian Palmer of King Co. Sheriff's Office

in MRCI Conference Room regarding Forensic Proceedures

<NOTE> This is not a transcript, but a detailed recollection from

notes taken during the teleconference</NOTE>

Q: How does an investigation get started?

A: Investigations begin in a number of ways, one can be a

direct complaint from citizens, or a request from a

detective from another unit, or a request for assistance

from another source entirely, such as the National Center

for Missing and Exploited Children.

Q: How many investigations does your dept. do a week?

A: About 1 a week.  There are 3 examiners in our department,

which is a lot compared to other departments which have no

forensic examiners, but there are some departments which

have many - depending on the work they do.

Q: Do you usually go to the scene to collect evidence, or is

the evidence brought to you for examination and analysis?

A: Our preference is to go to the scene because we can better

establish the chain of custody.  Also, we want to be able to

collect everything at the scene, computers, monitors, keyboards,

and all software, commercial or private. We have to be able to show

that the media contains evidence, and the suspect had access to it.

We must also show that the machine was capable of the alleged incident,

including looking at modems, and software.

Q: Do you use checklists/formal procedures when you collect the evidence?

A: Yes, but the problem with checklists is that it precludes you from

thinking on your feet.  But there are procedures that need to happen, goals

we're trying to accomplish.

Q: What are the things that need to happen before you go to the scene?

A: Firstly, make sure the search warrant covers digital evidence.  Next,

find out as much about the case/crime so that evidence doesn't get ruined. An

example of this would be a child rape case where you would want to make sure

that any evidence on a keyboard/mouse, such as body fluids, is not contaminated.

Then determine what type of evidence to collect.

Q: What are the first steps when you arrive at a scene?

A: First and foremost is officer safety, make sure that any suspects

have been located and secure.  Second, make sure evidence is safe, that 

no suspects are going to threaten it with fire/gunshot, etc.  Then work 

your way to the computer area, we are usually the last ones in to a scene.  

Then, make sure that no wipe program is running, we can see this by looking 

at the screen, look at HD lights and listen for HD sounds to detect any serious 

HD activity.  Then disconnect any network that may be connected.  Its 

important to do as little examination on scene as possible, but the most 

important evidence is sometimes what is on the screen.

Q: What are the steps to take control of the machine?

A: If it's a windows machine, just remove the power cord - that is standard 

procedure taught by most courses. First, document what is on the screen, 

what's around the computer, what applications are open, what's on the task bar 

- take pictures, and make sketches. If it's a server, it is probably backed up.  

If the suspect is the system administrator, it is a different investigation. 

Normally, we need to solicit the system admin for help, find out if there 

is information on the server or is it stored on client machines,

reset the suspect's password, then get the logs from the administrator.  

If the machine is Linux, if the machine is not doing anything relevant to 

the investigation, just pull the plug, if the machine is doing something that 

is related, do a regular shutdown.  Make sure you document any 'footprints' 

that you may leave, such as the time of the shutdown - so that when the logs 

show another event, you can testify that it was your team which caused it 

and that it was documented.

Q: What if the user is computer savvy and might have put something in the machine,

such as encryption or a format program?

A: We can get some witness to say that they saw them do the illegal activity,

or we can get a witness to cooperate and tell us what they know is on the

machine and how to get to it. Otherwise, we can get the data from the machine

via USB or Firewire.

Q: Do you need a warrant to install or use spy software?

A: Its determined by the person's privacy expectation.  If they are using

a public terminal, then no, but if it is their private machine then they

can expect that no officer will inspect their machine. If the person is

on the internet, then Title 3 applies because you are intercepting

telephone communications.

Q: Does the 5th Amendment apply to giving a password to decrypt files?

A: There is no obligation on the part of the suspect to give the password

on their personal machine, but we can use corroborating witnesses and their

passwords if they have access.

Q: What are your steps after you take custody of the machine?

A: First, we package everything and mark it as evidence.  Second, we transport

it securely to a place where it can be stored until analysis. We store the

evidence to keep it away from the elements, radio waves, magnetics, etc.

Q: How do you proceed with your forensic analysis?

A: First, everything that is not digital evidence, such as the computer case,

keyboard/mouse, goes to the crime lab.  Second, image all recordable media

onto forensically sterile media.  Then, use a tool to analyze, but never

use just one tool.  We use encase primarily. But we also use the forensic toolkit

from www.accessdata.com.  The problem with windows is that when you mount it, it

wants to examine everything, and goes to touch all the media connected.

Q: How do you split up work between the 3 examiners in your office, do you mount

everything on a network and everybody works on it?

A: We use our own workstations, and we don't usually split up a case unless its

unusually large, but it's usually one investigation per examiner.

Q: What do you think of encase, what do you think are its largest weakness?

A: It works on almost all filesystems, but its limitations are that a lot of

people use it as a push-button forensics tool while not understanding the

actual operation of the computer.  The problem with that is that you have

to know, so that you can testify that the data encase finds is actually there.

If you understand the DOS filesystem, it gets you far.

Q: When you search for files, do those searches need to conform to the warrant?

A: You can search anywhere that might contain the data, but you can only look

where the common person would hide the evidence, and it must be specific and

must deal with the crime.

Q: What are the usual types of people you are investigating?

A: Normally, they are novices or people who think that they know a lot more than

they do; such as forgetting to overwrite the swap file.  We find a lot of

information in the swap files.

Q: What types of cases are the most difficult to investigate?

A: All cases are about equally difficult when it comes down to forensic analysis,

however, the most difficult cases involve online auctions because of the sheer

number of IP addresses involved, and because a search warrant is required for each.

Another difficult one is white-collar crime, and searching for relevant data.  The

absolute hardest is when we have no idea what we're looking for, or there is a

very large amount of data to analyze.  Some of the most difficult involve online

auctions when suspects use public terminals.  But, all the time, you must prove

that the crime occurred when the suspect was sitting at the computer.

Q: What are the common mistakes when collecting evidence?

A: The most common mistake is people overlooking what is evidence.  People forget

to collect diskettes in drawers, cell phones, PDAs, and compact flash cards. Another

thing is when people ignore procedures and start looking at evidence, like looking

through files at the scene.

Q: How difficult is it to get digital evidence thrown out?

A: It's actually difficult to get evidence thrown out if documentation was kept.

But, some reasons for it would be if the warrant was not specific enough to

include computers.  Generally, defense attorneys usually attack our procedures,

methodology, and training.
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