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Introduction
This lab is a forensic analysis of a floppy disk containing digital evidence.  We create a forensic copy of a floppy and perform a forensic analysis on that copy.  Tasks will include gathering evidence of existing files, recovering their contents if possible, and keyword searching.  The analysis will be performed with the open-source forensic tools Sleuth Kit and Autopsy.
Procedure
Before analysis of the image could begin, we recovered the image over the network using scp, “secure copy”:
scp forensic@129.101.162.183:floppy.img ./home/mattp/forensics/

To perform the forensic analysis of the floppy disk, we chose the command-line tool Sleuth Kit, in coordination with its graphical front end Autopsy.  Sleuth Kit is an open-source client-server toolkit for analyzing Microsoft and Unix/Linux file systems.   Autopsy also adds functionality by allowing searches, MD5 image checks, and a detailed timeline of the “modify”, “access”, and “changed” (MAC) times of files.  By starting the sleuthkit server on a Linux machine, investigators can perform analysis over a network from either a Windows or Linux box using a standard browser.  Multiple investigators can access the forensic image, allowing for better coordination of investigations, while also maintaining the integrity of the forensic image using MD5 checksums.
To begin the analysis, we created a case called floppyAnalysis.  A file to store the case must exist – we named ours autopsy-EvidenceLocker.  Investigators are added to the case, with a description of the evidence and the investigation to take place.  Next, a target host is specified, which is the machine the evidence was recovered from (hura1, in this case).  Autopsy then asks the location of the image you’d like to analyze.
Autopsy Output

Autopsy creates a report of each file it finds.  Report files contain:
· File location

· MD5 of the file

· MD5 of the report

· Location of image

· Image type

· Date report is generated

· Investigator name

Autopsy also includes metadata data for each file, which is also included in the report.  Metadata includes:
· Directory entry

· Whether the space is allocated or not

· Size, number of symbolic links, filename and file type

· Directory entry times including written, accessed and created times
Investigation

Our investigation recovered a great deal of information on the floppy image.  Rather than plug all of our output here, we’ve decided to link it through our website.  There is over 2MB of data recovered, which is too much to include here (interesting, since the floppy is only 1.47MB).

The webpage includes a report on each file found.  Rather than include the original file and its report, in most cases only the report is given (it also contains file data).  
www.uidaho.edu/~phil2919/forensics/504output/baseline.html
Basic information:

File system type: FAT12

Number of files: 2 deleted files, 17 regular files, and 5 directories
	
	
	
	
	

	Directory
	/home
	/home/LOKI
	/home/JOHN/RUN
	/home/SH~1

	
	_ORIW     (del)
	loki_server
	all.chr
	sh

	
	_OYE0699(del)
	loki_server.c
	alpha.chr
	

	
	forensic_log
	Makefile
	digits.chr
	

	
	.bash_history
	
	john.ini
	

	
	mbox
	
	lanman.chr
	

	
	mail
	
	mailer
	

	
	passwd.1
	
	password.lst

john
	

	
	
	
	
	


Results
Clearly, the presence of the password file, along with John the Ripper, indicates there was an effort to crack passwords on hura1.  The loki server appears to be a backdoor.  The user would likely steal a password using John, install the sh shell, run a backdoor (loki), and use the backdoor to access their shell.
