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I. 
Introduction

When conducting a forensic investigation, it is standard procedure to discontinue the power to the machine(s) as soon as possible.  However, this can cause the loss of some very important data.  On a computer, only some of the data resides on a disk, other data, live data, is kept on RAM and is discarded when the computer loses power or is otherwise shutdown.  This data contains information such as the programs currently running, all users logged in, and network connections.

Our group’s responsibility is to log into a remote machine and collect this live data by using ‘trusted tools.’  These are tools that we can guarantee have not been tampered with so that they hide mischievous data.  Using these tools, our group completed the project and collected the relevant data pertaining to an investigation (data available in appendix).

II. Procedure

Our group followed the procedure outlined in the lab handout. Our entire session was captured using ‘script’ and is included in the appendix.

· We logged in to the remote machine on IP 129.101.162.183 using ssh

· Then got root access through su -

· Mounted the CDROM to get access to the trusted tools

· mount /dev/cdrom /mnt/cdrom

· Listed who was logged in on the system 

· w

· Got the Environment variables

· env

· Got list of currently running processes

· ps -aux

· Got information on all network connections

· netstat -anp

· Got list of all running processes and files that have been opened without creating a device cache file (so they are not on the disk yet)

· lsof –i -D r

· Got information on all network adapters

· ifconfig -a

· Listed the contents of the /root directory

· ls -l /root

· THEN REPEATED ALL TASKS WITH THE TRUSTED TOOLS RATHER THAN THE MACHINE’S COMMANDS – FOUND THAT NO COMMANDS HAD BEEN COMPROMISED

III. Conclusion

Our group has concluded that there was nothing suspicious in the live data collected.  This conclusion was supported by a number of discoveries.  First, none of the tools on the machine were compromised – tested by comparing their output with our trusted tools.  Second, no suspicious network connections were available.  Third, there were no suspicious files in /root.  However, a closer look into the contents of the system files is necessary to make a final conclusion about the state of the machine.

Appendix A: Session Details

Script started on Tue Mar 09 16:58:02 2004

frankw@earth>ssh -l forensics 129.101.162.183

The authenticity of host '129.101.162.183' can't be established.

RSA key fingerprint in md5 is: c9:56:e2:45:b1:4c:a8:c3:13:1b:b4:df:8d:61:e2:6b

Are you sure you want to continue connecting(yes/no)?yes

Warning: Permanently added '129.101.162.183' (RSA) to the list of known hosts.forensics@129.101.162.183's password: 

Permission denied, please try again.forensics@129.101.162.183's password: 

Permission denied, please try again.forensics@129.101.162.183's password: 

Received disconnect: 2: Too many authentication failures for forensicsfrankw@earth>^[[A

  



frankw@earth>


bash

frankw@earth>ssh -l forensic 129.101.162.183

forensic@129.101.162.183's password: 

[forensic@hura1 forensic]$ su -

Password: 

[root@hura1 root]# mount /dev/cdrom /mnt/cdrom

mount: block device /dev/cdrom is write-protected, mounting read-only

[root@hura1 root]# w

 18:00:58  up 53 days,  5:21,  1 user,  load average: 0.07, 0.04, 0.01

USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHAT

forensic pts/2    earth.cs.uidaho.  5:58pm  0.00s  0.12s  0.02s  sshd           

[root@hura1 root]# env

HOSTNAME=hura1

SHELL=/bin/bash

TERM=vt100

HISTSIZE=1000

QTDIR=/usr/lib/qt-3.1

USER=root

LS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:

USERNAME=root

MAIL=/var/spool/mail/root

PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/bin

INPUTRC=/etc/inputrc

PWD=/root

LANG=en_US.UTF-8

SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpass

SHLVL=1

HOME=/root

BASH_ENV=/root/.bashrc

LOGNAME=root

LESSOPEN=|/usr/bin/lesspipe.sh %s

G_BROKEN_FILENAMES=1

_=/bin/env

[root@hura1 root]# ps -aux

USER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMAND

root         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 init

root         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]

root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]

root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]

root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]

root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]

root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]

root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]

root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]

root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]

root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]

root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]

root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]

root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]

root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0

root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -x

rpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]

rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]

root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -p

root      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshd

root      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayalive

root      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /d

bin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]

root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crond

xfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]

daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]

root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty tt

root      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty tt

root      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty tt

root      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty tt

root      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty tt

root      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty tt

root      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]

root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]

root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]

smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]

root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]

root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]

root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpd

root     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_server

root      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X 

gdm       9085  0.0  2.0 36628 2508 ?        S    Mar02   0:01 /usr/bin/gdmgreet

root     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsd

apache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]

apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]

apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]

apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]

apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]

apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]

apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]

apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]

root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]

forensic 23540  0.0  1.5  6788 1928 ?        S    17:58   0:00 [sshd]

forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bash

root     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]

root     23573  0.0  1.1  4328 1404 pts/2    S    17:58   0:00 -bash

root     23617  0.0  0.5  2636  692 pts/2    R    18:01   0:00 ps -aux

[root@hura1 root]# netstat -anp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   

tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               

tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         

tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               

tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              

tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         

tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           

tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         

tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               

tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         

tcp        0     52 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              

udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               

udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               

udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               

udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags       Type       State         I-Node PID/Program name    Path

unix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctl

unix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socket

unix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0

unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/log

unix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHA

unix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100

unix  3      [ ]         STREAM     CONNECTED     944840 23538/              

unix  3      [ ]         STREAM     CONNECTED     944839 23540/              

unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     

unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     

unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100

unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              

unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904060 2501/               

unix  2      [ ]         DGRAM                    58445  1121/               

unix  2      [ ]         DGRAM                    58431  1112/               

unix  2      [ ]         DGRAM                    2850   2376/               

unix  2      [ ]         DGRAM                    2708   2289/crond          

unix  2      [ ]         DGRAM                    2552   2213/xinetd         

unix  2      [ ]         DGRAM                    2225   2149/apmd           

unix  2      [ ]         DGRAM                    2076   2082/               

unix  2      [ ]         DGRAM                    2023   2045/klogd          

[root@hura1 root]# lsof -i -D r

lsof: unsupported option: -D

lsof 4.63

 latest revision: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/

 latest FAQ: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/FAQ

 latest man page: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/lsof_man

 usage: [-?abhlnNoOPRstUvV] [-c c] [+|-d s] [+D D] [+|-f]

 [-F [f]] [-g [s]] [-i [i]] [+|-L [l]] [+|-M] [-o [o]] [-p s]

 [+|-r [t]] [-S [t]] [-T [t]] [-u s] [+|-w] [--] [names]

Use the ``-h'' option to get more help information.

[root@hura1 root]# lsof -i -D r

[K

[K

[K

[K

[K

COMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAME

sendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)

portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc 

portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)

rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 

rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 

rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)

sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)

xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)

X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)

cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)

cupsd     11875     root    2u  IPv4 914126       UDP *:631 

httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)

sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)

sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)

[root@hura1 root]# ifconfig -a

eth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17  

          inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:5889648 errors:0 dropped:0 overruns:0 frame:0

          TX packets:155727 errors:0 dropped:0 overruns:0 carrier:0

          collisions:4267 txqueuelen:100 

          RX bytes:512411857 (488.6 Mb)  TX bytes:63636268 (60.6 Mb)

          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 

lo        Link encap:Local Loopback  

          inet addr:127.0.0.1  Mask:255.0.0.0

          UP LOOPBACK RUNNING  MTU:16436  Metric:1

          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0

          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0 

          RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)

[root@hura1 root]# pwd

/root

[root@hura1 root]# ls


[00m
[00manaconda-ks.cfg
[00m  
[00minstall.log.syslog
[00m  
[01;34mloki
[00m   
[01;32mmd5
[00m            
[01;34mnetbsd
[00m


[01;34mi386
[00m             
[01;34mjohn-1.6
[00m            
[00mmbox
[00m   
[01;34mmd5-c
[00m          
[00mout
[00m


[00minstall.log
[00m      
[01;34mlab1
[00m                
[00mmbox1
[00m  
[01;31mmd5-c-100.tar
[00m  
[00mtcpdump.txt
[00m


[m[root@hura1 root]# ls -l


[00mtotal 252

-rw-r--r--    1 root     root         1649 Jan 16 12:48 
[00manaconda-ks.cfg
[00m

drwxr-xr-x    2 root     root         4096 Feb 28 15:28 
[01;34mi386
[00m

-rw-r--r--    1 root     root        22765 Jan 16 12:47 
[00minstall.log
[00m

-rw-r--r--    1 root     root         4107 Jan 16 12:47 
[00minstall.log.syslog
[00m

drwxr-xr-x    5 root     root         4096 Feb 25 08:12 
[01;34mjohn-1.6
[00m

drwxr-xr-x    2 root     root         4096 Jan 23 12:57 
[01;34mlab1
[00m

drwxr-xr-x    2 root     root         4096 Feb 23 11:20 
[01;34mloki
[00m

-rw-------    1 root     root        58810 Mar  5 09:26 
[00mmbox
[00m

-rw-r--r--    1 root     root        47207 Mar  5 09:59 
[00mmbox1
[00m

-rwxr-xr-x    1 root     root        18126 Nov  3  2001 
[01;32mmd5
[00m

drwx------    2 25839    named        4096 Nov  3  2001 
[01;34mmd5-c
[00m

-rw-r--r--    1 root     root        30720 Feb  9 08:31 
[01;31mmd5-c-100.tar
[00m

drwxr-xr-x    4 root     root         4096 Feb 28 12:43 
[01;34mnetbsd
[00m

-rw-r--r--    1 root     root          667 Feb 23 11:13 
[00mout
[00m

-rw-r--r--    1 root     root        20546 Jan 28 17:52 
[00mtcpdump.txt
[00m


[m[root@hura1 root]# file

Usage: file [-bciknsvzL] [-f namefile] [-m magicfiles] file...

Usage: file -C [-m magic]

Try `file --help' for more information.

[root@hura1 root]# file *

anaconda-ks.cfg:    ASCII English text

i386:               directory

install.log:        ASCII text

install.log.syslog: ASCII text

john-1.6:           directory

lab1:               directory

loki:               directory

mbox:               ASCII mail text

mbox1:              ASCII mail text, with CRLF line terminators

md5:                ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux 2.2.5, dynamically linked (uses shared libs), not stripped

md5-c:              directory

md5-c-100.tar:      POSIX tar archive

netbsd:             directory

out:                ASCII text, with CRLF, LF line terminators, with escape sequences

tcpdump.txt:        ASCII text

[root@hura1 root]# cd /mnt/cdrom

[root@hura1 cdrom]# ls


[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m


[m[root@hura1 cdrom]# cd tbin

[root@hura1 tbin]# ls


[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m


[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m


[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m


[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m


[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m


[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m


[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m


[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m


[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m


[01;32mchown
[00m          
[01;32megrep
[00m     
[01;32mipcalc
[00m    
[01;32mmktemp
[00m    
[01;32mrmdir
[00m    
[01;32mtcsh
[00m       
[01;32mwhoami
[00m


[01;32mcp
[00m             
[01;32menv
[00m       
[01;32mkbd_mode
[00m  
[01;32mmore
[00m      
[01;32mrpm
[00m      
[01;32mtouch
[00m      
[01;32mzcat
[00m


[01;32mcpio
[00m           
[01;32mfalse
[00m     
[01;32mkill
[00m      
[01;32mmount
[00m     
[01;32mscript
[00m   
[01;32mtrue
[00m


[m[root@hura1 tbin]# ./w

 18:06:18  up 53 days,  5:27,  1 user,  load average: 0.15, 0.05, 0.01

USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHAT

forensic pts/2    earth.cs.uidaho.  5:58pm 10.00s  0.17s  0.02s  sshd           

[root@hura1 tbin]# ./env

HOSTNAME=hura1

SHELL=/bin/bash

TERM=vt100

HISTSIZE=1000

QTDIR=/usr/lib/qt-3.1

USER=root

LS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:

USERNAME=root

MAIL=/var/spool/mail/root

PATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/bin

INPUTRC=/etc/inputrc

PWD=/mnt/cdrom/tbin

LANG=en_US.UTF-8

SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpass

SHLVL=1

HOME=/root

BASH_ENV=/root/.bashrc

LOGNAME=root

LESSOPEN=|/usr/bin/lesspipe.sh %s

G_BROKEN_FILENAMES=1

_=./env

OLDPWD=/mnt/cdrom

[root@hura1 tbin]# ./ps -aux

USER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMAND

root         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 init

root         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]

root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]

root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]

root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]

root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]

root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]

root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]

root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]

root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]

root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]

root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]

root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]

root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]

root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0

root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -x

rpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]

rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]

root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -p

root      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshd

root      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayalive

root      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /d

bin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]

root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crond

xfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]

daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]

root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty tt

root      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty tt

root      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty tt

root      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty tt

root      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty tt

root      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty tt

root      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]

root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]

root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]

smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]

root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]

root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]

root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpd

root     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_server

root      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X 

gdm       9085  0.0  2.0 36628 2512 ?        S    Mar02   0:01 /usr/bin/gdmgreet

root     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsd

apache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]

apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]

apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]

apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]

apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]

apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]

apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]

apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]

root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]

forensic 23540  0.0  1.5  6868 1944 ?        S    17:58   0:00 [sshd]

forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bash

root     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]

root     23573  0.0  1.1  4336 1416 pts/2    S    17:58   0:00 -bash

root     23630  2.0  0.5  2636  692 pts/2    R    18:07   0:00 ./ps -aux

[root@hura1 tbin]# ./netstat -anp

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   

tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               

tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         

tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               

tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              

tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         

tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           

tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         

tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               

tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         

tcp        0    300 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              

udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               

udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               

udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               

udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         

Active UNIX domain sockets (servers and established)

Proto RefCnt Flags       Type       State         I-Node PID/Program name    Path

unix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctl

unix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socket

unix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0

unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/log

unix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHA

unix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100

unix  3      [ ]         STREAM     CONNECTED     944840 23538/              

unix  3      [ ]         STREAM     CONNECTED     944839 23540/              

unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     

unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     

unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100

unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              

unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0

unix  3      [ ]         STREAM     CONNECTED     904060 2501/               

unix  2      [ ]         DGRAM                    58445  1121/               

unix  2      [ ]         DGRAM                    58431  1112/               

unix  2      [ ]         DGRAM                    2850   2376/               

unix  2      [ ]         DGRAM                    2708   2289/crond          

unix  2      [ ]         DGRAM                    2552   2213/xinetd         

unix  2      [ ]         DGRAM                    2225   2149/apmd           

unix  2      [ ]         DGRAM                    2076   2082/               

unix  2      [ ]         DGRAM                    2023   2045/klogd          

[root@hura1 tbin]# ./lsof i

[K-i

COMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAME

sendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)

portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc 

portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)

rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 

rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 

rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)

sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)

xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)

X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)

cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)

cupsd     11875     root    2u  IPv4 914126       UDP *:631 

httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)

httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)

httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)

sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)

sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)

[root@hura1 tbin]# cd ..

[root@hura1 cdrom]# ls


[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m


[m[root@hura1 cdrom]# cd tsbin

[root@hura1 tsbin]# ls


[00m
[01;32maddpart
[00m           
[01;32mgrub-terminfo
[00m          
[01;32mlvmsadc
[00m              
[01;32mreiserfstune
[00m


[01;32madsl-connect
[00m      
[01;32mhalt
[00m                   
[01;32mlvmsar
[00m               
[01;32mrescuept
[00m


[01;32madsl-setup
[00m        
[01;32mhdparm
[00m                 
[01;32mlvreduce
[00m             
[01;32mresize2fs
[00m


[01;32madsl-start
[00m        
[01;32mhisaxctrl
[00m              
[01;32mlvremove
[00m             
[01;32mresize_reiserfs
[00m


[01;32madsl-status
[00m       
[01;32mhotplug
[00m                
[01;32mlvrename
[00m             
[01;32mrestore
[00m


[01;32madsl-stop
[00m         
[01;32mhwclock
[00m                
[01;32mlvscan
[00m               
[01;32mrmt
[00m


[01;32magetty
[00m            
[01;32mibod
[00m                   
[01;32mmii-tool
[00m             
[01;32mroute
[00m


[01;32marp
[00m               
[01;32micnctrl
[00m                
[01;32mmingetty
[00m             
[01;32mrpcdebug
[00m


[01;32marping
[00m            
[01;32mide_info
[00m               
[01;32mminilogd
[00m             
[01;32mrpc.lockd
[00m


[01;32marytst
[00m            
[01;32mifcfg
[00m                  
[01;32mmkbootdisk
[00m           
[01;32mrpc.statd
[00m


[01;32mavmcapictrl
[00m       
[01;32mifconfig
[00m               
[01;32mmkdosfs
[00m              
[01;32mrtmon
[00m


[01;32mbadblocks
[00m         
[01;32mifdown
[00m                 
[01;32mmke2fs
[00m               
[01;32mrunlevel
[00m


[01;32mblockdev
[00m          
[01;32mifenslave
[00m              
[01;32mmkfs
[00m                 
[01;32mscript
[00m


[01;32mcapiinit
[00m          
[01;32mifport
[00m                 
[01;32mmkfs.cramfs
[00m          
[01;32mscsi_info
[00m


[01;32mcardctl
[00m           
[01;32mifup
[00m                   
[01;32mmkfs.ext2
[00m            
[01;32mservice
[00m


[01;32mcardmgr
[00m           
[01;32mifuser
[00m                 
[01;32mmkfs.ext3
[00m            
[01;32msetpci
[00m


[01;32mchkconfig
[00m         
[01;32minit
[00m                   
[01;32mmkfs.jfs
[00m             
[01;32msetsysfont
[00m


[01;32mconsoletype
[00m       
[01;32minitlog
[00m                
[01;32mmkfs.msdos
[00m           
[01;32msfdisk
[00m


[01;32mconvertquota
[00m      
[01;32minsmod
[00m                 
[01;32mmkfs.vfat
[00m            
[01;32mshutdown
[00m


[01;32mctrlaltdel
[00m        
[01;32minsmod_ksymoops_clean
[00m  
[01;32mmkinitrd
[00m             
[01;32mslattach
[00m


[01;32mdebugfs
[00m           
[01;32minsmod.static
[00m          
[01;32mmkkerneldoth
[00m         
[01;32msln
[00m


[01;32mdebugreiserfs
[00m     
[01;32minstall-info
[00m           
[01;32mmkraid
[00m               
[01;32mstinit
[00m


[01;32mdefragfs
[00m          
[01;32minstallkernel
[00m          
[01;32mmkreiserfs
[00m           
[01;32msulogin
[00m


[01;32mdelpart
[00m           
[01;32mip
[00m                     
[01;32mmkswap
[00m               
[01;32mswapon
[00m


[01;32mdepmod
[00m            
[01;32mipmaddr
[00m                
[01;32mmkzonedb
[00m             
[01;32msysctl
[00m


[01;32mdetect_multipath
[00m  
[01;32mipppd
[00m                  
[01;32mmodinfo
[00m              
[01;32msyslogd
[00m


[01;32mdevlabel
[00m          
[01;32mipppstats
[00m              
[01;32mnameif
[00m               
[01;32mtc
[00m


[01;32mdhclient
[00m          
[01;32miprofd
[00m                 
[01;32mnash
[00m                 
[01;32mtune2fs
[00m


[01;32mdhclient-script
[00m   
[01;32miptables
[00m               
[01;32mnetreport
[00m            
[01;32munix_chkpwd
[00m


[01;32mdosfsck
[00m           
[01;32miptables-restore
[00m       
[01;32mnew-kernel-pkg
[00m       
[01;32munpack
[00m


[01;32mdump
[00m              
[01;32miptables-save
[00m          
[01;32mnologin
[00m              
[01;32musbmodules
[00m


[01;32mdump_cis
[00m          
[01;32miptunnel
[00m               
[01;32mpack_cis
[00m             
[01;32mvboxd
[00m


[01;32mdumpe2fs
[00m          
[01;32misdnctrl
[00m               
[01;32mpam_console_apply
[00m    
[01;32mvconfig
[00m


[01;32me2fsadm
[00m           
[01;32misdnlog
[00m                
[01;32mpam_tally
[00m            
[01;32mvgcfgbackup
[00m


[01;32me2fsck
[00m            
[01;32miwconfig
[00m               
[01;32mpam_timestamp_check
[00m  
[01;32mvgcfgrestore
[00m


[01;32me2image
[00m           
[01;32miwevent
[00m                
[01;32mparted
[00m               
[01;32mvgchange
[00m


[01;32me2label
[00m           
[01;32miwgetid
[00m                
[01;32mpartprobe
[00m            
[01;32mvgchange.static
[00m


[01;32melvtune
[00m           
[01;32miwlist
[00m                 
[01;32mpartx
[00m                
[01;32mvgck
[00m


[01;32mether-wake
[00m        
[01;32miwpriv
[00m                 
[01;32mpcbitctl
[00m             
[01;32mvgcreate
[00m


[01;32methtool
[00m           
[01;32miwspy
[00m                  
[01;32mpcinitrd
[00m             
[01;32mvgdisplay
[00m


[01;32mextendfs
[00m          
[01;32mkernelversion
[00m          
[01;32mpivot_root
[00m           
[01;32mvgexport
[00m


[01;32mfdisk
[00m             
[01;32mkillall5
[00m               
[01;32mplipconfig
[00m           
[01;32mvgextend
[00m


[01;32mfile
[00m              
[01;32mklogd
[00m                  
[01;32mportmap
[00m              
[01;32mvgimport
[00m


[01;32mfindfs
[00m            
[01;32mldconfig
[00m               
[01;32mpppoe
[00m                
[01;32mvgmerge
[00m


[01;32mfsck
[00m              
[01;32mlilo
[00m                   
[01;32mpppoe-relay
[00m          
[01;32mvgmknodes
[00m


[01;32mfsck.cramfs
[00m       
[01;32mlogdump
[00m                
[01;32mpppoe-server
[00m         
[01;32mvgreduce
[00m


[01;32mfsck.ext2
[00m         
[01;32mlogredo
[00m                
[01;32mpppoe-sniff
[00m          
[01;32mvgremove
[00m


[01;32mfsck.ext3
[00m         
[01;32mloopctrl
[00m               
[01;32mppp-watch
[00m            
[01;32mvgrename
[00m


[01;32mfsck.jfs
[00m          
[01;32mlosetup
[00m                
[01;32mprobe
[00m                
[01;32mvgscan
[00m


[01;32mfsck.msdos
[00m        
[01;32mlsof
[00m                   
[01;32mpvchange
[00m             
[01;32mvgscan.static
[00m


[01;32mfsck.vfat
[00m         
[01;32mlspci
[00m                  
[01;32mpvcreate
[00m             
[01;32mvgsplit
[00m


[01;32mftl_check
[00m         
[01;32mlspnp
[00m                  
[01;32mpvdata
[00m               
[01;32mvgwrapper
[00m


[01;32mftl_format
[00m        
[01;32mlsraid
[00m                 
[01;32mpvdisplay
[00m            
[01;32mw
[00m


[01;32mfuser
[00m             
[01;32mlsusb
[00m                  
[01;32mpvmove
[00m               
[01;32mwho
[00m


[01;32mfxload
[00m            
[01;32mlvchange
[00m               
[01;32mpvscan
[00m               
[01;32mwhoami
[00m


[01;32mgenksyms
[00m          
[01;32mlvcreate
[00m               
[01;32mpwdb_chkpwd
[00m          
[01;32mxchkdmp
[00m


[01;32mgetkey
[00m            
[01;32mlvdisplay
[00m              
[01;32mquotacheck
[00m           
[01;32mxchklog
[00m


[01;32mgrub
[00m              
[01;32mlvextend
[00m               
[01;32mquotaon
[00m              
[01;32mxpeek
[00m


[01;32mgrubby
[00m            
[01;32mlvmchange
[00m              
[01;32mraidreconf
[00m           
[01;32mypbind
[00m


[01;32mgrub-install
[00m      
[01;32mlvmcreate_initrd
[00m       
[01;32mraidstart
[00m


[01;32mgrub-md5-crypt
[00m    
[01;32mlvmdiskscan
[00m            
[01;32mreiserfsck
[00m


[m[root@hura1 tsbin]# if

[K

[K./ifconfig -a

eth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17  

          inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192

          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1

          RX packets:5890208 errors:0 dropped:0 overruns:0 frame:0

          TX packets:155940 errors:0 dropped:0 overruns:0 carrier:0

          collisions:4267 txqueuelen:100 

          RX bytes:512448944 (488.7 Mb)  TX bytes:63693089 (60.7 Mb)

          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 

lo        Link encap:Local Loopback  

          inet addr:127.0.0.1  Mask:255.0.0.0

          UP LOOPBACK RUNNING  MTU:16436  Metric:1

          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0

          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0

          collisions:0 txqueuelen:0 

          RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)

[root@hura1 tsbin]# cd ..

[root@hura1 cdrom]# ls


[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m


[m[root@hura1 cdrom]# cd tbin

[root@hura1 tbin]# ls


[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m


[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m


[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m


[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m


[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m


[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m


[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m


[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m


[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m


[01;32mchown
[00m          
[01;32megrep
[00m     
[01;32mipcalc
[00m    
[01;32mmktemp
[00m    
[01;32mrmdir
[00m    
[01;32mtcsh
[00m       
[01;32mwhoami
[00m


[01;32mcp
[00m             
[01;32menv
[00m       
[01;32mkbd_mode
[00m  
[01;32mmore
[00m      
[01;32mrpm
[00m      
[01;32mtouch
[00m      
[01;32mzcat
[00m


[01;32mcpio
[00m           
[01;32mfalse
[00m     
[01;32mkill
[00m      
[01;32mmount
[00m     
[01;32mscript
[00m   
[01;32mtrue
[00m


[m[root@hura1 tbin]# ./ls -l /root

total 252

-rw-r--r--    1 root     root         1649 Jan 16 12:48 anaconda-ks.cfg

drwxr-xr-x    2 root     root         4096 Feb 28 15:28 i386

-rw-r--r--    1 root     root        22765 Jan 16 12:47 install.log

-rw-r--r--    1 root     root         4107 Jan 16 12:47 install.log.syslog

drwxr-xr-x    5 root     root         4096 Feb 25 08:12 john-1.6

drwxr-xr-x    2 root     root         4096 Jan 23 12:57 lab1

drwxr-xr-x    2 root     root         4096 Feb 23 11:20 loki

-rw-------    1 root     root        58810 Mar  5 09:26 mbox

-rw-r--r--    1 root     root        47207 Mar  5 09:59 mbox1

-rwxr-xr-x    1 root     root        18126 Nov  3  2001 md5

drwx------    2 25839    named        4096 Nov  3  2001 md5-c

-rw-r--r--    1 root     root        30720 Feb  9 08:31 md5-c-100.tar

drwxr-xr-x    4 root     root         4096 Feb 28 12:43 netbsd

-rw-r--r--    1 root     root          667 Feb 23 11:13 out

-rw-r--r--    1 root     root        20546 Jan 28 17:52 tcpdump.txt

[root@hura1 tbin]# ./file /root/*

/root/anaconda-ks.cfg:    ASCII English text

/root/i386:               directory

/root/install.log:        ASCII text

/root/install.log.syslog: ASCII text

/root/john-1.6:           directory

/root/lab1:               directory

/root/loki:               directory

/root/mbox:               ASCII mail text

/root/mbox1:              ASCII mail text, with CRLF line terminators

/root/md5:                ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux 2.2.5, dynamically linked (uses shared libs), not stripped

/root/md5-c:              directory

/root/md5-c-100.tar:      POSIX tar archive

/root/netbsd:             directory

/root/out:                ASCII text, with CRLF, LF line terminators, with escape sequences

/root/tcpdump.txt:        ASCII text

[root@hura1 tbin]# ./cat /root/out

Script started on Mon 23 Feb 2004 11:13:43 AM MST

[root@hura1 root]# ls
[00m
[00manaconda-ks.cfg
[00m  
[00minstall.log.syslog
[00m  
[00mmbox
[00m  
[01;34mmd5-c
[00m          
[01;34mnetbsd
[00m  
[00mtcpdump.txt
[00m
[00minstall.log
[00m      
[01;34mlab1
[00m                
[01;32mmd5
[00m   
[01;31mmd5-c-100.tar
[00m  
[00mout
[00m
[m[root@hura1 root]# w 11:13:49  up 37 days, 22:34,  1 user,  load average: 0.00, 0.00, 0.00USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHATroot     pts/0    rothbw.inel.gov  10:50am  0.00s  0.08s  0.00s  script out -a [root@hura1 root]# exit

Script done on Mon 23 Feb 2004 11:13:52 AM MST

[root@hura1 tbin]# umount /

[K

[K

[K

[K

[K

[K

[K

[K

cd /root

[root@hura1 root]# umount /mnt/cdrom

[root@hura1 root]# exit

logout


[H
[J[forensic@hura1 forensic]$ exit

logout


[H
[JConnection to 129.101.162.183 closed.frankw@earth>ls

#supplier.cpp#       PI3719               prog1.tar.gz

CS445                PI3851               prog2.tar.gz

CS541                PI4190               prog3

DatabaseProj2.doc    PI4996               prog3.c

EDesk                PI5666               prog3.cpp

Laptop               PI5973               prog3.o

NBAQuery.zip         TriggerCreate.sql    prog3.tar.gz

PI11527              Video2.doc           prog4

PI2452               VideoInsert.sql      prog4.c

PI2686               WebbOut.lst          prog4.o

PI2960               WebbVideoCreate.sql  prog4.tar.gz

PI3099               big,txt              queries.sql

PI3197               build4               reg.log

PI3271               consumer             simple.txt

PI3315               core                 supplier.cpp

PI3431               mm.c                 typescript

PI3449               mm.o                 windows

PI3583               mmult

frankw@earth>cat typescript

Script started on Tue Mar 09 16:58:02 2004

frankw@earth>ssh -l forensics 129.101.162.183The authenticity of host '129.101.162.183' can't be established.RSA key fingerprint in md5 is: c9:56:e2:45:b1:4c:a8:c3:13:1b:b4:df:8d:61:e2:6bAre you sure you want to continue connecting(yes/no)?yesWarning: Permanently added '129.101.162.183' (RSA) to the list of known hosts.

forensics@129.101.162.183's password: Permission denied, please try again.

forensics@129.101.162.183's password: Permission denied, please try again.

forensics@129.101.162.183's password: Received disconnect: 2: Too many authentication failures for forensics

frankw@earth>^[[A

  



frankw@earth>


bashfrankw@earth>ssh -l forensic 129.101.162.183forensic@129.101.162.183's password: [forensic@hura1 forensic]$ su -Password: [root@hura1 root]# mount /dev/cdrom /mnt/cdrommount: block device /dev/cdrom is write-protected, mounting read-only[root@hura1 root]# w 18:00:58  up 53 days,  5:21,  1 user,  load average: 0.07, 0.04, 0.01USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHATforensic pts/2    earth.cs.uidaho.  5:58pm  0.00s  0.12s  0.02s  sshd           [root@hura1 root]# envHOSTNAME=hura1SHELL=/bin/bashTERM=vt100HISTSIZE=1000QTDIR=/usr/lib/qt-3.1USER=rootLS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:USERNAME=rootMAIL=/var/spool/mail/rootPATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/binINPUTRC=/etc/inputrcPWD=/rootLANG=en_US.UTF-8SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpassSHLVL=1HOME=/rootBASH_ENV=/root/.bashrcLOGNAME=rootLESSOPEN=|/usr/bin/lesspipe.sh %sG_BROKEN_FILENAMES=1_=/bin/env[root@hura1 root]# ps -auxUSER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMANDroot         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 initroot         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -xrpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -proot      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshdroot      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayaliveroot      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /dbin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crondxfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty ttroot      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty ttroot      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty ttroot      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty ttroot      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty ttroot      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty ttroot      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpdroot     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_serverroot      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X gdm       9085  0.0  2.0 36628 2508 ?        S    Mar02   0:01 /usr/bin/gdmgreetroot     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsdapache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]forensic 23540  0.0  1.5  6788 1928 ?        S    17:58   0:00 [sshd]forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bashroot     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]root     23573  0.0  1.1  4328 1404 pts/2    S    17:58   0:00 -bashroot     23617  0.0  0.5  2636  692 pts/2    R    18:01   0:00 ps -aux[root@hura1 root]# netstat -anpActive Internet connections (servers and established)Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         tcp        0     52 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         Active UNIX domain sockets (servers and established)Proto RefCnt Flags       Type       State         I-Node PID/Program name    Pathunix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctlunix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socketunix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/logunix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHAunix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     944840 23538/              unix  3      [ ]         STREAM     CONNECTED     944839 23540/              unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904060 2501/               unix  2      [ ]         DGRAM                    58445  1121/               unix  2      [ ]         DGRAM                    58431  1112/               unix  2      [ ]         DGRAM                    2850   2376/               unix  2      [ ]         DGRAM                    2708   2289/crond          unix  2      [ ]         DGRAM                    2552   2213/xinetd         unix  2      [ ]         DGRAM                    2225   2149/apmd           unix  2      [ ]         DGRAM                    2076   2082/               unix  2      [ ]         DGRAM                    2023   2045/klogd          [root@hura1 root]# lsof -i -D rlsof: unsupported option: -Dlsof 4.63 latest revision: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/ latest FAQ: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/FAQ latest man page: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/lsof_man usage: [-?abhlnNoOPRstUvV] [-c c] [+|-d s] [+D D] [+|-f] [-F [f]] [-g [s]] [-i [i]] [+|-L [l]] [+|-M] [-o [o]] [-p s] [+|-r [t]] [-S [t]] [-T [t]] [-u s] [+|-w] [--] [names]Use the ``-h'' option to get more help information.[root@hura1 root]# lsof -i -D r

[K

[K

[K

[K

[KCOMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAMEsendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)cupsd     11875     root    2u  IPv4 914126       UDP *:631 httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)[root@hura1 root]# ifconfig -aeth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17            inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1          RX packets:5889648 errors:0 dropped:0 overruns:0 frame:0          TX packets:155727 errors:0 dropped:0 overruns:0 carrier:0          collisions:4267 txqueuelen:100           RX bytes:512411857 (488.6 Mb)  TX bytes:63636268 (60.6 Mb)          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 lo        Link encap:Local Loopback            inet addr:127.0.0.1  Mask:255.0.0.0          UP LOOPBACK RUNNING  MTU:16436  Metric:1          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0          collisions:0 txqueuelen:0           RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)[root@hura1 root]# pwd/root[root@hura1 root]# ls
[00m
[00manaconda-ks.cfg
[00m  
[00minstall.log.syslog
[00m  
[01;34mloki
[00m   
[01;32mmd5
[00m            
[01;34mnetbsd
[00m
[01;34mi386
[00m             
[01;34mjohn-1.6
[00m            
[00mmbox
[00m   
[01;34mmd5-c
[00m          
[00mout
[00m
[00minstall.log
[00m      
[01;34mlab1
[00m                
[00mmbox1
[00m  
[01;31mmd5-c-100.tar
[00m  
[00mtcpdump.txt
[00m
[m[root@hura1 root]# ls -l
[00mtotal 252-rw-r--r--    1 root     root         1649 Jan 16 12:48 
[00manaconda-ks.cfg
[00mdrwxr-xr-x    2 root     root         4096 Feb 28 15:28 
[01;34mi386
[00m-rw-r--r--    1 root     root        22765 Jan 16 12:47 
[00minstall.log
[00m-rw-r--r--    1 root     root         4107 Jan 16 12:47 
[00minstall.log.syslog
[00mdrwxr-xr-x    5 root     root         4096 Feb 25 08:12 
[01;34mjohn-1.6
[00mdrwxr-xr-x    2 root     root         4096 Jan 23 12:57 
[01;34mlab1
[00mdrwxr-xr-x    2 root     root         4096 Feb 23 11:20 
[01;34mloki
[00m-rw-------    1 root     root        58810 Mar  5 09:26 
[00mmbox
[00m-rw-r--r--    1 root     root        47207 Mar  5 09:59 
[00mmbox1
[00m-rwxr-xr-x    1 root     root        18126 Nov  3  2001 
[01;32mmd5
[00mdrwx------    2 25839    named        4096 Nov  3  2001 
[01;34mmd5-c
[00m-rw-r--r--    1 root     root        30720 Feb  9 08:31 
[01;31mmd5-c-100.tar
[00mdrwxr-xr-x    4 root     root         4096 Feb 28 12:43 
[01;34mnetbsd
[00m-rw-r--r--    1 root     root          667 Feb 23 11:13 
[00mout
[00m-rw-r--r--    1 root     root        20546 Jan 28 17:52 
[00mtcpdump.txt
[00m
[m[root@hura1 root]# fileUsage: file [-bciknsvzL] [-f namefile] [-m magicfiles] file...Usage: file -C [-m magic]Try `file --help' for more information.[root@hura1 root]# file *anaconda-ks.cfg:    ASCII English texti386:               directoryinstall.log:        ASCII textinstall.log.syslog: ASCII textjohn-1.6:           directorylab1:               directoryloki:               directorymbox:               ASCII mail textmbox1:              ASCII mail text, with CRLF line terminatorsmd5:                ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux 2.2.5, dynamically linked (uses shared libs), not strippedmd5-c:              directorymd5-c-100.tar:      POSIX tar archivenetbsd:             directoryout:                ASCII text, with CRLF, LF line terminators, with escape sequencestcpdump.txt:        ASCII text[root@hura1 root]# cd /mnt/cdrom[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tbin[root@hura1 tbin]# ls
[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m
[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m
[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m
[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m
[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m
[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m
[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m
[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m
[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m
[01;32mchown
[00m          
[01;32megrep
[00m     
[01;32mipcalc
[00m    
[01;32mmktemp
[00m    
[01;32mrmdir
[00m    
[01;32mtcsh
[00m       
[01;32mwhoami
[00m
[01;32mcp
[00m             
[01;32menv
[00m       
[01;32mkbd_mode
[00m  
[01;32mmore
[00m      
[01;32mrpm
[00m      
[01;32mtouch
[00m      
[01;32mzcat
[00m
[01;32mcpio
[00m           
[01;32mfalse
[00m     
[01;32mkill
[00m      
[01;32mmount
[00m     
[01;32mscript
[00m   
[01;32mtrue
[00m
[m[root@hura1 tbin]# ./w 18:06:18  up 53 days,  5:27,  1 user,  load average: 0.15, 0.05, 0.01USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHATforensic pts/2    earth.cs.uidaho.  5:58pm 10.00s  0.17s  0.02s  sshd           [root@hura1 tbin]# ./envHOSTNAME=hura1SHELL=/bin/bashTERM=vt100HISTSIZE=1000QTDIR=/usr/lib/qt-3.1USER=rootLS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:USERNAME=rootMAIL=/var/spool/mail/rootPATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/binINPUTRC=/etc/inputrcPWD=/mnt/cdrom/tbinLANG=en_US.UTF-8SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpassSHLVL=1HOME=/rootBASH_ENV=/root/.bashrcLOGNAME=rootLESSOPEN=|/usr/bin/lesspipe.sh %sG_BROKEN_FILENAMES=1_=./envOLDPWD=/mnt/cdrom[root@hura1 tbin]# ./ps -auxUSER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMANDroot         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 initroot         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -xrpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -proot      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshdroot      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayaliveroot      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /dbin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crondxfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty ttroot      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty ttroot      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty ttroot      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty ttroot      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty ttroot      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty ttroot      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpdroot     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_serverroot      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X gdm       9085  0.0  2.0 36628 2512 ?        S    Mar02   0:01 /usr/bin/gdmgreetroot     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsdapache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]forensic 23540  0.0  1.5  6868 1944 ?        S    17:58   0:00 [sshd]forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bashroot     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]root     23573  0.0  1.1  4336 1416 pts/2    S    17:58   0:00 -bashroot     23630  2.0  0.5  2636  692 pts/2    R    18:07   0:00 ./ps -aux[root@hura1 tbin]# ./netstat -anpActive Internet connections (servers and established)Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         tcp        0    300 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         Active UNIX domain sockets (servers and established)Proto RefCnt Flags       Type       State         I-Node PID/Program name    Pathunix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctlunix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socketunix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/logunix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHAunix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     944840 23538/              unix  3      [ ]         STREAM     CONNECTED     944839 23540/              unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904060 2501/               unix  2      [ ]         DGRAM                    58445  1121/               unix  2      [ ]         DGRAM                    58431  1112/               unix  2      [ ]         DGRAM                    2850   2376/               unix  2      [ ]         DGRAM                    2708   2289/crond          unix  2      [ ]         DGRAM                    2552   2213/xinetd         unix  2      [ ]         DGRAM                    2225   2149/apmd           unix  2      [ ]         DGRAM                    2076   2082/               unix  2      [ ]         DGRAM                    2023   2045/klogd          [root@hura1 tbin]# ./lsof i

[K-iCOMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAMEsendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)cupsd     11875     root    2u  IPv4 914126       UDP *:631 httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)[root@hura1 tbin]# cd ..[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tsbin[root@hura1 tsbin]# ls
[00m
[01;32maddpart
[00m           
[01;32mgrub-terminfo
[00m          
[01;32mlvmsadc
[00m              
[01;32mreiserfstune
[00m
[01;32madsl-connect
[00m      
[01;32mhalt
[00m                   
[01;32mlvmsar
[00m               
[01;32mrescuept
[00m
[01;32madsl-setup
[00m        
[01;32mhdparm
[00m                 
[01;32mlvreduce
[00m             
[01;32mresize2fs
[00m
[01;32madsl-start
[00m        
[01;32mhisaxctrl
[00m              
[01;32mlvremove
[00m             
[01;32mresize_reiserfs
[00m
[01;32madsl-status
[00m       
[01;32mhotplug
[00m                
[01;32mlvrename
[00m             
[01;32mrestore
[00m
[01;32madsl-stop
[00m         
[01;32mhwclock
[00m                
[01;32mlvscan
[00m               
[01;32mrmt
[00m
[01;32magetty
[00m            
[01;32mibod
[00m                   
[01;32mmii-tool
[00m             
[01;32mroute
[00m
[01;32marp
[00m               
[01;32micnctrl
[00m                
[01;32mmingetty
[00m             
[01;32mrpcdebug
[00m
[01;32marping
[00m            
[01;32mide_info
[00m               
[01;32mminilogd
[00m             
[01;32mrpc.lockd
[00m
[01;32marytst
[00m            
[01;32mifcfg
[00m                  
[01;32mmkbootdisk
[00m           
[01;32mrpc.statd
[00m
[01;32mavmcapictrl
[00m       
[01;32mifconfig
[00m               
[01;32mmkdosfs
[00m              
[01;32mrtmon
[00m
[01;32mbadblocks
[00m         
[01;32mifdown
[00m                 
[01;32mmke2fs
[00m               
[01;32mrunlevel
[00m
[01;32mblockdev
[00m          
[01;32mifenslave
[00m              
[01;32mmkfs
[00m                 
[01;32mscript
[00m
[01;32mcapiinit
[00m          
[01;32mifport
[00m                 
[01;32mmkfs.cramfs
[00m          
[01;32mscsi_info
[00m
[01;32mcardctl
[00m           
[01;32mifup
[00m                   
[01;32mmkfs.ext2
[00m            
[01;32mservice
[00m
[01;32mcardmgr
[00m           
[01;32mifuser
[00m                 
[01;32mmkfs.ext3
[00m            
[01;32msetpci
[00m
[01;32mchkconfig
[00m         
[01;32minit
[00m                   
[01;32mmkfs.jfs
[00m             
[01;32msetsysfont
[00m
[01;32mconsoletype
[00m       
[01;32minitlog
[00m                
[01;32mmkfs.msdos
[00m           
[01;32msfdisk
[00m
[01;32mconvertquota
[00m      
[01;32minsmod
[00m                 
[01;32mmkfs.vfat
[00m            
[01;32mshutdown
[00m
[01;32mctrlaltdel
[00m        
[01;32minsmod_ksymoops_clean
[00m  
[01;32mmkinitrd
[00m             
[01;32mslattach
[00m
[01;32mdebugfs
[00m           
[01;32minsmod.static
[00m          
[01;32mmkkerneldoth
[00m         
[01;32msln
[00m
[01;32mdebugreiserfs
[00m     
[01;32minstall-info
[00m           
[01;32mmkraid
[00m               
[01;32mstinit
[00m
[01;32mdefragfs
[00m          
[01;32minstallkernel
[00m          
[01;32mmkreiserfs
[00m           
[01;32msulogin
[00m
[01;32mdelpart
[00m           
[01;32mip
[00m                     
[01;32mmkswap
[00m               
[01;32mswapon
[00m
[01;32mdepmod
[00m            
[01;32mipmaddr
[00m                
[01;32mmkzonedb
[00m             
[01;32msysctl
[00m
[01;32mdetect_multipath
[00m  
[01;32mipppd
[00m                  
[01;32mmodinfo
[00m              
[01;32msyslogd
[00m
[01;32mdevlabel
[00m          
[01;32mipppstats
[00m              
[01;32mnameif
[00m               
[01;32mtc
[00m
[01;32mdhclient
[00m          
[01;32miprofd
[00m                 
[01;32mnash
[00m                 
[01;32mtune2fs
[00m
[01;32mdhclient-script
[00m   
[01;32miptables
[00m               
[01;32mnetreport
[00m            
[01;32munix_chkpwd
[00m
[01;32mdosfsck
[00m           
[01;32miptables-restore
[00m       
[01;32mnew-kernel-pkg
[00m       
[01;32munpack
[00m
[01;32mdump
[00m              
[01;32miptables-save
[00m          
[01;32mnologin
[00m              
[01;32musbmodules
[00m
[01;32mdump_cis
[00m          
[01;32miptunnel
[00m               
[01;32mpack_cis
[00m             
[01;32mvboxd
[00m
[01;32mdumpe2fs
[00m          
[01;32misdnctrl
[00m               
[01;32mpam_console_apply
[00m    
[01;32mvconfig
[00m
[01;32me2fsadm
[00m           
[01;32misdnlog
[00m                
[01;32mpam_tally
[00m            
[01;32mvgcfgbackup
[00m
[01;32me2fsck
[00m            
[01;32miwconfig
[00m               
[01;32mpam_timestamp_check
[00m  
[01;32mvgcfgrestore
[00m
[01;32me2image
[00m           
[01;32miwevent
[00m                
[01;32mparted
[00m               
[01;32mvgchange
[00m
[01;32me2label
[00m           
[01;32miwgetid
[00m                
[01;32mpartprobe
[00m            
[01;32mvgchange.static
[00m
[01;32melvtune
[00m           
[01;32miwlist
[00m                 
[01;32mpartx
[00m                
[01;32mvgck
[00m
[01;32mether-wake
[00m        
[01;32miwpriv
[00m                 
[01;32mpcbitctl
[00m             
[01;32mvgcreate
[00m
[01;32methtool
[00m           
[01;32miwspy
[00m                  
[01;32mpcinitrd
[00m             
[01;32mvgdisplay
[00m
[01;32mextendfs
[00m          
[01;32mkernelversion
[00m          
[01;32mpivot_root
[00m           
[01;32mvgexport
[00m
[01;32mfdisk
[00m             
[01;32mkillall5
[00m               
[01;32mplipconfig
[00m           
[01;32mvgextend
[00m
[01;32mfile
[00m              
[01;32mklogd
[00m                  
[01;32mportmap
[00m              
[01;32mvgimport
[00m
[01;32mfindfs
[00m            
[01;32mldconfig
[00m               
[01;32mpppoe
[00m                
[01;32mvgmerge
[00m
[01;32mfsck
[00m              
[01;32mlilo
[00m                   
[01;32mpppoe-relay
[00m          
[01;32mvgmknodes
[00m
[01;32mfsck.cramfs
[00m       
[01;32mlogdump
[00m                
[01;32mpppoe-server
[00m         
[01;32mvgreduce
[00m
[01;32mfsck.ext2
[00m         
[01;32mlogredo
[00m                
[01;32mpppoe-sniff
[00m          
[01;32mvgremove
[00m
[01;32mfsck.ext3
[00m         
[01;32mloopctrl
[00m               
[01;32mppp-watch
[00m            
[01;32mvgrename
[00m
[01;32mfsck.jfs
[00m          
[01;32mlosetup
[00m                
[01;32mprobe
[00m                
[01;32mvgscan
[00m
[01;32mfsck.msdos
[00m        
[01;32mlsof
[00m                   
[01;32mpvchange
[00m             
[01;32mvgscan.static
[00m
[01;32mfsck.vfat
[00m         
[01;32mlspci
[00m                  
[01;32mpvcreate
[00m             
[01;32mvgsplit
[00m
[01;32mftl_check
[00m         
[01;32mlspnp
[00m                  
[01;32mpvdata
[00m               
[01;32mvgwrapper
[00m
[01;32mftl_format
[00m        
[01;32mlsraid
[00m                 
[01;32mpvdisplay
[00m            
[01;32mw
[00m
[01;32mfuser
[00m             
[01;32mlsusb
[00m                  
[01;32mpvmove
[00m               
[01;32mwho
[00m
[01;32mfxload
[00m            
[01;32mlvchange
[00m               
[01;32mpvscan
[00m               
[01;32mwhoami
[00m
[01;32mgenksyms
[00m          
[01;32mlvcreate
[00m               
[01;32mpwdb_chkpwd
[00m          
[01;32mxchkdmp
[00m
[01;32mgetkey
[00m            
[01;32mlvdisplay
[00m              
[01;32mquotacheck
[00m           
[01;32mxchklog
[00m
[01;32mgrub
[00m              
[01;32mlvextend
[00m               
[01;32mquotaon
[00m              
[01;32mxpeek
[00m
[01;32mgrubby
[00m            
[01;32mlvmchange
[00m              
[01;32mraidreconf
[00m           
[01;32mypbind
[00m
[01;32mgrub-install
[00m      
[01;32mlvmcreate_initrd
[00m       
[01;32mraidstart
[00m
[01;32mgrub-md5-crypt
[00m    
[01;32mlvmdiskscan
[00m            
[01;32mreiserfsck
[00m
[m[root@hura1 tsbin]# if

[K

[K./ifconfig -aeth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17            inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1          RX packets:5890208 errors:0 dropped:0 overruns:0 frame:0          TX packets:155940 errors:0 dropped:0 overruns:0 carrier:0          collisions:4267 txqueuelen:100           RX bytes:512448944 (488.7 Mb)  TX bytes:63693089 (60.7 Mb)          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 lo        Link encap:Local Loopback            inet addr:127.0.0.1  Mask:255.0.0.0          UP LOOPBACK RUNNING  MTU:16436  Metric:1          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0          collisions:0 txqueuelen:0           RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)[root@hura1 tsbin]# cd ..[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tbin[root@hura1 tbin]# ls
[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m
[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m
[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m
[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m
[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m
[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m
[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m
[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m
[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m
[01;32mchown
[00m          
[01;32megrep
[00m frankw@earth>exit

exit

frankw@earth>ls

#supplier.cpp#       PI3719               prog1.tar.gz

CS445                PI3851               prog2.tar.gz

CS541                PI4190               prog3

DatabaseProj2.doc    PI4996               prog3.c

EDesk                PI5666               prog3.cpp

Laptop               PI5973               prog3.o

NBAQuery.zip         TriggerCreate.sql    prog3.tar.gz

PI11527              Video2.doc           prog4

PI2452               VideoInsert.sql      prog4.c

PI2686               WebbOut.lst          prog4.o

PI2960               WebbVideoCreate.sql  prog4.tar.gz

PI3099               big,txt              queries.sql

PI3197               build4               reg.log

PI3271               consumer             simple.txt

PI3315               core                 supplier.cpp

PI3431               mm.c                 typescript

PI3449               mm.o                 windows

PI3583               mmult

frankw@earth>cat typescript

Script started on Tue Mar 09 16:58:02 2004

frankw@earth>ssh -l forensics 129.101.162.183The authenticity of host '129.101.162.183' can't be established.RSA key fingerprint in md5 is: c9:56:e2:45:b1:4c:a8:c3:13:1b:b4:df:8d:61:e2:6bAre you sure you want to continue connecting(yes/no)?yesWarning: Permanently added '129.101.162.183' (RSA) to the list of known hosts.

forensics@129.101.162.183's password: Permission denied, please try again.

forensics@129.101.162.183's password: Permission denied, please try again.

forensics@129.101.162.183's password: Received disconnect: 2: Too many authentication failures for forensics

frankw@earth>^[[A

  



frankw@earth>


bashfrankw@earth>ssh -l forensic 129.101.162.183forensic@129.101.162.183's password: [forensic@hura1 forensic]$ su -Password: [root@hura1 root]# mount /dev/cdrom /mnt/cdrommount: block device /dev/cdrom is write-protected, mounting read-only[root@hura1 root]# w 18:00:58  up 53 days,  5:21,  1 user,  load average: 0.07, 0.04, 0.01USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHATforensic pts/2    earth.cs.uidaho.  5:58pm  0.00s  0.12s  0.02s  sshd           [root@hura1 root]# envHOSTNAME=hura1SHELL=/bin/bashTERM=vt100HISTSIZE=1000QTDIR=/usr/lib/qt-3.1USER=rootLS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:USERNAME=rootMAIL=/var/spool/mail/rootPATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/binINPUTRC=/etc/inputrcPWD=/rootLANG=en_US.UTF-8SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpassSHLVL=1HOME=/rootBASH_ENV=/root/.bashrcLOGNAME=rootLESSOPEN=|/usr/bin/lesspipe.sh %sG_BROKEN_FILENAMES=1_=/bin/env[root@hura1 root]# ps -auxUSER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMANDroot         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 initroot         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -xrpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -proot      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshdroot      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayaliveroot      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /dbin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crondxfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty ttroot      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty ttroot      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty ttroot      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty ttroot      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty ttroot      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty ttroot      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpdroot     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_serverroot      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X gdm       9085  0.0  2.0 36628 2508 ?        S    Mar02   0:01 /usr/bin/gdmgreetroot     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsdapache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]forensic 23540  0.0  1.5  6788 1928 ?        S    17:58   0:00 [sshd]forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bashroot     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]root     23573  0.0  1.1  4328 1404 pts/2    S    17:58   0:00 -bashroot     23617  0.0  0.5  2636  692 pts/2    R    18:01   0:00 ps -aux[root@hura1 root]# netstat -anpActive Internet connections (servers and established)Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         tcp        0     52 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         Active UNIX domain sockets (servers and established)Proto RefCnt Flags       Type       State         I-Node PID/Program name    Pathunix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctlunix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socketunix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/logunix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHAunix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     944840 23538/              unix  3      [ ]         STREAM     CONNECTED     944839 23540/              unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904060 2501/               unix  2      [ ]         DGRAM                    58445  1121/               unix  2      [ ]         DGRAM                    58431  1112/               unix  2      [ ]         DGRAM                    2850   2376/               unix  2      [ ]         DGRAM                    2708   2289/crond          unix  2      [ ]         DGRAM                    2552   2213/xinetd         unix  2      [ ]         DGRAM                    2225   2149/apmd           unix  2      [ ]         DGRAM                    2076   2082/               unix  2      [ ]         DGRAM                    2023   2045/klogd          [root@hura1 root]# lsof -i -D rlsof: unsupported option: -Dlsof 4.63 latest revision: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/ latest FAQ: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/FAQ latest man page: ftp://vic.cc.purdue.edu/pub/tools/unix/lsof/lsof_man usage: [-?abhlnNoOPRstUvV] [-c c] [+|-d s] [+D D] [+|-f] [-F [f]] [-g [s]] [-i [i]] [+|-L [l]] [+|-M] [-o [o]] [-p s] [+|-r [t]] [-S [t]] [-T [t]] [-u s] [+|-w] [--] [names]Use the ``-h'' option to get more help information.[root@hura1 root]# lsof -i -D r

[K

[K

[K

[K

[KCOMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAMEsendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)cupsd     11875     root    2u  IPv4 914126       UDP *:631 httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)[root@hura1 root]# ifconfig -aeth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17            inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1          RX packets:5889648 errors:0 dropped:0 overruns:0 frame:0          TX packets:155727 errors:0 dropped:0 overruns:0 carrier:0          collisions:4267 txqueuelen:100           RX bytes:512411857 (488.6 Mb)  TX bytes:63636268 (60.6 Mb)          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 lo        Link encap:Local Loopback            inet addr:127.0.0.1  Mask:255.0.0.0          UP LOOPBACK RUNNING  MTU:16436  Metric:1          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0          collisions:0 txqueuelen:0           RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)[root@hura1 root]# pwd/root[root@hura1 root]# ls
[00m
[00manaconda-ks.cfg
[00m  
[00minstall.log.syslog
[00m  
[01;34mloki
[00m   
[01;32mmd5
[00m            
[01;34mnetbsd
[00m
[01;34mi386
[00m             
[01;34mjohn-1.6
[00m            
[00mmbox
[00m   
[01;34mmd5-c
[00m          
[00mout
[00m
[00minstall.log
[00m      
[01;34mlab1
[00m                
[00mmbox1
[00m  
[01;31mmd5-c-100.tar
[00m  
[00mtcpdump.txt
[00m
[m[root@hura1 root]# ls -l
[00mtotal 252-rw-r--r--    1 root     root         1649 Jan 16 12:48 
[00manaconda-ks.cfg
[00mdrwxr-xr-x    2 root     root         4096 Feb 28 15:28 
[01;34mi386
[00m-rw-r--r--    1 root     root        22765 Jan 16 12:47 
[00minstall.log
[00m-rw-r--r--    1 root     root         4107 Jan 16 12:47 
[00minstall.log.syslog
[00mdrwxr-xr-x    5 root     root         4096 Feb 25 08:12 
[01;34mjohn-1.6
[00mdrwxr-xr-x    2 root     root         4096 Jan 23 12:57 
[01;34mlab1
[00mdrwxr-xr-x    2 root     root         4096 Feb 23 11:20 
[01;34mloki
[00m-rw-------    1 root     root        58810 Mar  5 09:26 
[00mmbox
[00m-rw-r--r--    1 root     root        47207 Mar  5 09:59 
[00mmbox1
[00m-rwxr-xr-x    1 root     root        18126 Nov  3  2001 
[01;32mmd5
[00mdrwx------    2 25839    named        4096 Nov  3  2001 
[01;34mmd5-c
[00m-rw-r--r--    1 root     root        30720 Feb  9 08:31 
[01;31mmd5-c-100.tar
[00mdrwxr-xr-x    4 root     root         4096 Feb 28 12:43 
[01;34mnetbsd
[00m-rw-r--r--    1 root     root          667 Feb 23 11:13 
[00mout
[00m-rw-r--r--    1 root     root        20546 Jan 28 17:52 
[00mtcpdump.txt
[00m
[m[root@hura1 root]# fileUsage: file [-bciknsvzL] [-f namefile] [-m magicfiles] file...Usage: file -C [-m magic]Try `file --help' for more information.[root@hura1 root]# file *anaconda-ks.cfg:    ASCII English texti386:               directoryinstall.log:        ASCII textinstall.log.syslog: ASCII textjohn-1.6:           directorylab1:               directoryloki:               directorymbox:               ASCII mail textmbox1:              ASCII mail text, with CRLF line terminatorsmd5:                ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux 2.2.5, dynamically linked (uses shared libs), not strippedmd5-c:              directorymd5-c-100.tar:      POSIX tar archivenetbsd:             directoryout:                ASCII text, with CRLF, LF line terminators, with escape sequencestcpdump.txt:        ASCII text[root@hura1 root]# cd /mnt/cdrom[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tbin[root@hura1 tbin]# ls
[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m
[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m
[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m
[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m
[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m
[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m
[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m
[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m
[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m
[01;32mchown
[00m          
[01;32megrep
[00m     
[01;32mipcalc
[00m    
[01;32mmktemp
[00m    
[01;32mrmdir
[00m    
[01;32mtcsh
[00m       
[01;32mwhoami
[00m
[01;32mcp
[00m             
[01;32menv
[00m       
[01;32mkbd_mode
[00m  
[01;32mmore
[00m      
[01;32mrpm
[00m      
[01;32mtouch
[00m      
[01;32mzcat
[00m
[01;32mcpio
[00m           
[01;32mfalse
[00m     
[01;32mkill
[00m      
[01;32mmount
[00m     
[01;32mscript
[00m   
[01;32mtrue
[00m
[m[root@hura1 tbin]# ./w 18:06:18  up 53 days,  5:27,  1 user,  load average: 0.15, 0.05, 0.01USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHATforensic pts/2    earth.cs.uidaho.  5:58pm 10.00s  0.17s  0.02s  sshd           [root@hura1 tbin]# ./envHOSTNAME=hura1SHELL=/bin/bashTERM=vt100HISTSIZE=1000QTDIR=/usr/lib/qt-3.1USER=rootLS_COLORS=no=00:fi=00:di=01;34:ln=01;36:pi=40;33:so=01;35:bd=40;33;01:cd=40;33;01:or=01;05;37;41:mi=01;05;37;41:ex=01;32:*.cmd=01;32:*.exe=01;32:*.com=01;32:*.btm=01;32:*.bat=01;32:*.sh=01;32:*.csh=01;32:*.tar=01;31:*.tgz=01;31:*.arj=01;31:*.taz=01;31:*.lzh=01;31:*.zip=01;31:*.z=01;31:*.Z=01;31:*.gz=01;31:*.bz2=01;31:*.bz=01;31:*.tz=01;31:*.rpm=01;31:*.cpio=01;31:*.jpg=01;35:*.gif=01;35:*.bmp=01;35:*.xbm=01;35:*.xpm=01;35:*.png=01;35:*.tif=01;35:USERNAME=rootMAIL=/var/spool/mail/rootPATH=/bin:/sbin:/usr/bin:/usr/sbin:/usr/local/bin:/usr/local/sbin:/usr/bin/X11:/usr/X11R6/bin:/root/binINPUTRC=/etc/inputrcPWD=/mnt/cdrom/tbinLANG=en_US.UTF-8SSH_ASKPASS=/usr/libexec/openssh/gnome-ssh-askpassSHLVL=1HOME=/rootBASH_ENV=/root/.bashrcLOGNAME=rootLESSOPEN=|/usr/bin/lesspipe.sh %sG_BROKEN_FILENAMES=1_=./envOLDPWD=/mnt/cdrom[root@hura1 tbin]# ./ps -auxUSER       PID %CPU %MEM   VSZ  RSS TTY      STAT START   TIME COMMANDroot         1  0.0  0.0  1372   80 ?        S    Jan16   0:04 initroot         2  0.0  0.0     0    0 ?        SW   Jan16   0:00 [keventd]root         3  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kapmd]root         4  0.0  0.0     0    0 ?        SWN  Jan16   0:00 [ksoftirqd_CPU0]root         9  0.0  0.0     0    0 ?        SW   Jan16   0:00 [bdflush]root         5  0.0  0.0     0    0 ?        SW   Jan16   0:06 [kswapd]root         6  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/DMA]root         7  0.0  0.0     0    0 ?        SW   Jan16   0:01 [kscand/Normal]root         8  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kscand/HighMem]root        10  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kupdated]root        11  0.0  0.0     0    0 ?        SW   Jan16   0:00 [mdrecoveryd]root        15  0.0  0.0     0    0 ?        SW   Jan16   0:03 [kjournald]root        73  0.0  0.0     0    0 ?        SW   Jan16   0:00 [khubd]root      1717  0.0  0.0     0    0 ?        SW   Jan16   0:00 [kjournald]root      2041  0.0  0.1  1436  180 ?        S    Jan16   0:02 syslogd -m 0root      2045  0.0  0.1  1368  156 ?        S    Jan16   0:00 klogd -xrpc       2063  0.0  0.0  1552    0 ?        SW   Jan16   0:00 [portmap]rpcuser   2082  0.0  0.0  1524    0 ?        SW   Jan16   0:00 [rpc.statd]root      2149  0.0  0.0  1364    4 ?        S    Jan16   0:00 /usr/sbin/apmd -proot      2199  0.0  0.2  3508  260 ?        S    Jan16   0:11 /usr/sbin/sshdroot      2213  0.0  0.0  2020    4 ?        S    Jan16   0:00 xinetd -stayaliveroot      2268  0.0  0.0  1412   60 ?        S    Jan16   0:00 gpm -t ps/2 -m /dbin       2278  0.0  0.0  1912   40 ?        S    Jan16   0:00 [cannaserver]root      2289  0.0  0.1  1420  132 ?        S    Jan16   0:00 crondxfs       2376  0.0  0.1  4816  128 ?        S    Jan16   0:06 [xfs]daemon    2394  0.0  0.1  1408  160 ?        S    Jan16   0:00 [atd]root      2452  0.0  0.0  1348    4 tty1     S    Jan16   0:00 /sbin/mingetty ttroot      2453  0.0  0.0  1348    4 tty2     S    Jan16   0:00 /sbin/mingetty ttroot      2454  0.0  0.0  1348    4 tty3     S    Jan16   0:00 /sbin/mingetty ttroot      2455  0.0  0.0  1348    4 tty4     S    Jan16   0:00 /sbin/mingetty ttroot      2456  0.0  0.0  1348    4 tty5     S    Jan16   0:00 /sbin/mingetty ttroot      2457  0.0  0.0  1348    4 tty6     S    Jan16   0:00 /sbin/mingetty ttroot      2458  0.0  0.0 14112    0 ?        SW   Jan16   0:00 [gdm-binary]root      2501  0.0  0.0 15032    0 ?        SW   Jan16   0:01 [gdm-binary]root      1112  0.0  0.2  5908  368 ?        S    Jan23   0:00 [sendmail]smmsp     1121  0.0  0.0  5708    0 ?        SW   Jan23   0:00 [sendmail]root      1197  0.0  0.0     0    0 ?        SW   Jan23   0:00 [usb-storage-0]root      1198  0.0  0.0     0    0 ?        SW   Jan23   0:00 [scsi_eh_0]root     13826  0.0  1.2 18076 1516 ?        S    Jan28   0:06 /usr/sbin/httpdroot     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_serverroot      9077  0.0  0.6 75828  776 ?        S    Mar02   0:00 /usr/X11R6/bin/X gdm       9085  0.0  2.0 36628 2512 ?        S    Mar02   0:01 /usr/bin/gdmgreetroot     11875  0.0  0.4  7496  580 ?        S    Mar07   0:00 cupsdapache   12035  0.0  1.2 18200 1600 ?        S    Mar07   0:00 [httpd]apache   12036  0.0  1.2 18200 1556 ?        S    Mar07   0:00 [httpd]apache   12037  0.0  1.2 18140 1540 ?        S    Mar07   0:00 [httpd]apache   12038  0.0  1.2 18148 1528 ?        S    Mar07   0:00 [httpd]apache   12039  0.0  1.2 18216 1608 ?        S    Mar07   0:00 [httpd]apache   12040  0.0  1.2 18140 1536 ?        S    Mar07   0:00 [httpd]apache   12041  0.0  1.2 18216 1580 ?        S    Mar07   0:00 [httpd]apache   12042  0.0  1.2 18216 1588 ?        S    Mar07   0:00 [httpd]root     23538  0.0  1.3  6752 1676 ?        S    17:58   0:00 [sshd]forensic 23540  0.0  1.5  6868 1944 ?        S    17:58   0:00 [sshd]forensic 23541  0.0  1.0  4292 1364 pts/2    S    17:58   0:00 -bashroot     23572  0.0  0.7  4092  924 pts/2    S    17:58   0:00 [su]root     23573  0.0  1.1  4336 1416 pts/2    S    17:58   0:00 -bashroot     23630  2.0  0.5  2636  692 pts/2    R    18:07   0:00 ./ps -aux[root@hura1 tbin]# ./netstat -anpActive Internet connections (servers and established)Proto Recv-Q Send-Q Local Address           Foreign Address         State       PID/Program name   tcp        0      0 0.0.0.0:1024            0.0.0.0:*               LISTEN      2082/               tcp        0      0 127.0.0.1:1025          0.0.0.0:*               LISTEN      2213/xinetd         tcp        0      0 0.0.0.0:111             0.0.0.0:*               LISTEN      2063/               tcp        0      0 0.0.0.0:6000            0.0.0.0:*               LISTEN      9077/X              tcp        0      0 0.0.0.0:80              0.0.0.0:*               LISTEN      13826/httpd         tcp        0      0 0.0.0.0:22              0.0.0.0:*               LISTEN      2199/sshd           tcp        0      0 127.0.0.1:631           0.0.0.0:*               LISTEN      11875/cupsd         tcp        0      0 127.0.0.1:25            0.0.0.0:*               LISTEN      1112/               tcp        0      0 0.0.0.0:443             0.0.0.0:*               LISTEN      13826/httpd         tcp        0    300 129.101.162.183:22      129.101.153.78:33127    ESTABLISHED 23538/              udp        0      0 0.0.0.0:1024            0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:986             0.0.0.0:*                           2082/               udp        0      0 0.0.0.0:111             0.0.0.0:*                           2063/               udp        0      0 0.0.0.0:631             0.0.0.0:*                           11875/cupsd         Active UNIX domain sockets (servers and established)Proto RefCnt Flags       Type       State         I-Node PID/Program name    Pathunix  2      [ ACC ]     STREAM     LISTENING     2660   2268/gpm            /dev/gpmctlunix  2      [ ACC ]     STREAM     LISTENING     4432   2458/               /tmp/.gdm_socketunix  2      [ ACC ]     STREAM     LISTENING     904058 9077/X              /tmp/.X11-unix/X0unix  10     [ ]         DGRAM                    2015   2041/syslogd        /dev/logunix  2      [ ACC ]     STREAM     LISTENING     2683   2278/               /tmp/.iroha_unix/IROHAunix  2      [ ACC ]     STREAM     LISTENING     2813   2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     944840 23538/              unix  3      [ ]         STREAM     CONNECTED     944839 23540/              unix  3      [ ]         STREAM     CONNECTED     904086 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904085 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904082 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904081 9085/gdmgreeter     unix  3      [ ]         STREAM     CONNECTED     904066 2376/               /tmp/.font-unix/fs7100unix  3      [ ]         STREAM     CONNECTED     904065 9077/X              unix  3      [ ]         STREAM     CONNECTED     904068 9077/X              /tmp/.X11-unix/X0unix  3      [ ]         STREAM     CONNECTED     904060 2501/               unix  2      [ ]         DGRAM                    58445  1121/               unix  2      [ ]         DGRAM                    58431  1112/               unix  2      [ ]         DGRAM                    2850   2376/               unix  2      [ ]         DGRAM                    2708   2289/crond          unix  2      [ ]         DGRAM                    2552   2213/xinetd         unix  2      [ ]         DGRAM                    2225   2149/apmd           unix  2      [ ]         DGRAM                    2076   2082/               unix  2      [ ]         DGRAM                    2023   2045/klogd          [root@hura1 tbin]# ./lsof i

[K-iCOMMAND     PID     USER   FD   TYPE DEVICE SIZE NODE NAMEsendmail   1112     root    4u  IPv4  58432       TCP hura1:smtp (LISTEN)portmap    2063      rpc    3u  IPv4   2051       UDP *:sunrpc portmap    2063      rpc    4u  IPv4   2054       TCP *:sunrpc (LISTEN)rpc.statd  2082  rpcuser    4u  IPv4   2114       UDP *:1024 rpc.statd  2082  rpcuser    5u  IPv4   2079       UDP *:986 rpc.statd  2082  rpcuser    6u  IPv4   2117       TCP *:1024 (LISTEN)sshd       2199     root    3u  IPv4   2519       TCP *:ssh (LISTEN)xinetd     2213     root    5u  IPv4   2557       TCP hura1:1025 (LISTEN)X          9077     root    1u  IPv4 904057       TCP *:x11 (LISTEN)cupsd     11875     root    0u  IPv4 914125       TCP hura1:ipp (LISTEN)cupsd     11875     root    2u  IPv4 914126       UDP *:631 httpd     12035   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12035   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12036   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12036   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12037   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12037   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12038   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12038   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12039   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12039   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12040   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12040   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12041   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12041   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     12042   apache    3u  IPv4  81254       TCP *:http (LISTEN)httpd     12042   apache    4u  IPv4  81255       TCP *:https (LISTEN)httpd     13826     root    3u  IPv4  81254       TCP *:http (LISTEN)httpd     13826     root    4u  IPv4  81255       TCP *:https (LISTEN)sshd      23538     root    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)sshd      23540 forensic    4u  IPv4 944828       TCP hura1.if.uidaho.edu:ssh->earth.cs.uidaho.edu:33127 (ESTABLISHED)[root@hura1 tbin]# cd ..[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tsbin[root@hura1 tsbin]# ls
[00m
[01;32maddpart
[00m           
[01;32mgrub-terminfo
[00m          
[01;32mlvmsadc
[00m              
[01;32mreiserfstune
[00m
[01;32madsl-connect
[00m      
[01;32mhalt
[00m                   
[01;32mlvmsar
[00m               
[01;32mrescuept
[00m
[01;32madsl-setup
[00m        
[01;32mhdparm
[00m                 
[01;32mlvreduce
[00m             
[01;32mresize2fs
[00m
[01;32madsl-start
[00m        
[01;32mhisaxctrl
[00m              
[01;32mlvremove
[00m             
[01;32mresize_reiserfs
[00m
[01;32madsl-status
[00m       
[01;32mhotplug
[00m                
[01;32mlvrename
[00m             
[01;32mrestore
[00m
[01;32madsl-stop
[00m         
[01;32mhwclock
[00m                
[01;32mlvscan
[00m               
[01;32mrmt
[00m
[01;32magetty
[00m            
[01;32mibod
[00m                   
[01;32mmii-tool
[00m             
[01;32mroute
[00m
[01;32marp
[00m               
[01;32micnctrl
[00m                
[01;32mmingetty
[00m             
[01;32mrpcdebug
[00m
[01;32marping
[00m            
[01;32mide_info
[00m               
[01;32mminilogd
[00m             
[01;32mrpc.lockd
[00m
[01;32marytst
[00m            
[01;32mifcfg
[00m                  
[01;32mmkbootdisk
[00m           
[01;32mrpc.statd
[00m
[01;32mavmcapictrl
[00m       
[01;32mifconfig
[00m               
[01;32mmkdosfs
[00m              
[01;32mrtmon
[00m
[01;32mbadblocks
[00m         
[01;32mifdown
[00m                 
[01;32mmke2fs
[00m               
[01;32mrunlevel
[00m
[01;32mblockdev
[00m          
[01;32mifenslave
[00m              
[01;32mmkfs
[00m                 
[01;32mscript
[00m
[01;32mcapiinit
[00m          
[01;32mifport
[00m                 
[01;32mmkfs.cramfs
[00m          
[01;32mscsi_info
[00m
[01;32mcardctl
[00m           
[01;32mifup
[00m                   
[01;32mmkfs.ext2
[00m            
[01;32mservice
[00m
[01;32mcardmgr
[00m           
[01;32mifuser
[00m                 
[01;32mmkfs.ext3
[00m            
[01;32msetpci
[00m
[01;32mchkconfig
[00m         
[01;32minit
[00m                   
[01;32mmkfs.jfs
[00m             
[01;32msetsysfont
[00m
[01;32mconsoletype
[00m       
[01;32minitlog
[00m                
[01;32mmkfs.msdos
[00m           
[01;32msfdisk
[00m
[01;32mconvertquota
[00m      
[01;32minsmod
[00m                 
[01;32mmkfs.vfat
[00m            
[01;32mshutdown
[00m
[01;32mctrlaltdel
[00m        
[01;32minsmod_ksymoops_clean
[00m  
[01;32mmkinitrd
[00m             
[01;32mslattach
[00m
[01;32mdebugfs
[00m           
[01;32minsmod.static
[00m          
[01;32mmkkerneldoth
[00m         
[01;32msln
[00m
[01;32mdebugreiserfs
[00m     
[01;32minstall-info
[00m           
[01;32mmkraid
[00m               
[01;32mstinit
[00m
[01;32mdefragfs
[00m          
[01;32minstallkernel
[00m          
[01;32mmkreiserfs
[00m           
[01;32msulogin
[00m
[01;32mdelpart
[00m           
[01;32mip
[00m                     
[01;32mmkswap
[00m               
[01;32mswapon
[00m
[01;32mdepmod
[00m            
[01;32mipmaddr
[00m                
[01;32mmkzonedb
[00m             
[01;32msysctl
[00m
[01;32mdetect_multipath
[00m  
[01;32mipppd
[00m                  
[01;32mmodinfo
[00m              
[01;32msyslogd
[00m
[01;32mdevlabel
[00m          
[01;32mipppstats
[00m              
[01;32mnameif
[00m               
[01;32mtc
[00m
[01;32mdhclient
[00m          
[01;32miprofd
[00m                 
[01;32mnash
[00m                 
[01;32mtune2fs
[00m
[01;32mdhclient-script
[00m   
[01;32miptables
[00m               
[01;32mnetreport
[00m            
[01;32munix_chkpwd
[00m
[01;32mdosfsck
[00m           
[01;32miptables-restore
[00m       
[01;32mnew-kernel-pkg
[00m       
[01;32munpack
[00m
[01;32mdump
[00m              
[01;32miptables-save
[00m          
[01;32mnologin
[00m              
[01;32musbmodules
[00m
[01;32mdump_cis
[00m          
[01;32miptunnel
[00m               
[01;32mpack_cis
[00m             
[01;32mvboxd
[00m
[01;32mdumpe2fs
[00m          
[01;32misdnctrl
[00m               
[01;32mpam_console_apply
[00m    
[01;32mvconfig
[00m
[01;32me2fsadm
[00m           
[01;32misdnlog
[00m                
[01;32mpam_tally
[00m            
[01;32mvgcfgbackup
[00m
[01;32me2fsck
[00m            
[01;32miwconfig
[00m               
[01;32mpam_timestamp_check
[00m  
[01;32mvgcfgrestore
[00m
[01;32me2image
[00m           
[01;32miwevent
[00m                
[01;32mparted
[00m               
[01;32mvgchange
[00m
[01;32me2label
[00m           
[01;32miwgetid
[00m                
[01;32mpartprobe
[00m            
[01;32mvgchange.static
[00m
[01;32melvtune
[00m           
[01;32miwlist
[00m                 
[01;32mpartx
[00m                
[01;32mvgck
[00m
[01;32mether-wake
[00m        
[01;32miwpriv
[00m                 
[01;32mpcbitctl
[00m             
[01;32mvgcreate
[00m
[01;32methtool
[00m           
[01;32miwspy
[00m                  
[01;32mpcinitrd
[00m             
[01;32mvgdisplay
[00m
[01;32mextendfs
[00m          
[01;32mkernelversion
[00m          
[01;32mpivot_root
[00m           
[01;32mvgexport
[00m
[01;32mfdisk
[00m             
[01;32mkillall5
[00m               
[01;32mplipconfig
[00m           
[01;32mvgextend
[00m
[01;32mfile
[00m              
[01;32mklogd
[00m                  
[01;32mportmap
[00m              
[01;32mvgimport
[00m
[01;32mfindfs
[00m            
[01;32mldconfig
[00m               
[01;32mpppoe
[00m                
[01;32mvgmerge
[00m
[01;32mfsck
[00m              
[01;32mlilo
[00m                   
[01;32mpppoe-relay
[00m          
[01;32mvgmknodes
[00m
[01;32mfsck.cramfs
[00m       
[01;32mlogdump
[00m                
[01;32mpppoe-server
[00m         
[01;32mvgreduce
[00m
[01;32mfsck.ext2
[00m         
[01;32mlogredo
[00m                
[01;32mpppoe-sniff
[00m          
[01;32mvgremove
[00m
[01;32mfsck.ext3
[00m         
[01;32mloopctrl
[00m               
[01;32mppp-watch
[00m            
[01;32mvgrename
[00m
[01;32mfsck.jfs
[00m          
[01;32mlosetup
[00m                
[01;32mprobe
[00m                
[01;32mvgscan
[00m
[01;32mfsck.msdos
[00m        
[01;32mlsof
[00m                   
[01;32mpvchange
[00m             
[01;32mvgscan.static
[00m
[01;32mfsck.vfat
[00m         
[01;32mlspci
[00m                  
[01;32mpvcreate
[00m             
[01;32mvgsplit
[00m
[01;32mftl_check
[00m         
[01;32mlspnp
[00m                  
[01;32mpvdata
[00m               
[01;32mvgwrapper
[00m
[01;32mftl_format
[00m        
[01;32mlsraid
[00m                 
[01;32mpvdisplay
[00m            
[01;32mw
[00m
[01;32mfuser
[00m             
[01;32mlsusb
[00m                  
[01;32mpvmove
[00m               
[01;32mwho
[00m
[01;32mfxload
[00m            
[01;32mlvchange
[00m               
[01;32mpvscan
[00m               
[01;32mwhoami
[00m
[01;32mgenksyms
[00m          
[01;32mlvcreate
[00m               
[01;32mpwdb_chkpwd
[00m          
[01;32mxchkdmp
[00m
[01;32mgetkey
[00m            
[01;32mlvdisplay
[00m              
[01;32mquotacheck
[00m           
[01;32mxchklog
[00m
[01;32mgrub
[00m              
[01;32mlvextend
[00m               
[01;32mquotaon
[00m              
[01;32mxpeek
[00m
[01;32mgrubby
[00m            
[01;32mlvmchange
[00m              
[01;32mraidreconf
[00m           
[01;32mypbind
[00m
[01;32mgrub-install
[00m      
[01;32mlvmcreate_initrd
[00m       
[01;32mraidstart
[00m
[01;32mgrub-md5-crypt
[00m    
[01;32mlvmdiskscan
[00m            
[01;32mreiserfsck
[00m
[m[root@hura1 tsbin]# if

[K

[K./ifconfig -aeth0      Link encap:Ethernet  HWaddr 00:03:47:BE:D1:17            inet addr:129.101.162.183  Bcast:129.101.162.191  Mask:255.255.255.192          UP BROADCAST RUNNING MULTICAST  MTU:1500  Metric:1          RX packets:5890208 errors:0 dropped:0 overruns:0 frame:0          TX packets:155940 errors:0 dropped:0 overruns:0 carrier:0          collisions:4267 txqueuelen:100           RX bytes:512448944 (488.7 Mb)  TX bytes:63693089 (60.7 Mb)          Interrupt:3 Base address:0xdf00 Memory:ff8fe000-ff8fe038 lo        Link encap:Local Loopback            inet addr:127.0.0.1  Mask:255.0.0.0          UP LOOPBACK RUNNING  MTU:16436  Metric:1          RX packets:4360789 errors:0 dropped:0 overruns:0 frame:0          TX packets:4360789 errors:0 dropped:0 overruns:0 carrier:0          collisions:0 txqueuelen:0           RX bytes:298648962 (284.8 Mb)  TX bytes:298648962 (284.8 Mb)[root@hura1 tsbin]# cd ..[root@hura1 cdrom]# ls
[00m
[01;34mtbin
[00m  
[01;34mtsbin
[00m
[m[root@hura1 cdrom]# cd tbin[root@hura1 tbin]# ls
[00m
[01;32march
[00m           
[01;32mcut
[00m       
[01;32mfgrep
[00m     
[01;32mlink
[00m      
[01;32mmt
[00m       
[01;32msed
[00m        
[01;32mumount
[00m
[01;32mash
[00m            
[01;32mdate
[00m      
[01;32mfile
[00m      
[01;32mln
[00m        
[01;32mmv
[00m       
[01;32msetfont
[00m    
[01;32muname
[00m
[01;32mash.static
[00m     
[01;32mdd
[00m        
[01;32mgawk
[00m      
[01;32mloadkeys
[00m  
[01;32mnetstat
[00m  
[01;32msetserial
[00m  
[01;32municode_start
[00m
[01;32maumix-minimal
[00m  
[01;32mdf
[00m        
[01;32mgettext
[00m   
[01;32mlogin
[00m     
[01;32mnice
[00m     
[01;32msleep
[00m      
[01;32municode_stop
[00m
[01;32mbasename
[00m       
[01;32mdmesg
[00m     
[01;32mgrep
[00m      
[01;32mls
[00m        
[01;32mpgawk
[00m    
[01;32msort
[00m       
[01;32munlink
[00m
[01;32mbash
[00m           
[01;32mdoexec
[00m    
[01;32mgunzip
[00m    
[01;32mlsof
[00m      
[01;32mping
[00m     
[01;32mstty
[00m       
[01;32musleep
[00m
[01;32mcat
[00m            
[01;32mdumpkeys
[00m  
[01;32mgzip
[00m      
[01;32mmail
[00m      
[01;32mps
[00m       
[01;32msu
[00m         
[01;32mvi
[00m
[01;32mchgrp
[00m          
[01;32mecho
[00m      
[01;32mhostname
[00m  
[01;32mmkdir
[00m     
[01;32mpwd
[00m      
[01;32msync
[00m       
[01;32mw
[00m
[01;32mchmod
[00m          
[01;32med
[00m        
[01;32migawk
[00m     
[01;32mmknod
[00m     
[01;32mrm
[00m       
[01;32mtar
[00m        
[01;32mwho
[00m
[01;32mchown
[00m          
[01;32megrep
[00m     
[01;32mipcalc
[00m    
[01;32mmktemp
[00m    
[01;32mrmdir
[00m    
[01;32mtcsh
[00m       
[01;32mwhoami
[00m
[01;32mcp
[00m             
[01;32menv
[00m       
[01;32mkbd_mode
[00m  
[01;32mmore
[00m      
[01;32mrpm
[00m      
[01;32mtouch
[00m      
[01;32mzcat
[00m
[01;32mcpio
[00m           
[01;32mfalse
[00m     
[01;32mkill
[00m      
[01;32mmount
[00m     
[01;32mscript
[00m   
[01;32mtrue
[00m
[m[root@hura1 tbin]# ./ls -l /roottotal 252-rw-r--r--    1 root     root         1649 Jan 16 12:48 anaconda-ks.cfgdrwxr-xr-x    2 root     root         4096 Feb 28 15:28 i386-rw-r--r--    1 root     root        22765 Jan 16 12:47 install.log-rw-r--r--    1 root     root         4107 Jan 16 12:47 install.log.syslogdrwxr-xr-x    5 root     root         4096 Feb 25 08:12 john-1.6drwxr-xr-x    2 root     root         4096 Jan 23 12:57 lab1drwxr-xr-x    2 root     root         4096 Feb 23 11:20 loki-rw-------    1 root     root        58810 Mar  5 09:26 mbox-rw-r--r--    1 root     root        47207 Mar  5 09:59 mbox1-rwxr-xr-x    1 root     root        18126 Nov  3  2001 md5drwx------    2 25839    named        4096 Nov  3  2001 md5-c-rw-r--r--    1 root     root        30720 Feb  9 08:31 md5-c-100.tardrwxr-xr-x    4 root     root         4096 Feb 28 12:43 netbsd-rw-r--r--    1 root     root          667 Feb 23 11:13 out-rw-r--r--    1 root     root        20546 Jan 28 17:52 tcpdump.txt[root@hura1 tbin]# ./file /root/*/root/anaconda-ks.cfg:    ASCII English text/root/i386:               directory/root/install.log:        ASCII text/root/install.log.syslog: ASCII text/root/john-1.6:           directory/root/lab1:               directory/root/loki:               directory/root/mbox:               ASCII mail text/root/mbox1:              ASCII mail text, with CRLF line terminators/root/md5:                ELF 32-bit LSB executable, Intel 80386, version 1 (SYSV), for GNU/Linux 2.2.5, dynamically linked (uses shared libs), not stripped/root/md5-c:              directory/root/md5-c-100.tar:      POSIX tar archive/root/netbsd:             directory/root/out:                ASCII text, with CRLF, LF line terminators, with escape sequences/root/tcpdump.txt:        ASCII text[root@hura1 tbin]# ./cat /root/outScript started on Mon 23 Feb 2004 11:13:43 AM MST[root@hura1 root]# ls


[00m
[00manaconda-ks.cfg
[00m  
[00minstall.log.syslog
[00m  
[00mmbox
[00m  
[01;34mmd5-c
[00m          
[01;34mnetbsd
[00m  
[00mtcpdump.txt
[00m


[00minstall.log
[00m      
[01;34mlab1
[00m                
[01;32mmd5
[00m   
[01;31mmd5-c-100.tar
[00m  
[00mout
[00m


[m[root@hura1 root]# w

 11:13:49  up 37 days, 22:34,  1 user,  load average: 0.00, 0.00, 0.00

USER     TTY      FROM              LOGIN@   IDLE   JCPU   PCPU  WHAT

root     pts/0    rothbw.inel.gov  10:50am  0.00s  0.08s  0.00s  script out -a 

[root@hura1 root]# exit

Script done on Mon 23 Feb 2004 11:13:52 AM MST[root@hura1 tbin]# umount /

[K

[K

[K

[K

[K

[K

[K

[K

cd /root[root@hura1 root]# umount /mnt/cdrom[root@hura1 root]# exitlogout
[H
[J[forensic@hura1 forensic]$ exitlogout
[H
[JConnection to 129.101.162.183 closed.

frankw@earth>exit

script done on Tue Mar 09 17:16:45 2004
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