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1 (5 pts) Explain the difficulties in tracing a suspect through IP addresses.

· The problem with tracing IP addresses is that they can be easily spoofed by using packet creation libraries like ‘libnet’, therefore the closest that a person can trace an IP is to the nearest router that is not involved in the deception. 

2 (3 pts) List tools that can be used to trace IP addresses and briefly describe what they do.

· Traceroute – traces the route a packet takes from the origin to the destination

· Ping – determines whether a certain IP address is responding

· Whois – determines who owns a domain name

· DNS Lookup – determines whether an IP address matches the host name

3 (5 pts) Explain the need of Law Enforcement to resolve computer crime incidents.

· Since computer crime is a crime, and law enforcement is legally charged with investigating crime, unless the organization is interested in tort or civil charges, law enforcement is necessary to investigate criminal charges.

4 (4 pts) What are some intangible pieces of evidence that may be used to discover an attacker’s identity in Cyberspace.

· IP addresses in packet’s header

· IP address in email header

· Email address in email

· Domain of origin

· Use of any identifiers in email (such as a name or handle)

5 (5 pts) What are the goals of incident response?

· Prevent disjointed response

· Confirm if an incident occurred

· Promote accumulation of accurate information

· Establish controls for proper retrieval and handling of evidence

· Protect privacy rights established by law

· Minimize disruption to business and network operations

· Allow for criminal or civil action against perpetrators

· Provide accurate reports and useful recommendations

· Provide rapid detection and containment

· Minimize exposure and compromise of proprietary data

· Protect organization’s reputation and assets

· Educate senior management

· Promote rapid detection to prevent incidents in the future

6 (5 pts) What is MD5 and how is it used in forensics?

· MD5 is a hash of the contents of a file, which generates a tag that uniquely identifies the file by its contents.  It is used to determine whether the contents of a file have been modified, by checking the new has against a previously determined hash of the ‘clean’ file.

7 (6 pts) List the 6 steps of the Incident response methodology.

· Pre-incident preparation

· Detection of incidents

· Initial response

· Formulate response strategy

· Investigate the incident

· Reporting

· Resolution

8 (3 pts each) Define the following: Computer forensics, Restored Image

· Computer Forensics: Computer forensics is the scientific examination and analysis of data held on, or retrieved from, computer storage media in such a way that the information can be used as evidence in a court of law.
· Restored Image: A file or image that are created from backup processes that contains every bit of information from the source, in a raw bitstream format.

9 (6 pts) What are the main areas where mistakes are made during evidence handling?

· Failure to adequately document when responding to an incident

· Failure to maintain the chain-of-custody for the evidence

· Failure to maintain documentation which adequately authenticates the evidence

10 (5 pts) What are the “Federal Rules of Evidence”?  How does this affect computer forensics?

· The Federal Rules of Evidence describe what evidence is admissible in court.  The rules describe what state the evidence must be in, and rules of the handling of such evidence.  It affects computer forensics, because a large portion of forensics is the gathering of evidence for future prosecution – and the FRE if that evidence is admissible, and how it must be handled to keep it admissible (or at least to reduce challenges of the evidence).

11 (5 pts) What is the proper way to shutdown a suspect computer and why?

· The proper way to shutdown a suspect computer is to unplug it from the wall, this is to guarantee that the data on the machine will not be corrupted by any hidden scripts that are scheduled to run at shutdown; unless it is a network server, whereas the system administrator should be contacted to shutdown the system so as to avoid loss of service for network users.

12 (5 pts) Why is it important to perform forensics duplication?

· Forensics duplication is important to preserve the original state of the drive for future analysis or corroboration that the files have not been changed by investigators.  Additionally, this allows investigators to make mistakes without losing the data stored on the original drive.

13 (4 pts) Explain why it is possible to recover deleted files in Windows NT/2000 (Not Recycle Bin)

· It is possible to recover deleted files in WinNT/2000 because when a file is deleted, only the reference to the file in the file table, and not the data is removed.  Therefore, the file is still on the drive, although not accessible through the OS.

14 (5 pts) What are trusted tools and why should you only use trusted tools when performing a live analysis of a suspect system?

· Trusted tools are utilities, which are guaranteed not to have been altered, that will be used to investigate a potentially compromised system.  You should only use trusted tools because the tools on the machine used to record the machine’s state could have been changed or compromised by the attacker.

15 (8 pts) Match the ports to services

	Port
	Service
	

	22
	SSH
	

	21
	FTP
	

	23
	TELNET
	ECHO 

	80
	HTTP
	

	25
	SMTP
	

	138
	NetBIOS Datagram
	

	53
	DNS
	

	6665
	IRC
	FINGER

	
	
	

	
	
	CHARGEN

	
	
	


16  (4 pts) What is the difference between Good, Bad, Weak, and Strong Passwords?

· Weak: a password that can be easily cracked or guessed

· Strong: a password that is difficult to crack or guess

· Bad: a password that is too weak for the resources it’s supposed to defend (or too difficult for users to use and remember)

· Good: a password that strong and is reasonably easy to remember

17 (4 pts) Explain the difference between a switch and a hub and why this is important to forensics.

· A switch transmits data directly between the switch and destination; whereas a hub broadcasts the data packets to all the machines that are connected.  This is important because it is very easy to sniff the packets on a hub, whereas it is near impossible (without hacking the switch) to sniff the packets on switch going to another machine.

18  (18 pts) The owner of a company has hired you to setup some computers on a network.  He believes that someone either inside the company or an outsider is trying to steal or modify data on his servers.  Your task is to set up a network that will provide evidence to determine who the traitor or intruder may be.  The owner has agreed to purchase the hardware and software needed.  Discuss how each of the following would be setup and used as to collect evidence.  

· Local logging and Remote logging: Log what occurs on both the servers and the client machines so that if an intrusion is detected, then the data exists which can reveal the details of the attack and the origin
· Firewalls (what is allowed in and out): This will limit the data in and out of the organization and the servers so that it is more difficult to attack a server or modify data in unauthorized ways, also firewalls will allow more detailed logging about the origin of data packets
· Access control lists: Control the access to servers so that only authorized users have access, this will limit opportunities for unauthorized users to modify data or access the servers
· Develop an acceptable use policy for the users within the company: Each user will agree to the policy so that the organization has a clear right to monitor their behavior and their communications within the organization – also it would be easy to convict them of breach-of-contract if they act contrary to the policy
· Backup scheme: Each server will be backed regularly, including a hash of each file so that a determination can be made if an intrusion has taken place
· Discuss techniques for network monitoring: The organization could set up a network intrusion detection system, which sniffs all of the network data and determines if an intrusion is occurring, and the origin of the intrusion.  The monitoring could occur at the firewall or could be a host based IDS on the servers themselves.
