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Introduction

In this lab we were given the task of cracking a Linux/BSD password file.  The scenario for our task was one in which the root user of the machine we were investigating was not being cooperative with our forensic examination and we needed to determine the root user's password.   We were to investigate different tools/methods available to us to crack the password and then use these tools in an attempt to determine the root user's password.

Procedure
First, we investigated different password recovery tools and decided to use John the Ripper, as suggested in the lab description.  John the Ripper is a freely available tool that is widely recognized as one of the most powerful, and fastest password recovery tools.  It is very configurable with different rule sets and uses a multi-mode method to crack passwords.  John the Ripper (hereafter referred to as John) implements a dictionary attack on password hashes and can work with five different methods of hashing passwords.  Its versatility made it the best choice for our group and our task of recovering a Linux root password from the hash.  We could have used an active password cracking utility like THC-Hydra, but it would have generated too much network traffic.  John could work off-line.  Brutus is another GUI-based password cracker that could have been used, but it is also designed to run over the network.  Unfortunately, John does not have a GUI interface, but considering the amount of time it can take to crack strong passwords, this is understandable.

Once we had John downloaded and installed on our group's machine, we copied the password file from hura1, which was running RedHat.  We copied the password hash to a floppy to be used as evidence.  We determined that the file was shadowed, so we also copied the shadowed file to the floppy.  We un-shadowed the password hash using the unshadow utility included with John.  Finally, we were ready to start cracking the passwords.  We started John and were pleased when immediately it uncovered the password for the user forensic, which was "forensic."  This password was conveniently included in the wordlist password dictionary included with John, and was therefore easy to crack.  However, this was not the root user, and therefore not our target.  We quickly grew impatient and since we were finally sent instructions to log in to hura2 and obtain that password file for the lab, we decided to try our luck with that machine.  

We copied the password file from the victim machine (hura2), which was running NetBSD as its operating system.  This password file was not shadowed, and we were able to start running John immediately on it.  We copied the password file to our floppy and started John again, determined to crack the password.  Since the password had been sent to us outside the scope of the scenario, and we knew what it was, we added it to our dictionary and John cracked it immediately.  Subsequently, we received instructions that the password was to be cracked without any knowledge of what it was outside of the scope of the scenario.  We deleted the password from the wordlist and started again, knowing full well that it would be an exercise in futility (see the Analysis section).  We manipulated John so that we could run it in parallel on the desktop it had been running on and on a laptop for a while trying to crack the password hash, just hoping for a lucky guess.  Finally, we decided that if we were not allowed to use our knowledge of the root password in cracking, we might be able to use our knowledge of the other passwords on the machine in our attempt to gain the root password.  We saved the restore point of John, and then created a custom character set of the characters from the passwords of the other users of the machine that we did know.  We ran John using this customized, "site-specific" character set and John was able to crack the root user's password.  The email we were sent outlining the steps to log into hura2 stated that the root password was 9 characters long and the first eight characters were the same as the user forensic's password.  This is a vulnerable situation, because the password hash only hashes the first eight characters of the password.  In actuality, the same password for user forensic can be used for the root password.  As long as the first eight characters are the same, any characters can be appended and the user/attacker could successfully log in as root.  Because of the vulnerability of having the same hash for both users, John was able to successfully crack the root password hash (and obviously the user forensic's password hash).  A copy of the session is included below:

 [nate@pc030737 run]$ john -makechars:custom.chr
 Loaded 1 plaintext
 Generating charsets... 1 2 3 4 5 6 7 8 DONE
 Generating cracking order... DONE
 Successfully written charset file: custom.chr (8
 characters)
 [nate@pc030737 run]$ john -i:custom master.copy
 Loaded 2 passwords with 2 different salts (Standard DES [24/32 4K])
 guesses: 0  time: 0:00:00:12  c/s: 138634  trying: 4!bSxsSS - !!b!4sSS
 guesses: 0  time: 0:00:01:42  c/s: 133502  trying: cN!Ncb4! - !ScNcb4!
 cS4Nsx!b         (forensic)
 cS4Nsx!b         (root)
 guesses: 2  time: 0:00:03:48  c/s: 132641  trying: cSsssc!b - !b!Nsx!b


As can be seen, this vulnerability allowed us to crack the root password hash in under four minutes.  The password is "cS4Nsx!b."  After using our customized character set successfully, we deleted the cracked passwords from our list and reverted back to trying to crack the root password with zero knowledge.  To this point, John has been running with zero knowledge of the hura2 passwords for over 125 hours, with little hope of cracking the password.

Analysis


Of course, it is true that all John needs is one lucky guess to crack the root password, there is little hope of doing this on one machine.  The machine that has been trying to crack the passwords has been averaging 101,000 attempted cracks per second (the successful crack with the custom character set was done on the laptop).  With a full character set of 95 characters in incremental mode, and an eight character password, there are a total of 95^8 possible passwords.  At the average pace of the desktop, it will be over 20,000 years before all possible eight character passwords have been checked!  This is with the knowledge that the password is eight characters long.  Including possible passwords of 0-7 characters only increases the search space, making the problem even more difficult.  The combination of capital and lower-case letters, digits, and special symbols in the password has been shown to be secure when under a dictionary attack.  


However, as demonstrated, having the same password for multiple users can be a vulnerability.  With the knowledge of user forensic's password, we were able to crack the root password very quickly.  As shown, the password would have been immediately cracked if instead of creating the custom character set, we had added the password to the wordlist.

Conclusions


John the Ripper is a powerful password cracking tool.  However, if passwords are carefully chosen, they increase the search space, and can make the problem of cracking passwords too difficult to do without a significant amount of computing power.  Additionally, we concluded that on the system in question, there was no added security for passwords longer than eight characters.  Finally, we determined that to be even more secure, the root password should not be similar to the forensic user password.

Appendix

Evidence Tag for floppy used to hold copies of the password hashes:

	Date

31 Mar 2004
	Group 8 CN Forensics

Evidence Tag
	Case #

CN-00032

	Consent Required

   FORMCHECKBOX 
  Yes            FORMCHECKBOX 
  No
	Signature of Consenting Person

Nate Webber
	Tag #

1

	Description of Item

Floppy disk containing the password files from Hura1 and Hura2.  The floppy was formatted and the data was copied directly from Hura1 and Hura2 to the floppy drive.  Checksums of the two files also reside on the disk.  The disk was also made read-only.  

Contact Info:  Matt Phillips, phil2919@uidaho.edu, cell: 541.760.8554

	Person Receiving Evidence

          Matt Phillips
	Signature

Matthew Phillips



Chain of Custody for the floppy:

	
	Group 8 CN Forensics

Chain of Custody
	

	From Nate Webber

Location Idaho Falls
	Date 1 April 2004

Reason To conclude lab 5
	To Matt Phillips

Location Moscow

	From

Location
	Date

Reason
	To

Location

	From

Location
	Date

Reason
	To

Location

	Final Disposition of Evidence

Matt Phillips

2416 East D Street

Moscow, ID 83843
	Date

1 April 2004


