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I. Introduction

In this lab, our group was asked to investigate possible computer use infringement at the University of Idaho, Idaho Falls campus.  The case involved three separate machines, in the same student and faculty laboratory; each machine had attached yellow sticky notes with writing.  In addition, several suspicious computer printouts were discovered in the vicinity of the computers. The purpose of this report is summarize our group’s findings with respect to the nature of the incident, what conditions allowed the incident to occur, any possible motives of the perpetrator, and the specifics of the incident.

The investigation was performed remotely, using pictures of the lab, knowledge of the sticky note contents, and an email interview with an individual knowledgeable about the incident who is located at Idaho Falls.  Following is a description of the facts of the case, interview details, and our conclusion as to the incident.

II. Facts

Interview:

* Is the admin password for computer 1 'fonak4y'?

It shouldn't be unless the intruder changed it.  It has not been verified what this password may be for.


* Which OS is computer 1 running?

Red Hat Linux


* Which OS is computer 2 running? 

Windows98


* Which OS is computer 3 running?

Windows NT


* Is there any physical security provided for the lab?

Locked door


* Are there any records of entrance or exit to the lab (including security cameras or logs)?

only a list of how has keys, this is not an electric type lock


* How did you discover the incident?

Large volumes of network traffic to computers


* When was the last time that the computers were rebuilt (software)?

Not documented so not sure


* Have the computers been accessed at all since the incident was discovered?

no


* Is there an account 'root' with password 'maryjane' on computer 1?

only if the intruder changed it


* When was the last time that the computers were physically accessed by non-official personnel?

unknown


* Are there records of which websites are accessed by which computers (and the times of access)?

The network administrator would have this but I do not have access


* Has kiddieport.com been accessed recently?

unknown


* Has 900-587-3120 been called recently from campus?

I do not have access to this information .


* Has there been any email from the university to ann@netzero.net?

unknown


* Did computer 2 have windows 98 installed?

one of the computers does have 98 on it


* Is the root password for any Linux machine 'fonak4y'?

unknown, this is not the original password for root


* Was there any suspicious software on the machines?

unknown computers were shut down upon discovery and have not been accessed sense that time


* Have the browser caches been cleared?

unknown same as above


* When was the last root (or admin) access on computer 1- that was not done by an official?

unknown same as  above


* When was the last root (or admin) access on computer 2- that was not done by an official?

unknown


* When was the last root (or admin) access on computer 3 - that was not done by an official?  

unknown


*What is the network topology?

the  computers are behind a firewall and connected to a router.  That is about all I can tell you


*Is the lab connected to the outside world, or is it contained to just the lab, or just the campus?

connected to the outside world - http and ssh


*If there are cameras or other physical logs, where/how are they stored?

no


*What was the indication that a security incident had taken place?

sudden large volumes of traffic to the computers


*Are the symptoms of the incident still present?

no


*What is the normal pattern of usage for this lab?

cs students and facalty have access to the room.  The computers are for cs student use


*How often are the machines backed up?

no backups


*Where are the backups stored?

NA


*Who wrote the information on the sticky notes (if known)?

unknown


*What is the Acceptable Use Policy for the lab?

CS student research, file storage and web pages.  There are no banners or stickers on the computers regarding a usage policy.


*Are all physical users of the lab under explicit agreement to abide by the terms of the Acceptable Use Policy (by signing a contract or using banners)?

no


*Are all remote users of the lab under explicit agreement to abide by the terms of the Acceptable Use Policy (by signing a contract or using banners)?

no

*What is your end goal for the incident?  Are you planning to prosecute, or are you just wanting to clean up the effects of the incident and move on?

Prosecution is an option depending on the content that is found on the computers


* Do you operate an intrusion detection system such as Tripwire or Snort?

Network Snort is operated by the network administrator but nothing on the computers in question


* Are you able to recover all relevant log files, such as who logged in and at what time, and the "history" of each user's shell commands?

This has not been confirmed but I believe that the default logging is there


* Have you had any problems with employees recently to indicate that someone may not be happy at work?


no


* What is your policy, if you have one, when it comes to removing accounts and changing root passwords, when someone in a sensitive position is fired or quits their job?

account removal at the time of  seperation.  the root and admin passwords remain unless that individual served as an admin on the machine

Sticky Note Contents:


COMPUTER 1:

1st Yellow sticky note on top of computer:

NT4 admin pw 
fonak4y 

2nd Yellow sticky note on the side of the computer:

_ root maryjane 

3rd Yellow sticky note on the side of the computer:

_ Joe  mailto:ann@netzero.net ann@netzero.net 

http://www.xxx.com www.xxx.com 
kiddieport.com 
900-587-3120 

COMPUTER 2:
    
1st Yellow sticky note on top of the computer::

_ Win98 

COMPUTER 3:
 
1st Yellow sticky note on top of the computer:

_ PornBuddies 
JACKPRABIT1 
2PCME 
DAD4FEMB 
SEXSEX 

2nd Yellow sticky note with following writing:

_ Root Password 
fonak4y 
Linux

Photo Data:


PHOTO 1 (DCP_1954):

Two men looking at the 3 computers on the floor of the lab, unplugged completely.  The computers are next to each other, against the cabinets.


PHOTO 2 (DCP_1944):

Side view of the three computers on the floor with the sticky notes on them, there is an audiotape on top of the middle computer.


PHOTO 3 (DCP_1945):

Top view of the three computers on the floor with the sticky notes on them, there is an audiotape on top of the middle computer. The are obviously unplugged.


PHOTO 4 (DCP_1946):

Photo of a printout of a MapQuest webpage, detailing driving directions from Idaho Falls, to Chicago Illinois; the printout was made 2/26/2003 at 12:03 PM as described on the bottom of the page.


PHOTO 5 (DCP_1947):

Photo of the cabinets next to the computers on the floor, with many papers and a box of Ritz Bits; there is also a box of Kleenex and a brown box with a shipping label on it.


PHOTO 6 (DCP_1948):

Close-up photo of a page from inside the cabinet, the page is a printout from EXImpact Technologies.  It describes direct Internet marketing.  The bottom of the page has been ripped off.


PHOTO 7 (DCP_1949):

Close-up photo of a page from inside the cabinet, the page is a printout from BodyEQ Body Care Newsletter.  The page describes a “Miracle” Molecule skin-rejuvenating compound.  The bottom of this page has been ripped off.


PHOTO 8 (DCP_1950):

Close-up view of the cabinets, there are a lot of pages of paper, which are unreadable at the distance, and a box of Ritz bits (opened).


PHOTO 9 (DCP_1951):

Close-up photo of a page from inside the cabinet, the page is a printout from 24/7 Mail Alliance.  The top and bottom of the page has been ripped off.  The page is addressed to John.  The page describes a business opportunity on the Internet.


PHOTO 10 (DCP_1952):

It is a view of the back of two of the computers, and the front of one of the computers, side-by-side on the floor of the lab.  The MapQuest page described by photo 4 is sitting next to them. Clearly, the computers are completely unplugged.


PHOTO 11 (DCP_1953):

A picture of a whiteboard, the location of which is unknown.  On the whiteboard is written in black dry-erase marker- 


Call Jack 292-4037


fbc.com.net (obscured by camera flash)


“Jenny”


Pyrate.org


Eliminate


ifedward.com


sexxx.com


Rx


whitehouse.com


JKN22.Net


PHOTO 12 (DCP_1943):

It is a photo of the tops of the computers, sitting side-by-side on the floor of the lab.  They are unplugged and the sticky notes are visible, as well as the audiotape on the top of the middle computer.  The printout of MapQuest detailed in photo 4 is to the right of the computers.

III. Conclusions

Conditions Allowing Incident

Clearly, the openness of the lab, both physically and through HTTP and SSH were both security concerns that were conducive for a potential incident.  Since the lab allowed unrestricted, non-logged access during school operation hours, physical access to the computers in the lab was unregulated.  Additionally, since external network access was available through both HTTP and SSH access, it is possible that a network intruder could have gained access to the computers and committed an offense.  Because of the unrestricted access, both physically and via the network, it cannot be determined whether this was an insider (student or faculty) or an outsider.

Nature of Incident


From the interview, it was learned that the intrusion was detected because of a large amount of incoming network traffic directed to these three computers.  Therefore, the incident has to include some activity that would cause a large amount of network traffic.  Based on the interview that the traffic was incoming, it possible to assume that the perpetrator was downloading content to the machines for future distribution.  Additionally, the multitude of porn and sex references on the sticky notes leads to our conclusion that it is very possible the content being uploaded was pornography.  Possible scenarios include: an underground FTP server for the perpetrator and their associates, or an underground pornography site.  Since the lab was running HTTP, the perpetrator could have been running an unofficial HTTP server without alerting officials. We conclude that the MapQuest directions found on the ground near the compromised machines are irrelevant since the printout is dated a year earlier.

Perpetrator Motives


Because of the large amount of Internet business and marketing material found in the vicinity of the machines in question, it is possible to assume that the perpetrator was financially motivated. Because of the amount of questionable material found near the machines, we conclude that the perpetrator had physical access to the machines and was working from that lab (this because the machines were unplugged by officials).  

IV. Future Action

We suggest that the officials dust the machine for fingerprints, and ask students whom they saw frequently in the lab – especially at those computers.  Furthermore, a forensic analysis of the suspect computer drives is required to determine the true nature of the incident; which would begin by taking a forensic image and searching for suspect services and files, as well as looking at access logs. Because this investigation was performed remotely, with time constraints, there was no opportunity to ask follow-up questions to the interviewee, and no forensic data was available from the machines, therefore this investigation differs from proper procedure.
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