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Investigation 

Email #1 sent to calt0563@uidaho.edu, received on Fri, 23 Jan 2004 11:55:30 (PST) from user@if.uidaho.edu

Goal
Determine to IP of origin

Available Data
Email Header (to follow)

	Received:
	from conversion-daemon.mailA.its.uidaho.edu by mailA.its.uidaho.edu (Go Vandals!) id <0HRY00001KNH9M@mailA.its.uidaho.edu> for calt0563@ims-ms-daemon; Fri, 23 Jan 2004 11:55:30 -0800 (PST)

	Received:
	from e250.if.uidaho.edu (e50.if.uidaho.edu [129.101.82.254]) by mailA.its.uidaho.edu (Go Vandals!) with SMTP id <0HRY00JKSKOIRL@mailA.its.uidaho.edu> for calt0563@ims-ms-daemon (ORCPT calt0563@uidaho.edu); Fri, 23 Jan 2004 11:55:30 -0800 (PST)

	Received:
	from e50.if.uidaho.edu(129.101.82.254) by e250.if.uidaho.edu via csmap id 8381a578_4ddd_11d8_93b8_0002b3ca7ef6_2453; Fri, 23 Jan 2004 12:51:19 -0700 (MST)

	Received:
	FROM e250.if.uidaho.edu BY e50.if.uidaho.edu ; Fri Jan 23 12:56:48 2004 -0700

	Received:
	from hura1.if.uidaho.edu(129.101.162.183) by e250.if.uidaho.edu via csmap id 40c9f47e_4ddd_11d8_8e50_0002b3ca7ef6_9334; Fri, 23 Jan 2004 12:50:45 -0700 (MST)


Tools

Yahoo email – an online email provider

Ping – a program used to determine whether a server is active

Telnet – a program used to connect remotely with a server

FTP – a program used to transfer files between machines

Whois – a protocol used to determine the owner of a domain

Procedure

1) The first step was to reply to the email that was sent to determine whether the email address was real.  The if.uidaho.edu server subsequently bounced the reply; this implies that the email address was forged, indicating a false email address.

2) The second step was to determine if the IP address 129.101.162.183 was active because it is the first origin header.  The conclusion was that the machines, hura1.if.uidaho.edu and e250.if.uidaho.edu are fictitious.  

a. This was determined by first pinging the server, the ping was unsuccessful, indicating no server at that address – or at least one that does not reply to ping requests.

b. Second, FTP attempted to connect to the server, but was unsuccessful.

c. Third, using NSLookup, attempted to find IP address of either hura1.if.uidaho.edu or e250.if.uidaho.edu.

3) After determining that first received header was fictitious, investigation moved to determining whether the next machine, e50.if.uidaho.edu was available. Conclusion is that the server is available, and the IP address for the server reported by the headers is correct.

a. First attempted to ping the server, this was unsuccessful.

b. Second, attempted to telnet to the machine, attempt was unsuccessful.

c. Third, attempted to FTP to the machine, connection was successful – machine did accept FTP connection, but was shortly disconnected concluding that the server is active.

d. Fourth, used NSLookup to determine the IP address of e50.if.uidaho.edu, returned 129.101.82.254 – which corroborates the IP address in the email header.

4) Now that the server e50.if.uidaho.edu has been confirmed as correct, additional investigation was performed to find more information on the server.

a. Used whois (http://whois.educause.net) to determine the owner of the domain if.uidaho.edu

i. No information for if.uidaho.edu

b. Used whois to determine the owner of the domain uidaho.edu

i. University of Idaho is the owner of that domain

5) Since the University of Idaho provides an online search (http://www.uihome.uidaho.edu/uihome/search.htm), a search was performed for the string ‘hura’.  This was done since that part of the header does not seem to fit any of the other server names provided, and seemed suspicious.

a. The search revealed many references to a Professor Gurdeep Hura.

Findings

This investigation into the origin of the email has determined that the ‘from’ address provided by the email does not exist and was probably forged by the sender.  Additionally, the servers, hura1.if.uidaho.edu and e250.if.uidaho.edu were not available at the time of investigation and are assumed to be fictitious.  However, the server e50.if.uidaho.edu is a traceable server, and the headers report the server’s correct IP address; this allows the conclusion that the server e50.if.uidaho.edu is the furthest upstream that this email can be tracked.

Further Investigation
Additional investigation revealed that the University of Idaho owns the server e50.if.uidaho.edu, because of its location in the uidaho.edu domain.  Using the online search engine provided by the University of Idaho provided to search for the string ‘hura’ supplied many references to a Professor Gurdeep Hura.  Additional on site investigation of the email logs at the server e50.if.uidaho.edu is necessary to determine the true origin of the email.  It may also be beneficial to contact Professor Hura at the University of Idaho.

