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Abstract

Active defense is a security tool that has not received much attention in research.  However, it is an important topic that needs to be discussed because although not generally accepted, is still utilized informally.  The largest problem facing active defense is determining what actions to take and when to take them given the risks of the actions and the risk of the threats.  In this paper, competitive co-evolution is used as a technique to develop an active defense strategy by evolving an attacker and defender population in parallel and then testing them against each other.  This technique has been successful and illustrates that competitive co-evolution can be a useful tool in determining security strategies.

1. Introduction

It’s been no surprise to the security community that the number of attacks on computer systems has been steadily increasing over several years. [1] This pattern is more disturbing when the number of national infrastructure systems accessible over the Internet is also growing.  [2] Together, this is a dangerous combination that puts the US national infrastructure at risk and threatens national security.   In addition to infrastructure, medical and financial systems are equally vulnerable and accessible, placing life-critical systems in danger.  

There is no question that these systems are being protected by extensive security measures such as firewalls and intrusion detection systems.  However, what happens if an intruder were to bypass those defenses?  It is like having a castle with very thick and tall walls, but having no security force inside – if an attacker were to tunnel under the walls, they would have full and complete access until they choose to leave.  The defenses on these critical systems are good, but not sufficient to protect against the level of sophistication that intruders are reaching.  Additionally, these defenses can not be maintained fast enough to keep up with the number of vulnerabilities discovered weekly; thereby providing attackers with an opportune time between when a vulnerability is known, and when a vulnerability can be protected against.  Preventative defenses are no longer sufficient, especially for national infrastructure and life-critical systems.

This leaves only one choice: to implement a defense that can mitigate a threat between the time it is detected and the time that it has achieved its goal.  This is the essence of active defense.

Active defense is a topic that most security researchers have shied away from.  It has been portrayed as a rash tool of the vigilante. [3, 4]  But in reality, active defense actions are varied in scope; from the notification of appropriate personnel, to the notification of authorities, to rewriting firewall rules, to initiating a denial of service attack against the attacker.  An active defense is any set of actions taken to mitigate a threat against an asset between the time the threat is detected until the time it has completed its objectives. [5] There have been very few published instances of active defense actually being utilized.  Some famous cases involve Cliff Stoll tracking German hackers in the early 80’s [6] and the US Department of Defense initiating an attack against a group attempting to use a distributed denial of service attack (DDoS). [7]  

However, certain companies, such as Cisco Systems, have recently begun to include ‘response’ technologies in their firewall and intrusion detection systems.  These ‘responses’ limit themselves to rewriting firewall or routing rules in an attempt to block an emerging threat. [8] Yet although the technology now allows us to undertake active defense action, there is still no clear method of creating and evaluating the effectiveness of an active defense strategy.  An active defense strategy is the ordered set of actions that will be taken in response to the detection of a threat.

In this paper, we will describe a novel method to derive active defense strategies using evolutionary techniques and genetic algorithms.  While active defense strategies can be derived in other ways [5], an evolutionary environment can provide a unique setting where the strategies are not determined solely by calculated risk and success, but by which strategies perform best against an attacker’s strategy.  

More specifically, competitive evolution will be utilized so that both an attack and defend strategy are simultaneously coevolved.  The strategies are then evaluated based on their performance against their evolved counterparts.  In this way, we hypothesize, that using evolutionary strategies to derive active defense strategies will yield results that are reasonable based on a commonsense understanding of security and the use of active defense. 

2. Background

2.1. Active Defense

There has been very little previous research directly relating to the topic of active defense.  Most previous work has been applied to international policy and developing a doctrine of information warfare.  In 2000, Grove, et al. in [9] attempted to determine the international legal implications of an active defense with particular focus on the UN charter and established laws of armed conflict.  The paper concluded that active defense, when utilized by a nation-state, as a response to an attack by (or sponsored by) another nation-state, was an appropriate and acceptable defense with regard to established international laws and policies.

William Yurcik has also published a series of papers regarding whether the United States should pursue a policy of information warfare, and whether that policy would be (1) in the best interests of the United States, and (2) whether it would be consistent with international law.  In his 2000 paper [10], Yurcik concludes that international law is vague with regard to the issue and leaves room for the United States to act if attacked via the Internet.  In his 2001 paper [11], Yurcik presents a framework with which to develop an information warfare policy.  This is primarily based in current rules of engagement of the United States military and the potential harm to civilian infrastructure during an attack.

Although information warfare and active defense are regularly confused because of potential offensive action, there is a significant difference between the two.  Information warfare is concerned with achieving a “military advantage using tactics of destruction, denial, exploitation, and/or deception.” [11] Active defense, on the other hand, is not concerned with military advantage, and only attempts to mitigate a threat until a previous security state has been reached.  This difference does not mean that information warfare research is not valuable; on the contrary, information warfare research is very valuable because of the stress on offensive action – the most questionable element of active defense.

In this experiment two topics are being combined in the hope of developing a new technique for information assurance policy and strategy creation – active defense and evolutionary computation.  This is not the first time that evolutionary techniques have been brought to bear on the problems of information assurance.  Most of the work combining evolution and security has been completed in the field of intrusion detection systems.  

In a seminal paper on the topic [12], Crosbie and Spafford developed a prototype system, where the agents on the system were to taught to detect intrusive behavior using genetic programming techniques.  To accomplish this, they developed a meta-language to examine specific aspects of the system such as network data and disk access.  This language was used in the parse trees developed through the use of genetic programming, which were used as rules in the agents.  If a rule was broken on the system, an agent raised the suspicion level and other agents began to look more closely at their own data by incorporating more strict rules.  When a sufficient number of agents have raised the suspicion level, the level goes above a threshold and the security officer is notified of a potential system intrusion.

While Crosbie and Spafford’s work remains one of the few in the topic, some other work has continued.  In [13], the authors use genetic algorithms to design an intelligent decision system for intrusion detection.  They want to find a new method of limiting the number of false positives in an anomaly-based intrusion detection system (one that looks for a pattern of intrusion rather than specific behavior).  Their primary objective is a classifier, which will classify and then execute an action based on the classification.  They do this by evolving a population of classifiers and testing against a previously developed knowledge base.  Their experiments were relatively successful in classifying the data and suggest that a system to evolve defensive security actions is possible.

Working in a similar vein was Spears and Gordon regarding the evolution of finite-state machine strategies for a defender-adversary game. [14] This work attempted to evolve strategies for a game involving two players competing for limited resources; the adversary’s strategy was fixed, while the defender evolved to beat it. Their results were promising, however limited by the existence of cycles in the strategies.  Their work has potential applicability in the survivability and defense of networks.

2.2. Genetic Algorithms and Co-Evolution

Research in evolutionary computing techniques has been popular in the recent decades.  Researchers in the field have created many types of evolutionary paradigms, artificial life, genetic algorithms, genetic programming, neural networks, and particle swarm among others.  For our purposes, genetic algorithms and co-evolution will be focused on.

A genetic algorithm is a computation paradigm that utilizes a population of encoded chromosomes, and operations upon those chromosomes for the purpose of searching search spaces by increasing population fitness as individuals near a goal.  This paradigm was first introduced by John Holland in [15].  However, although his original work describes natural competitive coevolving populations, his theories and experiments are only subject to fixed environments.

Since Holland’s pioneering work, John Koza has been a leader in the field, developing and championing the technique of genetic programming. See [16] for more details about Koza’s work in genetic programming.  With regard to coevolution, he put forth two papers discussing his experiments in the subject [17, 18].  In these works, Koza describes a “hierarchical coevolution,” which is where the environment for the first population consists of a second population and vice versa.  He also describes “relative fitness,” which is where an individual’s fitness is determined by its performance against all of the individuals of the opposing population.  He puts these into practice by attempting to evolve a game strategy using a tree structure; and succeeds in evolving the optimal strategy for each player without any direct knowledge of such strategy.

Robert Axelrod is generally regarded as the first to apply evolutionary techniques to game theory using the Prisoner’s Dilemma in [19].  Prisoner’s dilemma is where two players must decide whether to rat out the other person or to not talk at all.  If both players rat the other person out, they receive no reward.  If player one talks and player two does not, then player one gets a reward and the other player two does not.  If both talk, neither gets a reward.  Axelrod utilized genetic algorithms to develop a strategy for the game.  Using several fixed programs submitted in a competition by others, his algorithm was able to evolve the optimal strategy of TIT-FOR-TAT.

Miller followed Axelrod’s work in [20] by applying a co-evolutionary technique to the search for a Prisoner’s Dilemma strategy.  Instead of the tree structure used by Koza, or the linear gene structure of Axelrod, Miller utilized finite-state automata for the problem representation.  His experiments showed widely varied convergence after 10 generations depending on the information about the other player available.  The results of the co-evolutionary experiment showed that the top performer was just slightly less optimal than Axelrod’s, but was more tolerant to short-term defections by the other player.  This leads to a potential conclusion that while a co-evolutionary technique may not yield optimal strategies, the results may be very good if the game is modeled imperfectly or contains many dynamic components.

Rosin and Belew produced two papers with regard to competitive co-evolution in 1995 [21] and 1996 [22].  They used Tic-Tac-Toe, Nim, and Go as the games with which to evolve two competitive players.  They developed two novel techniques, “competitive fitness sharing” and “shared sampling,” which improved performance.  The primary purpose of the work is to improve the “parasite” (population being tested against) population so that stronger “hosts” will be evolved.  The usual method of fitness evaluation involves summing the scores during the interactions.  However, “Competitive fitness sharing” is that each “parasite” is scored with the number of “hosts” that defeat it, and a host gets a fitness that is the sum of the scores of the “parasites” defeated by it.  In this way a “host” is rewarded for defeating “parasites” few other “hosts” can.

The other technique developed by Rosin and Belew is “shared sampling” where a “host” is tested not against the entire “parasite” population as normally would be, but instead against a mixed set of “parasites” that tend to both defeat many “hosts,” and get defeated themselves.  Both of these novel techniques greatly improved the players evolved for these games.

Potter, De Jong, and Grefensttete presented [23] in 1995, which presented a solution for evolving agents with many subtasks.  Their solution was to use multiple genetic algorithms, each evolving to a single subtask.  When these populations had converged, they took the best of each population combining into a single agent, which was then able to effectively complete a more complex task composed of the trained subtasks.  Each population was guided towards its subtask not by direct instruction, but rather by initial seeding.  This is not an example of competitive co-evolution, but of a novel use of cooperative co-evolution.  This work shows that complex rule-based behavior, such as active defense actions, can be successfully evolved from simpler elements.

Haynes and Sen in [24] described their (failed) attempt at co-evolving predator and prey populations.  In their experiment, they used a grid with multiple predator and prey agents; where the predators could communicate together and the prey could not.  They expected an arms race, where one evolutionary jump by one population is quickly matched by a counter-evolutionary jump in the other.  However, the prey evolved a very simple, yet effective strategy, they all moved quickly in a straight line so that the predators were always chasing and could not surround them.  This strategy fails when pitted against a greedy algorithm, and hence did not produce a novel strategy that performs better than current strategies.  Possible improvements would be if the predators could predict prey action (n-look ahead), or if the predators could move quicker instead of only smarter; these improvements may have produced more complex prey strategies.  The lessons from this research are that prey will always tend towards simple, effective strategies which exploit the actions, or lack thereof, available to the predators.

3. Experiment

The goal of this experiment is to discover whether it is possible to evolve an active defense strategy that is reasonable and could be considered viable enough to utilize against a threat.

3.1. Scenario

Active defense is a security tool.  However, it is unlike other security tools in that it is not for general use.  Active defense is a tool that must be tailored for each threat and each asset.  For that reason, any attempt to experiment with active defense must provide a scenario for which the actions and risks are tailored.

For this experiment, a realistic scenario was chosen.  The scenario is based on a medical patient database.  This database is hosted by a medical facility that provides access via the Internet to other facilities.  The data stored in the database is necessary for patient care at the facilities that use it.  If the data’s integrity or availability were threatened, then patient care would also be threatened.  This scenario implies that the worst threats are those that compromise availability and integrity; and likewise, the riskiest active defense actions would be those that do the same.

3.2. Active Defense Modeling

The first step in developing an active defense strategy is the identification of potential actions and associated risk.  On the other side, a set of attacking actions must also be defined – as well as the risks of those attacks to the asset.  An important element is that both the attacker and defender also have a ‘null’ action available to them – which is equivalent to no action (and no risk).  The null action is included because sometimes the best action is no action.

In this experiment, 12 defensive actions were defined.  Those actions were given a risk amount, which is only relative to the other actions (defensive and offensive).  Additionally, a flag was set if the attacker’s IP address was a necessary piece of information to carry out the action; and whether the action, if successful, would permanently stop the attacker.

Table 1. Defensive Actions

	Action
	Risk
	IP Necessary
	Permanent

Stop

	Contact Administrator
	2
	
	

	Contact CTO
	5
	
	

	Shutdown Port at Firewall
	1700
	
	

	Filter IP at Firewall
	200
	X
	

	Shutdown Server
	2000
	
	

	Send TCP RST Packet
	6
	X
	

	Ask ISP to Shut-off Attack
	10
	
	

	Contact FBI
	5
	
	X

	Use Traceback
	6
	
	

	Send Virus against attacker
	1000
	X
	X

	DoS Attacker
	1000
	X
	

	Hack Attacker
	1500
	X
	X


11 offensive actions were also defined.  The risks of the offensive actions are not determined by any formula, but as relative to the other actions and the value of the asset (mainly availability and integrity).

Table 2. Offensive Actions

	Action
	Risk

	Spoof IP Address
	0

	Port Scan Server
	0

	Ping Server
	0

	DoS Server
	800

	DDoS Server
	800

	Poison DNS
	200

	Install Backdoor on Server
	900

	Download Records
	1000

	Change Records
	1500

	Send Virus against Server
	400


A table was then created that specified which defensive actions stop which offensive actions.

Table 3. Defense Action Mitigation Matrix

	Defensive Action
	Stops These Actions

	Contact Administrator
	

	Contact CTO
	

	Shutdown Port at Firewall
	Port Scan, Ping, DoS, DDoS, Backdoor, Download Records, Change Records, Virus

	Filter IP at Firewall
	Port Scan, Ping, Backdoor, Download Records, Change Records

	Shutdown Server
	All Actions

	Send TCP RST Packet
	Port Scan, Ping, Backdoor, Download Records, Change Records

	ISP Shut-off
	Port scan, Ping, DoS, Backdoor, Download, Change Records

	Contact FBI
	Download Records

	Use Traceback
	

	Send Virus Against Attacker
	Port Scan, Ping, DoS, Backdoor, Download, Change Records, Send Virus against Server

	DoS Attacker
	Port Scan, Ping, DoS, Backdoor, Download, Change Records

	Hack Attacker
	Port Scan, Ping, DoS, DNS, Backdoor, Download, Change Records


The ‘Use Traceback’ defensive action plays an important role.  It itself does not stop any actions, however if an attacker has used the ‘Spoof IP’ action, then traceback will find the IP of the attacker so that defensive actions that require a valid IP will then be effective.  Additionally, the Contact CTO and Contact Administrator actions do not do anything very valuable, but are there because in a real active defense scenario those would are required before an active defense can be initiated (although that is not modeled here).

3.3. The Game

Active defense in this experiment is played like a game.  The attacker plays one action, if that action is neither null nor ‘IP Spoof’, then the defender has the opportunity to counter the attack.  If the defender executes the ‘Use Traceback’ action, then the attacker’s IP address is known until the attacker executes the ‘IP Spoof’ action again. All of the defender’s actions are iterated through until (1) there are no more defensive actions, or (2) the attack is successfully stopped.  Each action that the defender takes accumulates risk, however only if the attack is not stopped is the attack risk also added.  This is illustrated in the table below.

Table 4. Risk Assignment

	Defender
	Attacker

	
	Success
	Stopped

	Success
	Defender Risk
	Defender Risk

	Unsuccessful
	Attacker + Defender Risk
	Defender Risk


The algorithm for the game is as follows.

int risk = 0;

for-each(attackerAction){


boolean stopped = false;


for-each(defenderAction){



risk += risk(dAction);



if(permanentStop(dAction,aAction){




return risk;



}



else if(stops(dAction,aAction)){




stopped = true;



}


}


if(!stopped) risk += risk(aAction);

}

return risk;

3.4. Genetic Algorithm

To accomplish this experiment, two populations will need to be evolved in parallel – one for attackers and one for defenders.  These populations will then be placed in competition to obtain the fitness of the individuals. 

Table 5. Genetic Algorithm Parameters

	Paradigm
	Generational

	# of Populations
	2

	Population Size
	60

	# of Trials
	100

	Fitness Evaluations
	132,000

	Parent Selection
	Tournament Selection

	Elitism
	Top 2 are kept

	Mutation Type
	Uniform Random Replacement

	Mutation Rate
	1/n

	Crossover Type
	2-pt crossover

	Crossover Probability
	100%

	# Actions in Chromosome
	8

	# Initial Actions
	4


3.4.1. Initialization

The chromosomes were randomly initialized with actions.  However, they were not filled.  The chromosome was first filled with null actions, then, a certain number (see Table 5. Genetic Algorithm Parameters) of random actions were chosen to be placed in random locations within the chromosome array.

3.4.2. Mutation

The mutation algorithm chosen is uniform random replacement.  Each allele has probability 1/n (where n is the number of actions in the chromosome) to be randomly changed with another action.  The action randomly chosen can be null; this means that the action can be ‘removed.’  Because no-action is a legitimate active defense strategy, this does not affect the evolution of a strategy.

3.4.3. Crossover

Two-point crossover was chosen as the method of crossover.  In two-point crossover, two points are randomly chosen and the mid-section is swapped between the chromosomes.

3.4.4. Selection

Selection for crossover was done with 2-element tournament selection.  In this method, two chromosomes are randomly selected, and the one with the best fitness becomes a parent in crossover.

3.4.5. Fitness Evaluation

In this experiment, the fitness evaluation follows what is normal procedure for competitive co-evolution.  Each member of a population is independently tested against each member of the opposing population.  The fitness of the chromosome is the sum of the risk produced in the competitions with all the elements of the opposing population.

4. Results

Using a competitive co-evolution technique, the experiment produced successful results.  The results fall into two sections, population fitness and the development of a strategy.  The population’s fitness shows very clear competitive co-evolutionary behavior as well as an insight into the choices made by individuals in the population.  The strategy developed in the experiment also shows a clear trend and supports the hypothesis that a strategy can be successfully evolved.

4.1. Population Fitness

In most genetic algorithms, the average fitness of the population over time rises or falls as it reaches a solution.  However, with competitive co-evolution, this is not the case.  As shown by Figure 1. Average Attack Population Fitness Over 1000 Generations and Figure 2. Average Defender Population Fitness Over 1000 Generations, the fitness of the populations quickly rise to a level then fluctuates near that level over time.  More importantly is the fact that the change of the population fitness should mirror that of the opposing population.  

As one population makes a change, the opposing population will make a change to counter the change.  This effect has been previously shown in [21, 24].  If a close examination of the two graphs is made, the attacker population, while making more significant changes, and the defender population closely mirror each other.  The reason for the larger changes in the attacker is due to the fact that the attacker is free to experiment with riskier actions, while the defender is going to usually choose the same safe actions.  This conclusion about the behavior of the populations is supported by the individual choices of the chromosomes (as described in the next section).

4.2. Strategy Results

The purpose of this experiment was to determine whether competitive co-evolution was a useful technique in developing active defense strategies.  After running the genetic algorithm for 1000 generations over 100 trials, a clear strategy emerged.  The strategy produced is reasonable and effective.

The attackers choose a strategy that inflicts the most amount of risk while minimizing the defensive actions available to mitigate the threat.  As shown by Table 7. Attack Action Frequency, the attackers normally choose to spoof their IP for the first 2-3 actions, then to poison the DNS the next 3-4 actions, and then finally either execute a DDoS attack or change the records.  This strategy was developed consistently over many iterations of the experiment.  

This evolved attack strategy is successful because spoofing the IP address early in the actions limits the defensive actions possible to only those not requiring the attackers IP address, or the ‘Use Traceback’ action.  Additionally, ‘Poison DNS’ is an attack that is difficult to defend and therefore has the highest likelihood of succeeding.  Lastly, the attacker choose to either change the records, or launch a DDoS attack because the actions necessary to mitigate the ‘Poison DNS’ attack do not mitigate the DDoS or changing the records – and the ones that do mitigate are very risky for the defender.  Therefore, the defender is likely not to take an action but rather absorb the attack.

The defenders also choose a clear and reasonable strategy.  As illustrated by Table 6. Defensive Action Frequency, the defense choose three actions very frequently; these are ‘Ask ISP to shutoff attack’, ‘Contact FBI’, and ‘Use Traceback.’  Obviously, the defender needs to execute ‘Use Traceback’ to gather the requisite IP data for other actions; and since the attackers generally use IP Spoofing early in the attack, the defenders also show heavier use of ‘Use Traceback’ in the early actions rather than the later.  

The defender also used the ISP and FBI actions because those are the actions with the highest risk/benefit ratio (risk vs. stopping or permanently stopping the attack).  This is also why the attackers choose to heavily use the DNS attack, because the ISP and FBI could not counteract the DNS attack.

This is a strategy also used by people who informally use active defense: get the attacker’s data (if possible), then hand the defense to another entity (either ISP or FBI) for them to stop the attack and assume the risk.  This defense and attack show that competitive co-evolution can indeed derive security strategies if used with the game model.

4.2.1. Example Strategies

Here is an example attack and defend strategy developed through competitive co-evolution.

Attacker: (Spoof IP Address) (Poison DNS) (Port Scan the Server) (Port Scan the Server) (Poison DNS) (Port Scan the Server) (Hack Server, Install Backdoor) (Poison DNS)

Defender: (Ask ISP to Shut-off Attack) (Use Traceback) (Use Traceback) (Contact Administrator) (Contact FBI) (Filter IP at firewall) (Contact Chief Technology Officer) (Null Action)

5. Conclusions

Active defense is a difficult topic because uncertain risks must be weighed with benefits.   However, if a method could be introduced to incorporate these issues and produce a strategy, then active defense could be used as a legitimate security tool.  In this paper a new technique for developing active defense strategies was illustrated.  The technique involved modeling security as a game and utilizing competitive co-evolution as the tool determining the best strategy.

The rules of the game are the actions (of both attacker and defender), the risks of the actions, the relationship of the actions, and the accumulation of risk.  Then a population of defenders and attackers is initialized, and standard evolutionary techniques of mutation and crossover are applied in order to produce better strategies that will survive encounters with the opposing population.

The technique was shown to be successful.  The fitness of the populations over time was shown to mirror each other, and general conclusions about the nature of the strategies emerged from the experiment.  It was shown that in general, the attacking population was much more diverse in its use of actions, while (overall) the defensive population took much more conservative actions and did not overly diversify.

Additionally, the strategies that emerged were realistic and followed current active defense understandings.  These strategies were that attackers spoofed their IP, then poisoned the DNS (since there are few defenses for it), and then either executed a DDoS or attempted to change the records in the server.  On the other hand, the defenders took a conservative route, using the ISP and FBI to mitigate the attack because there is little risk with using third parties.

These results support the hypothesis that using evolutionary techniques, especially competitive co-evolution is successful in producing active defense solutions when coupled with a game-like paradigm.  This conclusion can support extending competitive co-evolution to other security strategy production and further work into evolutionary computation as applied to computer security.
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Appendix A: Experiment Data
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Figure 1. Average Attack Population Fitness Over 1000 Generations


[image: image2.wmf]Defender Population Fitness

0

2000000

4000000

6000000

8000000

10000000

12000000

14000000

16000000

1

60

119

178

237

296

355

414

473

532

591

650

709

768

827

886

945

Generation

Fitness

Population Fitness

25 per. Mov. Avg. (Population

Fitness)


Figure 2. Average Defender Population Fitness Over 1000 Generations

Table 6. Defensive Action Frequency

 DEFENSE ACTION                                 DEFENSE POSITION
                                   0    1    2    3    4    5    6    7    
Null Action                        58   58   57   48   57   53   50   52   
Contact Administrator              8    2    5    6    6    10   5    5    
Contact Chief Technology Officer   3    2    2    6    9    5    7    9    
Shutdown port at firewall          0    0    0    0    0    0    0    0    
Filter IP at firewall              0    1    1    2    2    1    0    2    
Shutdown Server                    0    0    0    0    0    0    0    0    
Send TCP RST Packet                3    4    6    5    6    5    7    5    
Ask ISP to Shut-off Attack         7    15   7    10   9    7    18   11   
Contact FBI                        4    2    5    4    1    5    3    7    
Use Traceback                      17   16   17   19   10   14   10   9    
Send Virus Against IP              0    0    0    0    0    0    0    0    
Initiate DoS Against IP            0    0    0    0    0    0    0    0    
Attempt to Hack Attacker           0    0    0    0    0    0    0    0   
Table 7. Attack Action Frequency
ATTACK ACTION                                  ATTACK POSITION
                                   0    1    2    3    4    5    6    7    
Null Action                        54   51   56   48   56   43   46   49   
Spoof IP Address                   39   24   19   7    4    2    0    3    
Port Scan the Server               0    4    6    7    6    5    6    1    
Ping the Server                    0    1    0    2    3    2    5    1    
DoS the Server                     0    0    0    0    0    2    2    4    
DDoS the Server w/ Zombies         0    1    0    2    2    6    6    5    
Poison DNS                         7    12   8    17   10   12   8    11   
Hack Server, Install Backdoor      0    1    2    2    1    7    4    3    
Hack Server, Download Records      0    0    1    0    2    4    2    4    
Hack Server, Change Records        0    2    7    8    10   10   13   12   
Send Virus Against Server          0    4    1    7    6    7    8    7   
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		737163

		709327

		761055

		806442

		724233

		781023

		784778

		717552

		629957

		586833

		639946

		661396

		645065

		670718

		714736

		750284

		608763

		606245

		626734

		476973

		662759

		561998

		698738

		657482

		690294

		788628

		625054

		679583

		667731

		722363

		595501

		646875

		523255

		600514

		583766

		532480

		532105

		620701

		567051

		553061

		530038

		468530

		529530

		643568

		565431

		674531

		646436

		620424

		530682

		580149

		510382

		488900

		470701

		549529

		488127

		483287

		486409

		466926

		493351

		557529

		599938

		734347

		601894

		562010

		639683

		590002

		641623

		460207

		522319

		488556

		615172

		648319

		590233

		468816

		519604

		501087

		463982

		572901

		494363

		602070

		555621

		564436

		593949

		590063

		527588

		583926

		601871

		813836

		717175

		730645

		741115

		660743

		698146

		615757

		659400

		506456

		702923

		598128

		721999

		679874

		608669

		639866

		620938

		615915

		628409

		713232

		657912

		714966

		711294

		778066

		607998

		738583

		622510

		570340

		536080

		754545

		654319

		677024

		619802

		820769

		554888

		879587

		522174

		703088

		563804

		658587

		495070

		549792

		519697

		613162

		483903

		654137

		518610

		591164

		537616

		540485

		534745

		499004

		594707

		486420

		650225

		552409

		577455

		530705

		444782

		485790

		458109

		482669

		558932

		470954

		561221

		531616

		579276

		548918

		514696

		655286

		568896

		610425

		580942

		584922

		528425

		549944

		428576

		498704

		375321

		453104

		503041

		491015

		500224

		530895

		467200

		496485

		509307

		525599

		502230

		482255

		463300

		491846

		524024

		459529

		440914

		388517

		548156

		513584

		582402

		537521

		594665

		505717

		681962

		582284

		596465

		681969

		662034

		675661

		632465

		484808

		573261

		514359

		561982

		539287

		595451

		669212

		600668

		600227

		571052

		703535

		530169

		397567

		546051

		490365

		457075

		517361

		510621

		488773

		412359

		413987

		391792

		531233

		472691

		514728

		558922

		486911

		538953

		481946

		637082

		544140

		519577

		529677

		531479

		536311

		624417

		571411

		597223

		606525

		600214

		720206

		755435

		693748

		728593

		776291

		728144

		721236

		667603

		703298

		724214

		695926

		670063

		731812

		637228

		714143

		645946

		693720

		645035

		805543

		811791

		671088

		896213

		688604

		672116

		703072

		616339

		710523

		593777

		729197

		663960

		594331

		706274

		737177

		801415

		817561

		826634

		801981

		797361

		947636

		808824

		810536

		648693

		854820

		729609

		686617

		631133

		649513

		489287

		539580

		635841

		567172

		694676

		510680

		577407

		624115

		503529

		547879

		569883

		629788

		564251

		565374

		652606

		495587

		555225

		555179

		549850

		555977

		570398

		628447

		586230

		622457

		718389

		692429

		772856

		719198

		774284

		509232

		635372

		600331

		654524

		572495

		627899

		596739

		567276

		521892

		561823

		557475

		588942

		536115

		676478

		559788

		468844

		470106

		532523

		564249

		430410

		515383

		435840

		479111

		458557

		474664

		515253

		470937

		507311

		589423

		545814

		493649

		554920

		494938

		500760

		541177

		495027

		479782

		510825

		449648

		524808

		504309

		490423

		500244

		520329

		420366

		516364

		541519

		558282

		601189

		528548

		543609

		572880

		607333

		560388

		567909

		551924

		522343

		521225

		598033

		555482

		550695

		599250

		577209

		509888

		485993

		581957

		515637

		519130

		676107

		558407

		622273

		784766

		567900

		617304

		583714

		531328

		443430

		442839

		559370

		496808

		466188

		512018

		466358

		491168

		511620

		525343

		625253

		574542

		582881

		582705

		540100

		560322

		517046

		522010

		487511

		553146

		457872

		472342

		458626





Defender Chart

		4381484

		4614425

		4975128

		5345550

		5575870

		5664718

		6563556

		5739191

		7102372

		6921445

		8295214

		8247959

		9482079

		10817055

		9954004

		9331126

		9642395

		10165023

		10643786

		11567111

		10697395

		11611195

		10928360

		9414716

		10680868

		10999205

		10719576

		10751174

		10644286

		10172240

		11563309

		10806482

		11132050

		10856701

		10962204

		9149708

		8233860

		9680929

		9715599

		11116677

		9882771

		9853697

		10416414

		10187219

		9558616

		8491471

		9623264

		9719664

		10279168

		11531822

		9061136

		9043539

		9438318

		9963024

		8834540

		9167201

		9987201

		10307420

		10912039

		10421899

		9413952

		10016904

		9026018

		9765733

		9443361

		9889288

		10906245

		9406965

		10070908

		11122932

		9674851

		10254227

		8624873

		10471727

		9002805

		8809176

		9338203

		9497067

		10338917

		9211700

		9993943

		9114825

		9638922

		9542808

		9804432

		10180554

		8702842

		9228239

		9904758

		9499227

		10518946

		10104416

		10180429

		9977563

		9188083

		10480252

		10345379

		8085410

		10386482

		9521301

		8290288

		10481982

		9969312

		10321013

		9081880

		9165107

		8679033

		9202016

		8910574

		9187890

		10178407

		9870090

		11109438

		9493029

		10143865

		9361674

		9614564

		8666679

		11150411

		8501197

		9650483

		8779626

		9819961

		11206325

		9635746

		10591778

		10288726

		9525046

		10729942

		9467682

		10428932

		11516884

		12446365

		9566402

		9663355

		9233135

		11473269

		9631571

		10885349

		9485984

		10545133

		11724729

		9807321

		9938761

		10696700

		10356542

		10324154

		11354892

		10298546

		10275544

		10909504

		11055288

		9885734

		10446107

		9665471

		10280151

		9086513

		9686807

		11987044

		10948722

		9852600

		9082258

		9751741

		10869067

		9042751

		9829768

		8123013

		9190627

		9414726

		8298880

		9998388

		8979636

		9825959

		9350323

		10322333

		9551003

		9637240

		8909252

		10311989

		9934763

		8746894

		8351419

		8502826

		9151559

		10070304

		10425148

		9334860

		10636725

		9067158

		9007867

		10883757

		11002139

		9416170

		8674821

		8884387

		9284246

		10418427

		8737862

		8412894

		8476562

		7752008

		8340917

		7803527

		9563755

		9540678

		8720245

		10266635

		10821502

		10648121

		9062891

		9373502

		9846459

		7772552

		9750007

		8649885

		9321804

		9611407

		8743629

		9206649

		9404331

		7791175

		8568627

		9777751

		8268693

		8645036

		8893869

		8709651

		9165995

		8469577

		9940522

		9262543

		8903182

		9186105

		9259676

		8937203

		9040443

		9921906

		11346170

		11557782

		10437070

		10003441

		12475878

		11884457

		10244575

		10129729

		11567286

		9260946

		9606258

		8334926

		8981179

		9614722

		9106146

		9171850

		12113003

		10922226

		9384986

		10746901

		9221848

		11678755

		9705160

		9265565

		10006461

		9583880

		10195392

		8587760

		9383574

		9422153

		9004476

		9451794

		8585682

		9562348

		8928547

		9803562

		8295901

		10493702

		9591234

		10066310

		9862252

		9724848

		9900387

		8461161

		8858849

		10280663

		10974971

		8508290

		8665379

		8324373

		11600322

		11233707

		11051411

		9553787

		11357612

		10415010

		10192065

		10631000

		8612985

		8871908

		8885854

		9023088

		8690956

		9939707

		8734727

		10046113

		9140627

		10262893

		11213513

		10421292

		10958668

		9072198

		10134757

		10264866

		10653185

		10403378

		9399898

		10293742

		10208724

		9451984

		10543832

		11396469

		10698570

		10353310

		12657602

		8605751

		10513396

		10686685

		11159798

		9681565

		9142706

		9137191

		8344482

		9098063

		8821834

		9602963

		9085220

		9107477

		8524502

		8982181

		9499763

		10393690

		9615187

		9582219

		11270622

		9362902

		10494332

		9424409

		9769598

		9706105

		9300819

		9138058

		11062060

		11059179

		10892253

		10651591

		10911022

		10680031

		9598076

		11040249

		11192495

		11625373

		10089540

		9517534

		9962003

		11913192

		9906103

		12210972

		10222738

		8720645

		11314304

		9899227

		9785947

		9240285

		8963059

		10768480

		9391775

		10469496

		10172580

		9686670

		12194265

		10962484

		8590714

		9914985

		10948268

		8911806

		10295842

		10832871

		10804532

		9960902

		10646862

		10278738

		9776100

		9187835

		8931654

		9495312

		9819936

		8876899

		9110016

		10271732

		9948900

		9809172

		12052559

		10369749

		10131846

		11496800

		11497238

		10506267

		9565792

		10427408

		12760465

		11961950

		11563317

		10563184

		9291609

		9667742

		9172603

		8908620

		10192814

		10142231

		11262454

		9470059

		9989847

		9450739

		11613628

		12045073

		10369041

		12696580

		10498894

		11888741

		11321958

		9828733

		9851520

		10781928

		11360069

		10716508

		9976601

		10334734

		11507639

		11507177

		9841413

		10116940

		9843243

		10174658

		10246444

		9207860

		10919654

		9683767

		10037327

		9751085

		10508000

		10162699

		11372258

		8392308

		10246165

		9319760

		10053547

		11529233

		10354675

		10375085

		12649695

		10952789

		11055640

		12245224

		12470678

		10587794

		10133522

		9947804

		10912392

		10660279

		12097409

		10630557

		11722027

		10881287

		9993662

		9644172

		10283313

		12015202

		13261433

		12022879

		13464208

		11154083

		9397884

		9860738

		10622943

		10772146

		9708221

		10029986

		10823175

		11182825

		11299979

		10778790

		11175411

		11473876

		9539783

		11369645

		10384805

		11323968

		10319119

		12267551

		9324867

		9896412

		11378479

		11592191

		10206749

		10576641

		10138368

		12674661

		11532055

		10914392

		9323488

		10827134

		11771014

		10594967

		9436561

		11801795

		9733718

		10164066

		9374156

		10306390

		12943796

		10179446

		12372821

		9919840

		10018998

		9805084

		10114501

		9608132

		10218594

		11946964

		11804466

		9917964

		10470582

		9475242

		10003992

		9587099

		8694724

		9465376

		9195811

		8475945

		9941261

		9652933

		10123273

		9424279

		9884932

		9319569

		10356569

		10327607

		11588796

		10614009

		9781517

		10251936

		10540662

		9160811

		9049923

		10489786

		10083536

		10767081

		10064668

		10999905

		9918003

		9357966

		9722551

		11261304

		9468109

		10086049

		10862026

		9596610

		9529109

		10625515

		11150032

		9725009

		10432089

		10864644

		11121552

		11160080

		12720674

		11027921

		10867932

		10383255

		10450009

		9491285

		9436071

		8787009

		9944609

		10857753

		10832700

		9575699

		10674433

		10521917

		11210794

		11239268

		11230373

		11297636

		11217618

		11384602

		12713906

		11002398

		10775887

		12715923

		9347786

		9735029

		10338637

		10642152

		10373638

		9537283

		10990461

		9411115

		9970511

		9085372

		8607292

		9659883

		8827153

		10216559

		10709420

		9925692

		10620190

		11618389

		11643044

		11459344

		10235004

		11379036

		11702867

		9451286

		10153676

		9572081

		10024727

		9586783

		10311469

		9411741

		10268459

		9831664

		10815159

		9916583

		10449632

		9988584

		10550158

		10201357

		10624561

		9514665

		9748416

		9162921

		9255602

		9081369

		8274084

		8887485

		8871195

		9387007

		8798859

		8523107

		9016025

		9267150

		10232146

		9217103

		11237779

		8310708

		9356823

		10282823

		11665962

		9924435

		8760503

		9303311

		9056217

		8313408

		10121104

		10052907

		9377614

		8643681

		8518127

		7093917

		9425417

		9547519

		10298938

		9758382

		8031257

		9095112

		9169630

		9400373

		10040087

		9702541

		9581414

		11071305

		9080249

		9282390

		9241333

		9237355

		10839351

		9658380

		8724968

		9692256

		9532423

		10664525

		10595803

		10353753

		10066337

		10635694

		9337032

		10795876

		10322908

		12187778

		10316574

		9861217

		10622039

		9166166

		11052139

		10088777

		9713372

		9555044

		12983201

		9272912

		12072430

		10079999

		10740778

		10765888

		11037377

		10274760

		9731116

		9723500

		10889689

		9776330

		10683725

		10823931

		10874640

		10265265

		12296545

		10836721

		10459138

		10811182

		9840563

		9746511

		10125824

		10741228

		10540933

		11229061

		9726523

		10885371

		10296364

		9021840

		9828326

		9001555

		8854984

		10063891

		10250387

		10586317

		11161625

		11549921

		10446392

		10212229

		11394151

		10888926

		10365725

		10567226

		9615140

		9206401

		9284396

		8533331

		7947460

		7577529

		6791255

		8255654

		8147986

		8486890

		7608789

		7277740

		8450045

		7569210

		8437271

		7690209

		7875196

		8274611

		8440011

		8470149

		8503726

		7053564

		7944592

		8676014

		8723108

		8812444

		9795977

		8508771

		9779097

		8633191

		8391102

		7783825

		9945139

		9417624

		10219299

		9160830

		7887846

		9647317

		8515330

		11271971

		8352031

		8916469

		10667628

		9130776

		10811612

		10897780

		11220751

		8591703

		7880361

		10561859

		7675055

		8860585

		9857846

		10261785

		9451330

		8147183

		9585341

		8319292

		10137137

		9310712

		10606937

		10689577

		8423152

		9864935

		10151037

		11409183

		10285854

		8422334

		10088062

		9132935

		10563651

		9767171

		9695245

		9404585

		10072487

		10435108

		9349932

		10896293

		11311721

		11922596

		10877183

		12699427

		10318171

		10129083

		8510525

		9541366

		8551728

		9573658

		12675310

		9515095

		9296067

		11813496

		9708716

		11359825

		10044184

		14855837

		10358499

		11178573

		10138395

		10538681

		11068357

		10618841

		10333059

		9646056

		9660549

		9408728

		9637786

		9570271

		10661746

		10334781

		12007426

		10874874

		10621283

		10656506

		11287688

		12112755

		9551719

		10596426

		11630724

		13142125

		11374748

		11095751

		11394673

		10554729

		9781879

		12151271

		11844510

		12591025

		10703231

		9438933

		9161009

		9659356

		10737893

		9747817

		10988039

		10343566

		10236621

		11000137

		9476472

		10502491

		9434150

		10870767

		10216264

		10151161

		9595478

		10226172

		10095783

		10461096

		11189206

		10112414

		10051618

		9238946

		8305207

		9523799

		8245430

		9706850

		9706944

		9431459

		10007294

		9844921

		9685258

		11499278

		8703984

		8975401

		8358674

		8765884

		10520966

		8767775

		10056119

		9882046

		10167296

		9572823

		9766189

		9554342

		8618925

		8403079

		9623328

		9880880

		9783287

		9823577

		10566228

		10384997

		10607496

		11516839

		9636390

		11126692

		10921360

		11211195

		10623010

		11238769

		8907733

		11032064

		10555339

		10160986

		11480763

		11174782

		8826342

		10832115

		10385947

		11295202

		13177367

		9926388

		10901498

		10488706

		10815002

		9631839

		10616559

		8494193

		9394976

		9908536

		11432243

		9240838

		8648348

		8937622

		9007175

		8144027

		9149927

		9162207

		8489114

		9205818

		9200102

		9770293

		9736005

		10638540

		10428856

		10201923

		9131728

		9251108

		9403073

		10571546

		10328643

		9945580

		8166343

		10061405

		10101805

		10451335

		9935374

		10547598

		11137327

		10718306

		11320244

		10225536

		11491322

		10988926

		10790310

		10357273

		10231074

		10685010

		8729092

		8405451

		8895143



Population Fitness

Generation

Fitness

Defender Population Fitness



Defender

		4381484

		4614425

		4975128

		5345550

		5575870

		5664718

		6563556

		5739191

		7102372

		6921445

		8295214

		8247959

		9482079

		10817055

		9954004

		9331126

		9642395

		10165023

		10643786

		11567111

		10697395

		11611195

		10928360

		9414716

		10680868

		10999205

		10719576

		10751174

		10644286

		10172240

		11563309

		10806482

		11132050

		10856701

		10962204

		9149708

		8233860

		9680929

		9715599

		11116677

		9882771

		9853697

		10416414

		10187219

		9558616

		8491471

		9623264

		9719664

		10279168

		11531822

		9061136

		9043539

		9438318

		9963024

		8834540

		9167201

		9987201

		10307420

		10912039

		10421899

		9413952

		10016904

		9026018

		9765733

		9443361

		9889288

		10906245

		9406965

		10070908

		11122932

		9674851

		10254227

		8624873

		10471727

		9002805

		8809176

		9338203

		9497067

		10338917

		9211700

		9993943

		9114825

		9638922

		9542808

		9804432

		10180554

		8702842

		9228239

		9904758

		9499227

		10518946

		10104416

		10180429

		9977563

		9188083

		10480252

		10345379

		8085410

		10386482

		9521301

		8290288

		10481982

		9969312

		10321013

		9081880

		9165107

		8679033

		9202016

		8910574

		9187890

		10178407

		9870090

		11109438

		9493029

		10143865

		9361674

		9614564

		8666679

		11150411

		8501197

		9650483

		8779626

		9819961

		11206325

		9635746

		10591778

		10288726

		9525046

		10729942

		9467682

		10428932

		11516884

		12446365

		9566402

		9663355

		9233135

		11473269

		9631571

		10885349

		9485984

		10545133

		11724729

		9807321

		9938761

		10696700

		10356542
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		548918

		514696

		655286

		568896

		610425

		580942

		584922

		528425

		549944

		428576

		498704

		375321

		453104

		503041

		491015

		500224

		530895

		467200

		496485

		509307

		525599

		502230

		482255

		463300

		491846

		524024

		459529

		440914

		388517

		548156

		513584

		582402

		537521

		594665

		505717

		681962

		582284

		596465

		681969

		662034

		675661

		632465

		484808

		573261

		514359

		561982

		539287

		595451

		669212

		600668

		600227

		571052

		703535

		530169

		397567

		546051

		490365

		457075

		517361

		510621

		488773

		412359

		413987

		391792

		531233

		472691

		514728

		558922

		486911

		538953

		481946

		637082

		544140

		519577

		529677

		531479

		536311

		624417

		571411

		597223

		606525

		600214

		720206

		755435

		693748

		728593

		776291

		728144

		721236

		667603

		703298

		724214

		695926

		670063

		731812

		637228

		714143

		645946

		693720

		645035

		805543

		811791

		671088

		896213

		688604

		672116

		703072

		616339

		710523

		593777

		729197

		663960

		594331

		706274

		737177

		801415

		817561

		826634

		801981

		797361

		947636

		808824

		810536

		648693

		854820

		729609

		686617

		631133

		649513

		489287

		539580

		635841

		567172

		694676

		510680

		577407

		624115

		503529

		547879

		569883

		629788

		564251

		565374

		652606

		495587

		555225

		555179

		549850

		555977

		570398

		628447

		586230

		622457

		718389

		692429

		772856

		719198

		774284

		509232

		635372

		600331

		654524

		572495

		627899

		596739

		567276

		521892

		561823

		557475

		588942

		536115

		676478

		559788

		468844

		470106

		532523

		564249

		430410

		515383

		435840

		479111

		458557

		474664

		515253

		470937

		507311

		589423

		545814

		493649

		554920

		494938

		500760

		541177

		495027

		479782

		510825

		449648

		524808

		504309

		490423

		500244

		520329

		420366

		516364

		541519

		558282

		601189

		528548

		543609

		572880

		607333

		560388

		567909

		551924

		522343

		521225

		598033

		555482

		550695

		599250

		577209

		509888

		485993

		581957

		515637

		519130

		676107

		558407

		622273

		784766

		567900

		617304

		583714

		531328

		443430

		442839

		559370

		496808

		466188

		512018

		466358

		491168

		511620

		525343

		625253

		574542

		582881

		582705

		540100

		560322

		517046

		522010

		487511

		553146

		457872

		472342

		458626



Population Fitness

Generation

Fitness

Attack Population Fitness



Attacker

		154150

		155671

		183723

		183337

		222417

		234473

		294981

		260666

		323413

		344958

		384296

		466274

		432828

		565823

		486896

		473571

		509593

		558177

		536518

		567121

		525409

		575539

		608861

		500103

		512896

		590346

		520369

		546171

		510317

		581609

		679625

		645257

		583937

		596181

		602359

		527844

		511464

		546532

		474150

		598731

		550394

		562877

		623327

		528836

		569168

		512653

		537785

		555938

		570412

		613497

		676996

		540237

		524943

		565544

		526801

		557297

		655817

		565117

		728574

		655155

		526126

		466814

		640437

		503064

		576333

		585168

		609260

		492905

		503869

		601415

		586725

		527588

		503518

		573374

		535132

		468056

		460360

		539612

		566761

		626189

		527749

		523195

		478240

		506455

		536627

		560069

		598150

		613149

		649350

		564603

		681564

		663624

		600009

		768274

		654947

		678330

		742662

		618383

		684252

		633013

		828517

		562150

		649071

		610773

		711657

		589996

		644225

		573551

		687760

		589726

		634259

		504538

		590313

		618144

		585574

		614052

		534619

		664601

		626271

		571558

		634491

		520296

		594605

		526789

		506194

		501781

		467984

		412417

		558202

		476587

		458930

		459214

		728351

		613585

		683652

		604317

		672142

		618229

		911189

		643672

		754721

		689282

		596937

		692376

		651091

		735795

		681262

		744837

		814302

		722134

		618667

		721256

		708438

		794464

		726450

		674151

		699876

		684566

		804116

		674954

		693768

		534234

		584661

		621617

		500893

		504491

		571582

		529012

		588872

		500345

		620097

		522334

		643516

		544913

		554354

		497103

		525923

		576786

		515524

		659017

		463652

		447700

		448696

		513695

		511768

		568105

		496214

		501843

		535914

		589873

		629258

		702571

		625554

		544460

		654932

		580046

		705717

		587092

		518420

		546078

		559815

		453039

		504840

		475128

		619810

		716195

		785010

		702833

		708362

		598949

		655308

		709853

		629533

		647944

		618045

		591888

		668809

		703745

		609997

		686390

		551266

		574012

		667857

		612380

		520605

		559043

		514912

		663392

		556872

		599298

		535174

		573665

		549162

		592448

		512050

		556722

		481687

		736252

		670397

		711495

		681519

		815810

		814086

		630568

		629825

		661969

		665813

		617159

		576111

		535376

		785402

		704138

		718471

		643970

		657415

		517154

		749645

		583967

		667020

		499420

		662152

		533766

		642834

		504399

		485583

		564109

		534663

		600508

		586479

		508859

		488137

		500016

		598791

		489517

		549536

		494951

		641101

		532953

		597192

		567716

		547144

		498265

		489025

		490315

		524090

		457146

		491974

		566348

		670324

		598185

		483143

		629700

		526353

		478966

		477515

		425374

		480166

		465571

		394513

		431263

		447526

		476190

		407217

		540252

		445689

		541062

		482208

		682187

		508860

		612090

		568316

		740596

		535600

		599801

		560785

		545641

		499447

		530466

		589374

		531984

		605032

		555087

		501845

		697660

		595157

		632241

		482637

		544238

		395300

		423267

		428467

		445473

		465928

		418049

		404599

		459713

		555083

		586198

		765521

		562315

		685049

		605831

		709985

		638009

		630452

		532633

		652208

		555735

		633015

		640054

		621375

		659795

		629572

		586118

		684501

		655992

		763767

		704497

		723651

		694486

		705516

		667620

		835899

		658209

		902912

		597776

		596590

		599746

		625403

		698322

		710685

		556066

		674710

		561081

		616081

		540447

		654269

		601071

		623100

		625250

		601448

		614498

		610760

		614403

		727047

		692059

		653646

		693711

		595096

		651141

		596899

		650654

		622894

		633135

		668812

		658760

		652717

		613425

		603242

		609423

		657183

		638575

		691649

		691575

		650297

		557862

		585508

		570074

		630217

		655193

		669532

		552694

		681845

		593851

		565524

		523188

		639572

		632465

		623618

		538178

		556547

		600338

		685590

		571142

		576764

		622769

		638308

		635052

		524141

		632150

		562441

		699899

		604436

		632124

		638699

		742873

		576109

		633658

		517967

		678067

		587083

		742977

		564794

		648887

		590806

		569815

		671970

		682833

		591609

		644324

		483272

		512641

		606579

		575936

		603895

		643845

		614379

		617912

		704267

		599163

		662762

		584900

		649717

		519978

		495014

		534961

		597183

		680133

		652693

		742607

		698946

		682722

		691231

		730336

		767203

		794416

		731996

		726050

		597339

		466959

		551694

		532792

		599991

		545948

		659108

		609152

		690823

		657700

		612070

		613542

		652988

		659313

		597664

		752429

		598181

		612743

		569891

		550406

		581122

		629441

		634303

		738838

		702883

		668151

		936313

		720164

		859791

		747317

		702400

		731150

		637847

		587308

		638336

		603298

		574669

		500499

		575480

		656856

		633095

		594977

		556309

		555333

		553888

		610337

		682807

		678532

		735590

		760757

		629263

		691797

		580779

		554191

		557369

		477191

		512918

		649707

		447912

		530710

		491749

		578215

		491630

		601956

		482338

		610546

		604214

		676384

		682143

		618264

		639776

		589193

		582078

		545943

		803296

		707884

		828047

		695097

		754957

		522284

		610096

		639562

		676592

		546222

		607242

		607343

		636369

		571837

		659655

		622318

		630253

		698133

		931535

		649257

		741225

		746567

		674739

		699242

		851306

		511978

		583872

		587642

		539961

		599636

		608622

		679344

		499757

		563017

		630644

		718137

		813007

		718346

		737163

		709327

		761055

		806442

		724233

		781023

		784778

		717552

		629957

		586833

		639946

		661396

		645065

		670718

		714736

		750284

		608763

		606245

		626734

		476973

		662759

		561998

		698738

		657482

		690294

		788628

		625054

		679583

		667731

		722363

		595501

		646875

		523255

		600514

		583766

		532480

		532105

		620701

		567051

		553061

		530038

		468530

		529530

		643568

		565431

		674531

		646436

		620424

		530682

		580149

		510382

		488900

		470701

		549529

		488127

		483287

		486409

		466926

		493351

		557529

		599938

		734347

		601894

		562010

		639683

		590002

		641623

		460207

		522319

		488556

		615172

		648319

		590233

		468816

		519604

		501087

		463982

		572901

		494363

		602070

		555621

		564436

		593949

		590063

		527588

		583926

		601871

		813836

		717175

		730645

		741115

		660743

		698146

		615757

		659400

		506456

		702923

		598128

		721999

		679874

		608669

		639866

		620938

		615915

		628409

		713232

		657912

		714966

		711294

		778066

		607998

		738583

		622510

		570340

		536080

		754545

		654319

		677024

		619802

		820769

		554888

		879587

		522174

		703088

		563804

		658587

		495070

		549792

		519697

		613162

		483903

		654137

		518610

		591164

		537616

		540485

		534745

		499004

		594707

		486420

		650225

		552409

		577455

		530705

		444782

		485790

		458109

		482669

		558932

		470954

		561221

		531616

		579276

		548918

		514696

		655286

		568896

		610425

		580942

		584922

		528425

		549944

		428576

		498704

		375321

		453104

		503041

		491015

		500224

		530895

		467200

		496485

		509307

		525599

		502230

		482255

		463300

		491846

		524024

		459529

		440914

		388517

		548156

		513584

		582402

		537521

		594665

		505717

		681962

		582284

		596465

		681969

		662034

		675661

		632465

		484808

		573261

		514359

		561982

		539287

		595451

		669212

		600668

		600227

		571052

		703535

		530169

		397567

		546051

		490365

		457075

		517361

		510621

		488773

		412359

		413987

		391792

		531233

		472691

		514728

		558922

		486911

		538953

		481946

		637082

		544140

		519577

		529677

		531479

		536311

		624417

		571411

		597223

		606525

		600214

		720206

		755435

		693748

		728593

		776291

		728144

		721236

		667603

		703298

		724214

		695926

		670063

		731812

		637228

		714143

		645946

		693720

		645035

		805543

		811791

		671088

		896213

		688604

		672116

		703072

		616339

		710523

		593777

		729197

		663960

		594331

		706274

		737177

		801415

		817561

		826634

		801981

		797361

		947636

		808824

		810536

		648693

		854820

		729609

		686617

		631133

		649513

		489287

		539580

		635841

		567172

		694676

		510680

		577407

		624115

		503529

		547879

		569883

		629788

		564251

		565374

		652606

		495587

		555225

		555179

		549850

		555977

		570398

		628447

		586230

		622457

		718389

		692429

		772856

		719198

		774284

		509232

		635372

		600331

		654524

		572495

		627899

		596739

		567276

		521892

		561823

		557475

		588942

		536115

		676478

		559788

		468844

		470106

		532523

		564249

		430410

		515383

		435840

		479111

		458557

		474664

		515253

		470937

		507311

		589423

		545814

		493649

		554920

		494938

		500760

		541177

		495027

		479782

		510825

		449648

		524808

		504309

		490423

		500244

		520329

		420366

		516364

		541519

		558282

		601189

		528548

		543609

		572880

		607333

		560388

		567909

		551924

		522343

		521225

		598033

		555482

		550695

		599250

		577209

		509888

		485993

		581957

		515637

		519130

		676107

		558407

		622273

		784766

		567900

		617304

		583714

		531328

		443430

		442839

		559370

		496808

		466188

		512018

		466358

		491168

		511620

		525343

		625253

		574542

		582881

		582705

		540100

		560322

		517046

		522010

		487511

		553146

		457872

		472342

		458626





Defender Chart

		4381484

		4614425

		4975128

		5345550

		5575870

		5664718

		6563556

		5739191

		7102372

		6921445

		8295214

		8247959

		9482079

		10817055

		9954004

		9331126

		9642395

		10165023

		10643786

		11567111

		10697395

		11611195

		10928360

		9414716

		10680868

		10999205

		10719576

		10751174

		10644286

		10172240

		11563309

		10806482

		11132050

		10856701

		10962204

		9149708

		8233860

		9680929

		9715599

		11116677

		9882771

		9853697

		10416414

		10187219

		9558616

		8491471

		9623264

		9719664

		10279168

		11531822

		9061136

		9043539

		9438318

		9963024

		8834540

		9167201

		9987201

		10307420

		10912039

		10421899

		9413952

		10016904

		9026018

		9765733

		9443361

		9889288

		10906245

		9406965

		10070908

		11122932

		9674851

		10254227

		8624873

		10471727

		9002805

		8809176

		9338203

		9497067

		10338917

		9211700

		9993943

		9114825

		9638922

		9542808

		9804432

		10180554

		8702842

		9228239

		9904758

		9499227

		10518946

		10104416

		10180429

		9977563

		9188083

		10480252

		10345379

		8085410

		10386482

		9521301

		8290288

		10481982

		9969312

		10321013

		9081880

		9165107

		8679033

		9202016

		8910574

		9187890

		10178407

		9870090

		11109438

		9493029

		10143865

		9361674

		9614564

		8666679

		11150411

		8501197

		9650483

		8779626

		9819961

		11206325

		9635746

		10591778

		10288726

		9525046

		10729942

		9467682

		10428932

		11516884

		12446365

		9566402

		9663355

		9233135

		11473269

		9631571

		10885349

		9485984

		10545133

		11724729

		9807321

		9938761

		10696700

		10356542

		10324154

		11354892

		10298546

		10275544

		10909504

		11055288

		9885734

		10446107

		9665471

		10280151

		9086513

		9686807

		11987044

		10948722

		9852600

		9082258

		9751741

		10869067

		9042751

		9829768

		8123013

		9190627

		9414726

		8298880

		9998388

		8979636

		9825959

		9350323

		10322333

		9551003

		9637240

		8909252

		10311989

		9934763

		8746894

		8351419

		8502826

		9151559

		10070304

		10425148

		9334860

		10636725

		9067158

		9007867

		10883757

		11002139

		9416170

		8674821

		8884387

		9284246

		10418427

		8737862

		8412894

		8476562

		7752008

		8340917

		7803527

		9563755

		9540678

		8720245

		10266635

		10821502

		10648121

		9062891

		9373502

		9846459

		7772552

		9750007

		8649885

		9321804

		9611407

		8743629

		9206649

		9404331

		7791175

		8568627

		9777751

		8268693

		8645036

		8893869

		8709651

		9165995

		8469577

		9940522

		9262543

		8903182

		9186105

		9259676

		8937203

		9040443

		9921906

		11346170

		11557782

		10437070

		10003441

		12475878

		11884457

		10244575

		10129729

		11567286

		9260946

		9606258

		8334926

		8981179

		9614722

		9106146

		9171850

		12113003

		10922226

		9384986

		10746901

		9221848

		11678755

		9705160

		9265565

		10006461

		9583880

		10195392

		8587760

		9383574

		9422153

		9004476

		9451794

		8585682

		9562348

		8928547

		9803562

		8295901

		10493702

		9591234

		10066310

		9862252

		9724848

		9900387

		8461161

		8858849

		10280663

		10974971

		8508290

		8665379

		8324373

		11600322

		11233707

		11051411

		9553787

		11357612

		10415010

		10192065

		10631000

		8612985

		8871908

		8885854

		9023088

		8690956

		9939707

		8734727

		10046113

		9140627

		10262893

		11213513

		10421292

		10958668

		9072198

		10134757

		10264866

		10653185

		10403378

		9399898

		10293742

		10208724

		9451984

		10543832

		11396469

		10698570

		10353310

		12657602

		8605751

		10513396

		10686685

		11159798

		9681565

		9142706

		9137191

		8344482

		9098063

		8821834

		9602963

		9085220

		9107477

		8524502

		8982181

		9499763

		10393690

		9615187

		9582219

		11270622

		9362902

		10494332

		9424409

		9769598

		9706105

		9300819

		9138058

		11062060

		11059179

		10892253

		10651591

		10911022

		10680031

		9598076

		11040249

		11192495

		11625373

		10089540

		9517534

		9962003

		11913192

		9906103

		12210972

		10222738

		8720645

		11314304

		9899227

		9785947

		9240285

		8963059

		10768480

		9391775

		10469496

		10172580

		9686670

		12194265

		10962484

		8590714

		9914985

		10948268

		8911806

		10295842

		10832871

		10804532

		9960902

		10646862

		10278738

		9776100

		9187835

		8931654

		9495312

		9819936

		8876899

		9110016

		10271732

		9948900

		9809172

		12052559

		10369749

		10131846

		11496800

		11497238

		10506267

		9565792

		10427408

		12760465

		11961950

		11563317

		10563184

		9291609

		9667742

		9172603

		8908620

		10192814

		10142231

		11262454

		9470059

		9989847

		9450739

		11613628

		12045073

		10369041

		12696580

		10498894

		11888741

		11321958

		9828733

		9851520

		10781928

		11360069

		10716508

		9976601

		10334734

		11507639

		11507177

		9841413

		10116940

		9843243

		10174658

		10246444

		9207860

		10919654

		9683767

		10037327

		9751085

		10508000

		10162699

		11372258

		8392308

		10246165

		9319760

		10053547

		11529233

		10354675

		10375085

		12649695

		10952789

		11055640

		12245224

		12470678

		10587794

		10133522

		9947804

		10912392

		10660279

		12097409

		10630557

		11722027

		10881287

		9993662

		9644172

		10283313

		12015202

		13261433

		12022879

		13464208

		11154083

		9397884

		9860738

		10622943

		10772146

		9708221

		10029986

		10823175

		11182825

		11299979

		10778790

		11175411

		11473876

		9539783

		11369645

		10384805

		11323968

		10319119

		12267551

		9324867

		9896412

		11378479

		11592191

		10206749

		10576641

		10138368

		12674661

		11532055

		10914392

		9323488

		10827134

		11771014

		10594967

		9436561

		11801795

		9733718

		10164066

		9374156

		10306390

		12943796

		10179446

		12372821

		9919840

		10018998

		9805084

		10114501

		9608132

		10218594

		11946964

		11804466

		9917964

		10470582

		9475242

		10003992

		9587099

		8694724

		9465376

		9195811

		8475945

		9941261

		9652933

		10123273

		9424279

		9884932

		9319569

		10356569

		10327607

		11588796

		10614009

		9781517

		10251936

		10540662

		9160811

		9049923

		10489786

		10083536

		10767081

		10064668

		10999905

		9918003

		9357966

		9722551

		11261304

		9468109

		10086049

		10862026

		9596610

		9529109

		10625515

		11150032

		9725009

		10432089

		10864644

		11121552

		11160080

		12720674

		11027921

		10867932

		10383255

		10450009

		9491285

		9436071

		8787009

		9944609

		10857753

		10832700

		9575699

		10674433

		10521917

		11210794

		11239268

		11230373

		11297636

		11217618

		11384602

		12713906

		11002398

		10775887

		12715923

		9347786

		9735029

		10338637

		10642152

		10373638

		9537283

		10990461

		9411115

		9970511

		9085372

		8607292

		9659883

		8827153

		10216559

		10709420

		9925692

		10620190

		11618389

		11643044

		11459344

		10235004

		11379036

		11702867

		9451286

		10153676

		9572081

		10024727

		9586783

		10311469

		9411741

		10268459

		9831664

		10815159

		9916583

		10449632

		9988584

		10550158

		10201357

		10624561

		9514665

		9748416

		9162921

		9255602

		9081369

		8274084

		8887485

		8871195

		9387007

		8798859

		8523107

		9016025

		9267150

		10232146

		9217103

		11237779

		8310708

		9356823

		10282823

		11665962

		9924435

		8760503

		9303311

		9056217

		8313408

		10121104

		10052907

		9377614

		8643681

		8518127

		7093917

		9425417

		9547519

		10298938

		9758382

		8031257

		9095112

		9169630

		9400373

		10040087

		9702541

		9581414

		11071305

		9080249

		9282390

		9241333

		9237355

		10839351

		9658380

		8724968

		9692256

		9532423

		10664525

		10595803

		10353753

		10066337

		10635694

		9337032

		10795876

		10322908

		12187778

		10316574

		9861217

		10622039

		9166166

		11052139

		10088777

		9713372

		9555044

		12983201

		9272912

		12072430

		10079999

		10740778

		10765888

		11037377

		10274760

		9731116

		9723500

		10889689

		9776330

		10683725

		10823931

		10874640

		10265265

		12296545

		10836721

		10459138

		10811182

		9840563

		9746511

		10125824

		10741228

		10540933

		11229061

		9726523

		10885371

		10296364

		9021840

		9828326

		9001555

		8854984

		10063891

		10250387

		10586317

		11161625

		11549921

		10446392

		10212229

		11394151

		10888926

		10365725

		10567226

		9615140

		9206401

		9284396

		8533331

		7947460

		7577529

		6791255

		8255654

		8147986

		8486890

		7608789

		7277740

		8450045

		7569210

		8437271

		7690209

		7875196

		8274611

		8440011

		8470149

		8503726

		7053564

		7944592

		8676014

		8723108

		8812444

		9795977

		8508771

		9779097

		8633191

		8391102

		7783825

		9945139

		9417624

		10219299

		9160830

		7887846

		9647317

		8515330

		11271971

		8352031

		8916469

		10667628

		9130776

		10811612

		10897780

		11220751

		8591703

		7880361

		10561859

		7675055

		8860585

		9857846

		10261785

		9451330

		8147183

		9585341

		8319292

		10137137

		9310712

		10606937

		10689577

		8423152

		9864935

		10151037

		11409183

		10285854

		8422334

		10088062

		9132935

		10563651

		9767171

		9695245

		9404585

		10072487

		10435108

		9349932

		10896293

		11311721

		11922596

		10877183

		12699427

		10318171

		10129083

		8510525

		9541366

		8551728

		9573658

		12675310

		9515095

		9296067

		11813496

		9708716

		11359825

		10044184

		14855837

		10358499

		11178573

		10138395

		10538681

		11068357

		10618841

		10333059

		9646056

		9660549

		9408728

		9637786

		9570271

		10661746

		10334781

		12007426

		10874874

		10621283

		10656506

		11287688

		12112755

		9551719

		10596426

		11630724

		13142125

		11374748

		11095751

		11394673

		10554729

		9781879

		12151271

		11844510

		12591025

		10703231

		9438933

		9161009

		9659356

		10737893

		9747817

		10988039

		10343566

		10236621

		11000137

		9476472

		10502491

		9434150

		10870767

		10216264

		10151161

		9595478

		10226172

		10095783

		10461096

		11189206

		10112414

		10051618

		9238946

		8305207

		9523799

		8245430

		9706850

		9706944

		9431459

		10007294

		9844921

		9685258

		11499278

		8703984

		8975401

		8358674

		8765884

		10520966

		8767775

		10056119

		9882046

		10167296

		9572823

		9766189

		9554342

		8618925

		8403079

		9623328

		9880880

		9783287

		9823577

		10566228

		10384997

		10607496

		11516839

		9636390

		11126692

		10921360

		11211195

		10623010

		11238769

		8907733

		11032064

		10555339

		10160986

		11480763

		11174782

		8826342

		10832115

		10385947

		11295202

		13177367

		9926388

		10901498

		10488706

		10815002

		9631839

		10616559

		8494193

		9394976

		9908536

		11432243

		9240838

		8648348

		8937622

		9007175

		8144027

		9149927

		9162207

		8489114

		9205818

		9200102

		9770293

		9736005

		10638540

		10428856

		10201923

		9131728

		9251108

		9403073

		10571546

		10328643

		9945580

		8166343

		10061405

		10101805

		10451335

		9935374

		10547598

		11137327

		10718306

		11320244

		10225536

		11491322

		10988926

		10790310

		10357273

		10231074

		10685010

		8729092

		8405451

		8895143



Population Fitness

Generation

Fitness

Defender Population Fitness



Defender

		4381484

		4614425

		4975128

		5345550

		5575870

		5664718

		6563556

		5739191

		7102372

		6921445

		8295214

		8247959

		9482079

		10817055

		9954004

		9331126

		9642395

		10165023

		10643786

		11567111

		10697395

		11611195

		10928360

		9414716

		10680868

		10999205

		10719576

		10751174

		10644286

		10172240

		11563309

		10806482

		11132050

		10856701

		10962204

		9149708

		8233860

		9680929

		9715599

		11116677

		9882771

		9853697

		10416414

		10187219

		9558616

		8491471

		9623264

		9719664

		10279168

		11531822

		9061136

		9043539

		9438318

		9963024

		8834540

		9167201

		9987201

		10307420

		10912039

		10421899

		9413952

		10016904

		9026018

		9765733

		9443361

		9889288

		10906245

		9406965

		10070908

		11122932

		9674851

		10254227

		8624873

		10471727

		9002805

		8809176

		9338203

		9497067

		10338917

		9211700

		9993943

		9114825

		9638922

		9542808

		9804432

		10180554

		8702842

		9228239

		9904758

		9499227

		10518946

		10104416

		10180429

		9977563

		9188083

		10480252

		10345379

		8085410

		10386482

		9521301

		8290288

		10481982

		9969312

		10321013

		9081880

		9165107

		8679033

		9202016

		8910574

		9187890

		10178407

		9870090

		11109438

		9493029

		10143865

		9361674

		9614564

		8666679

		11150411

		8501197

		9650483

		8779626

		9819961

		11206325

		9635746

		10591778

		10288726

		9525046

		10729942

		9467682

		10428932

		11516884

		12446365

		9566402

		9663355

		9233135

		11473269

		9631571

		10885349

		9485984

		10545133

		11724729

		9807321

		9938761

		10696700

		10356542

		10324154

		11354892

		10298546

		10275544

		10909504

		11055288

		9885734

		10446107

		9665471

		10280151

		9086513

		9686807

		11987044

		10948722

		9852600

		9082258

		9751741

		10869067

		9042751

		9829768

		8123013

		9190627

		9414726

		8298880

		9998388

		8979636

		9825959

		9350323

		10322333

		9551003

		9637240

		8909252

		10311989

		9934763

		8746894

		8351419

		8502826

		9151559

		10070304

		10425148

		9334860

		10636725

		9067158

		9007867

		10883757

		11002139

		9416170

		8674821

		8884387

		9284246

		10418427

		8737862

		8412894

		8476562

		7752008

		8340917

		7803527

		9563755

		9540678

		8720245

		10266635

		10821502

		10648121

		9062891

		9373502

		9846459

		7772552

		9750007

		8649885

		9321804

		9611407

		8743629

		9206649

		9404331

		7791175

		8568627

		9777751

		8268693

		8645036

		8893869

		8709651

		9165995

		8469577

		9940522

		9262543

		8903182

		9186105

		9259676

		8937203

		9040443

		9921906

		11346170

		11557782

		10437070

		10003441

		12475878

		11884457

		10244575

		10129729

		11567286

		9260946

		9606258

		8334926

		8981179

		9614722

		9106146

		9171850

		12113003

		10922226

		9384986

		10746901

		9221848

		11678755

		9705160

		9265565

		10006461

		9583880

		10195392

		8587760

		9383574

		9422153

		9004476

		9451794

		8585682

		9562348

		8928547

		9803562

		8295901

		10493702

		9591234

		10066310

		9862252

		9724848

		9900387

		8461161

		8858849

		10280663

		10974971

		8508290

		8665379

		8324373

		11600322

		11233707

		11051411

		9553787

		11357612

		10415010

		10192065

		10631000

		8612985

		8871908

		8885854

		9023088

		8690956

		9939707

		8734727

		10046113

		9140627

		10262893

		11213513

		10421292

		10958668

		9072198

		10134757

		10264866

		10653185

		10403378

		9399898

		10293742

		10208724

		9451984

		10543832

		11396469

		10698570

		10353310

		12657602

		8605751

		10513396

		10686685

		11159798

		9681565

		9142706

		9137191

		8344482

		9098063

		8821834

		9602963

		9085220

		9107477

		8524502

		8982181

		9499763

		10393690

		9615187

		9582219

		11270622

		9362902

		10494332

		9424409

		9769598

		9706105

		9300819

		9138058

		11062060

		11059179

		10892253

		10651591

		10911022

		10680031

		9598076

		11040249

		11192495

		11625373

		10089540

		9517534

		9962003

		11913192

		9906103

		12210972

		10222738

		8720645

		11314304

		9899227

		9785947

		9240285

		8963059

		10768480

		9391775

		10469496

		10172580

		9686670

		12194265

		10962484

		8590714

		9914985

		10948268

		8911806

		10295842

		10832871

		10804532

		9960902

		10646862

		10278738

		9776100

		9187835

		8931654

		9495312

		9819936

		8876899

		9110016

		10271732

		9948900

		9809172

		12052559

		10369749

		10131846

		11496800

		11497238

		10506267

		9565792

		10427408

		12760465

		11961950

		11563317

		10563184

		9291609

		9667742

		9172603

		8908620

		10192814

		10142231

		11262454

		9470059

		9989847

		9450739

		11613628

		12045073

		10369041

		12696580

		10498894

		11888741

		11321958

		9828733

		9851520

		10781928

		11360069

		10716508

		9976601

		10334734

		11507639

		11507177

		9841413

		10116940

		9843243

		10174658

		10246444

		9207860

		10919654

		9683767

		10037327

		9751085

		10508000

		10162699

		11372258

		8392308

		10246165

		9319760

		10053547

		11529233

		10354675

		10375085

		12649695

		10952789

		11055640

		12245224

		12470678

		10587794

		10133522

		9947804

		10912392

		10660279

		12097409

		10630557

		11722027

		10881287

		9993662

		9644172

		10283313

		12015202

		13261433

		12022879

		13464208

		11154083

		9397884

		9860738

		10622943

		10772146

		9708221

		10029986

		10823175

		11182825

		11299979

		10778790

		11175411

		11473876

		9539783

		11369645

		10384805

		11323968

		10319119

		12267551

		9324867

		9896412

		11378479

		11592191

		10206749

		10576641

		10138368

		12674661

		11532055

		10914392

		9323488

		10827134

		11771014

		10594967

		9436561

		11801795

		9733718

		10164066

		9374156

		10306390

		12943796

		10179446

		12372821

		9919840

		10018998

		9805084

		10114501

		9608132

		10218594

		11946964

		11804466

		9917964

		10470582

		9475242

		10003992

		9587099

		8694724

		9465376

		9195811

		8475945

		9941261

		9652933

		10123273

		9424279

		9884932

		9319569

		10356569

		10327607

		11588796

		10614009

		9781517

		10251936

		10540662

		9160811

		9049923

		10489786

		10083536

		10767081

		10064668

		10999905

		9918003

		9357966

		9722551

		11261304

		9468109

		10086049

		10862026

		9596610

		9529109

		10625515

		11150032

		9725009

		10432089

		10864644

		11121552

		11160080

		12720674

		11027921

		10867932

		10383255

		10450009

		9491285

		9436071

		8787009

		9944609

		10857753

		10832700

		9575699

		10674433

		10521917

		11210794

		11239268

		11230373

		11297636

		11217618

		11384602

		12713906

		11002398

		10775887

		12715923

		9347786

		9735029

		10338637

		10642152

		10373638

		9537283

		10990461

		9411115

		9970511

		9085372

		8607292

		9659883

		8827153

		10216559

		10709420

		9925692

		10620190

		11618389

		11643044

		11459344

		10235004

		11379036

		11702867

		9451286

		10153676

		9572081

		10024727

		9586783

		10311469

		9411741

		10268459

		9831664

		10815159

		9916583

		10449632

		9988584

		10550158

		10201357

		10624561

		9514665

		9748416

		9162921

		9255602

		9081369

		8274084

		8887485

		8871195

		9387007

		8798859

		8523107

		9016025

		9267150

		10232146

		9217103

		11237779

		8310708

		9356823

		10282823

		11665962

		9924435

		8760503

		9303311

		9056217

		8313408

		10121104

		10052907

		9377614

		8643681

		8518127

		7093917

		9425417

		9547519

		10298938

		9758382

		8031257

		9095112

		9169630

		9400373

		10040087

		9702541

		9581414

		11071305

		9080249

		9282390

		9241333

		9237355

		10839351

		9658380

		8724968

		9692256

		9532423

		10664525

		10595803

		10353753

		10066337

		10635694

		9337032

		10795876

		10322908

		12187778

		10316574

		9861217

		10622039

		9166166

		11052139

		10088777

		9713372

		9555044

		12983201

		9272912

		12072430

		10079999

		10740778

		10765888

		11037377

		10274760

		9731116

		9723500

		10889689

		9776330

		10683725

		10823931

		10874640

		10265265

		12296545

		10836721

		10459138

		10811182

		9840563

		9746511

		10125824

		10741228

		10540933

		11229061

		9726523

		10885371

		10296364

		9021840

		9828326

		9001555

		8854984

		10063891

		10250387

		10586317

		11161625

		11549921

		10446392

		10212229

		11394151

		10888926

		10365725

		10567226

		9615140

		9206401

		9284396

		8533331

		7947460

		7577529

		6791255

		8255654

		8147986

		8486890

		7608789

		7277740

		8450045

		7569210

		8437271

		7690209

		7875196

		8274611

		8440011

		8470149

		8503726

		7053564

		7944592

		8676014

		8723108

		8812444

		9795977

		8508771

		9779097

		8633191

		8391102

		7783825

		9945139

		9417624

		10219299

		9160830

		7887846

		9647317

		8515330

		11271971

		8352031

		8916469

		10667628

		9130776

		10811612

		10897780

		11220751

		8591703

		7880361

		10561859

		7675055

		8860585

		9857846

		10261785

		9451330

		8147183

		9585341

		8319292

		10137137

		9310712

		10606937

		10689577

		8423152

		9864935

		10151037

		11409183

		10285854

		8422334

		10088062

		9132935

		10563651

		9767171

		9695245

		9404585

		10072487

		10435108

		9349932

		10896293

		11311721

		11922596

		10877183

		12699427

		10318171

		10129083

		8510525

		9541366

		8551728

		9573658

		12675310

		9515095

		9296067

		11813496

		9708716

		11359825

		10044184

		14855837

		10358499

		11178573

		10138395

		10538681

		11068357

		10618841

		10333059

		9646056

		9660549

		9408728

		9637786

		9570271

		10661746

		10334781

		12007426

		10874874

		10621283

		10656506

		11287688

		12112755

		9551719

		10596426

		11630724

		13142125

		11374748

		11095751

		11394673

		10554729

		9781879

		12151271

		11844510

		12591025

		10703231

		9438933

		9161009

		9659356

		10737893

		9747817

		10988039

		10343566

		10236621

		11000137

		9476472

		10502491

		9434150

		10870767

		10216264

		10151161

		9595478

		10226172

		10095783

		10461096

		11189206

		10112414

		10051618

		9238946

		8305207

		9523799

		8245430

		9706850

		9706944

		9431459

		10007294

		9844921

		9685258
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