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Abstract

Hacktivism is the very recent adaptation of computer hacking by political activists to achieve their goals.  It presents society with a new problem because of the current fear of cyber terrorism, and the difficulty of telling them apart.  This work attempts to ethically assess hacktivism using the classical consequential and deontological theories as well as to address hacktivist claims of civil disobedience.  In the end, the classical theories present may problems while attempting to translate them to the informational and virtual real.  A new framework is developed so that it may be possible to tell the difference between ethical and unethical acts of hacktivism so that they are no longer dangerously confused with cyber terrorism.

1. Introduction

It is very difficult to argue with the statement that ethics and morals are an important facet of our individual person as well as our collective society.  Individuals as well as organizations, such as companies and governments, are faced with decisions that require an ethical analysis everyday.  Because of the importance and regularity of these decisions, it is not surprising that philosophers have spent millennia attempting to formulate useful and consistent ethical theories.

However, even with the existence of some very successful theories, the theories cannot be static.  They must be continually revised and updated (or new ones developed) so that we can act consistent with our morals in new situations.  This becomes especially true when rapid changes occur to our environment such as the growth and ubiquity of information technology in the past decades.  The technology we now use everyday has created wholly new ethical challenges that must be considered.

Several of these ethical challenges can be addressed using some of the well-developed classical theories, while others require an innovative treatment.  One that has recently emerged is hacktivism; with its promise to move activism to the information frontier and into privately owned space, it presents a unique challenge because of the differences between hacktivism and classical activism.  Additionally, the virtual information environment has many qualities not found in the physical environment where activism is usually practiced.

Because of these unique qualities of hacktivism, which will be described later in more detail, it requires a fresh and thorough assessment with regard to its ethical implications.  Therefore, this paper will ask the necessary question: given an example of hacktivism, how can we assess whether it was ethical?  This question is made even more significant in our current terrorism-centric security environment.  How can we decide whether an act of alleged hacktivism was in fact an ethical protest or an act of cyberterrorism?

To accomplish this, the question will be developed in three parts.  The first part will be to introduce hacktivism, with an emphasis on its unique qualities and actual examples.  The second part will place hacktivism in the context of popular ethical theories.  The third part will present a new framework with which we can assess the ethicalness of hacktivism.

1.1. Goals

The goal of the framework will be to present a list of criteria that an act of hacktivism must meet for it to be considered an ethical action.  The framework will be said to be necessary, but not sufficient, to label an act ethical.  Also, no claims will be made to the completeness of the framework; on the other hand, the framework should be adequate to provide an outline for most discussions.

The reason for this rather halfhearted faith in the framework is that because technology is changing so quickly, it could be easily found tomorrow that a new form of hacktivism has been developed which does not follow any previous forms.  At that point, the framework presented here must be re-evaluated for relevance and applicability.

Some may say that because of this need for re-evaluation, the framework is already weak.  The response would be, that the framework is not meant to act as a complete and flawless ethical theory, but rather as an example of an applied ethical solution for a specific problem.  Therefore, this framework does not need to stand in stone for all time, answering all of our ethical needs, but rather to be useful for only as long as the problem is relevant.

With that said, here is a formal list of goals for the framework:

1) Each criterion should be consistent with all of the others.

2) Satisfying all of the criteria should be necessary, but not sufficient to render a case ethically justifiable.

3) The framework should not fail in cases of clearly ethical or unethical acts of hacktivism.

4) The framework should be easy enough to apply, given sufficient data of a case.

5) The framework must be utilitarian in nature, by which it must serve a purpose and be useful and useable.

6) The framework should follow the principle of universality, whereas it should pronounce the same decision for any case of hacktivism given the same situation and similar circumstances.

If the resulting framework is found to satisfy each of these goals, then it should be successful in its application.  Let us now move on from the goals of the framework, to a formal description of hacktivism, and how the classical theories apply.

2. Hacktivism

The word hacktivism is the amalgamation of the two words, hacking – in this case meaning the unauthorized use of a computer, and activism.  Manion and Goodrum define hacktivism as, “the (sometimes) clandestine use of computer hacking to help advance political causes.” [1] However, their definition is incorrect in some sense, the term hacking actually means (in computer science) to quickly and inelegantly solve a problem (i.e. ‘I hacked out the program’), it is only the popular media which has equated the term hack with malicious activity.  For more information, Forester and Morrison have neatly categorized the multiple definitions of hacking in [2].  Additionally, the definition’s use of clandestine is also incorrect.  Nothing about hacktivism suggests the secret use of ‘hacking’; in fact it suggests the opposite – where a group or individual wishes to expose itself and a problem publicly (this happens most of the time, not sometimes).

A better definition would be: the use of technology to publicly communicate or further a political cause through the unauthorized use and/or the disruption of a computer service.  This definition improves on the definition developed by Manion and Goodrum by more narrowly defining hacktivism in less ambiguous terms.  Importantly, it corrects for the use of the ambiguous term hacking, and replaces it with ‘unauthorized use and/or disruption of a computer service.’  This is better terminology because the term hacking, as previously mentioned, can define several things – here we limit it to meaning malicious.  Additionally, the definition allows for the ‘disruption of a computer service’, which includes denial of service attacks.  Denial of service attacks are not hacking in the popular meaning because you are not breaking into a system, but flooding a legitimate service with traffic; but denial of service attacks are a popular form of hacktivism and therefore must be represented.

The problem with a single, static definition of hacktivism is that the methods of hacktivists are largely varied; and as new methods of disruption are discovered, these too will be used by hacktivists.  Their actions range from Denial-of-Service (DoS) attacks (sending so many messages to a server that it crashes or is unavailable for legitimate traffic), to mailbombs (flooding an email server with so many messages that it crashes), to website defacement (breaking into a web server to change the content of a website). Therefore, this new definition would better describe all of the acts that are claimed by activists to be hacktivism than that proposed by Manion and Goodrum.

2.1. Examples

Although there are many acts of hacktivism that have occurred which would serve as excellent examples, this paper will describe three well-known cases.  These examples should help the reader identify cases of hacktivism in the future as well as give the reader a context for the current discussion.

2.1.1.  Zapatista Rebellion

In 1998, hacktivism (as it is known today) burst into the public eye with a Denial of Service attack against Mexican President Ernesto Zedillo’s website.  As Wired News reported, approximately 8,000 hacktivists attempted to prevent any legitimate traffic to the site, or even crash the server. The purpose of this action was to protest and gain publicity for the alleged mistreatment of Zapatista rebels in Chiapas. [3]
To accomplish this, any person which wanted to voluntarily participate in the action could use their browser to go to a website.  At this website, the person (hacktivist) downloaded a program called FloodNet, which allowed them to reload a target page every few seconds. [4] This was done by thousands of people simultaneously, causes the web servers to slow and potentially crash.  It should be noted that this was a worldwide effort, with participants from the United States, Mexico, and other nations.

Although outside the scope of this paper, but an interesting note, the Pentagon (another target in the attack) attacked back when it sensed the flood of web page requests.  The Pentagon website redirected the hacktivists to another site, which included another FloodNet type program called HostileApplet.  At that point, the HostileApplet program was downloaded onto the hacktivist’s machine and caused it to be unresponsive until the machine was restarted. [5]
2.1.2.  India and Nuclear Weapons

In June of 1998, just months after the Zapatista act described above, hacktivists broke into top-secret Indian nuclear laboratory computer systems to protest live nuclear tests being performed by India.

According to Wired News, the hacktivists broke into the Indian computer network at the Bhabha Atomic Research Centre in Bombay, copied some files and emails and then erased all of the data on the systems. [6]
2.1.3.  Nike and human rights

The hacktivism action against the Nike Corporation provides a convenient example of corporate hacktivism (as opposed to governmental hacktivism).

On July 19, 2000 Nike’s primary corporate website (http://www.nike.com) was hijacked.  Hijacking is a term used to describe when an unauthorized change is made which causes all of the traffic going to one site, actually go to another site.  In this case, all of the traffic going to nike.com was being redirected to an Australian hacktivism organization’s site (S-11).  The S-11 site contained a political statement that urged protests of the World Economic Forum to focus attention on alleged human rights violations of corporations. [7]
3. Law

The purpose of the law is to describe our obligations with respect to behavior in society.  It should be clear that this paper does not condone any unlawful activity.  Laws are a necessary societal construct that must be followed by the members of a society for a more peaceful and productive environment.  However this paper’s function is to analyze hacktivism, not in a legal, political, or sociological fashion, but in a technological and ethical manner.

Therefore the unlawfulness of hacktivism, while not disregarded, will be assumed to be constant.  Nevertheless, the ethical argument for unlawful behavior will be discussed later, when the view of hacktivism as civil disobedience is presented.

4. Introduction to Ethics

This section is provided for those who have not had a formal introduction to ethics.  For those who are versed in the subject, it is recommended that they continue to the next section.

The general idea of ethics is simple; ethics simply informs us of how one ought to act in a given situation.  Additionally, not all situations require ethics; such as whether one should spread their toast with grape jelly or strawberry jelly.  This situation does not involve an ethical question because all choices are neither right nor wrong, they are simply preferences.
However, when situations of preference are discarded, ethical questions remain.  One of the most important principles in ethics is universality. [8] This states that if an ethic declares an action right or wrong given a situation, it must also declare the action right or wrong given another situation with similar circumstances.  In other words, it must be consistent when faced with similar circumstances – one action cannot be right for one person, but wrong for another in the same situation. 

Another important principle is ethical justification.  When one is asked why they made such an ethical decision, the person cannot respond with a statement like, “Because it felt right.”  Rather, the decision must be justified using reason that refers to an underlying moral principle, such as “in general, lying is wrong.”

The reason there are so many ethical theories, is because philosophers “have varied considerably in their opinions regarding the basic ethical concepts.” [9] This is not a disagreement on what is good or bad, but rather what is the highest good.  Some philosophers have determined that the consequences of an action are more important than the action itself, while other have argued the opposite.

This short introduction should be sound enough to provide the reader with a context to consider the following theories and their application to hacktivism.  For a more thorough introduction to ethics, see [9] and [10].

5. Classical Theories

The theories presented in this section present a representative cross-section of the variety of ethical theories available.  These particular theories were chosen for their popularity or direct application to the study of hacktivism.  Secondly, John Rawls in [11], and Nancy Davis in [12] both argue that teleological (i.e. consequentialist) and deontological theories “exhaust the possibilities regarding theories of right action.”  However, this is not a complete discussion of all applicable theories; it will be left to other philosophers and scientists to discuss additional theories in the context of hacktivism.

At the end of this discussion, it should be clear what solutions these theories provide for hacktivism; as well as their incompleteness when applied to hacktivism.  These solutions will then be included in the framework, and the problems should serve as a proof as to the necessity of a new framework.

5.1. Consequentialism

Consequentialism is the category of ethical theories that are primarily concerned with the consequences of an action rather than the action itself.  More specifically, it “assesses the rightness or wrongness of actions in terms of the value of their consequences.” [13] The value of a consequence is based on the amount of ‘goodness’ that is produced.  Many theories have alternating view of what constitutes ‘goodness.’  Utilitarianism, a popular consequentialist theory, maintains that goodness is measured in happiness – therefore the act (or rule) is right if it maximizes happiness.

Consequentialism, as applied to hacktivism, produces an easy method of determining the ethicalness of a case of hacktivism.  The only question needing to be asked is whether the hacktivist produced results of greater good than would have been produced by any other action.  Given this criterion, the only missing component is a definition of ‘good.’  However, this criterion shows the critical flaw of consequentialism – calculating ethicalness. [14] 

To successfully apply pure consequentialism, it is necessary to examine all consequences of an action.  Additionally, it is necessary to assign costs to the consequences so that they can be weighed against other consequences.  However, it can be easily argued that one can never enumerate all of the consequences of the action (including ones far in the future) – this is made more difficult with the requirement that these must be known before the action is taken.

Of course on the surface consequentialism seems simple enough to apply to hacktivism – simply enumerate the potential consequences of the hacktivist action and compare that to other actions.  But hacktivism faces a problem, the interconnectedness of information systems.  If a hacktivist determines to launch a denial of service (DoS) attack against a target, but the DoS attack also affects a router that handles pharmaceutical transactions for a hospital, which causes one or more people to die, then the action was probably not ethically justified.  This example should logically lead to the conclusion that although enumerating consequences in the physical world are difficult enough, enumerating them in the virtual world are even more difficult because of the interconnectedness of the systems.

With this problem, consequentialism can be difficult to implement successfully, especially in the virtual environment that most hacktivists utilize.  But, although this is a difficult problem, consequentialism does offer hacktivism at least one positive benefit.  As opposed to other ethical theories, consequentialism is not primarily concerned with honoring values but rather promoting them.  Therefore, a hacktivist could used consequentialism as a justification for promoting certain values – although the benefits of the actions must still outweigh the costs. [14] However, to use consequentialism in hacktivism would still require a tremendous leap by calculating many potential consequences that may not be able to be detected before the action is taken; and therefore, if consequentialism is used to justify hacktivism, the hacktivist is burdened with a tremendous, if not impossible, task.

5.2. Deontological

Deontology is an ethical theory popularized in the form of Kantian ethics.  Deontology is concerned with the actions themselves, as opposed to the consequences.  To a deontologist, there are several ethical duties that we must abide by; and there are several kinds of actions that are intrinsically right or wrong.  Therefore, by placing a particular action in one of these categories, it is possible to ascertain the rightness or wrongness of that action based on the value of the category.

One of the most important aspects of deontology is how an action is actually determined to be right or wrong.  To a deontologist, an action is right if everyone can do the same action without terrible consequences.  Therefore, deontology defines lying to be wrong because if everybody lied, then there would be no difference between fact and fiction, which would lead to a logical contradiction.

This is an important theory to hacktivism, because most ethical judgments about hacktivism are argued from this theory.  Most opponents of hacktivism argue that all cases of hacking are wrong.  Therefore, any action that constitutes an unauthorized use or disruption in a computer service is wrong.  Deontologists would say that this is a correct rule because if everyone ‘hacked,’ then it would cause a detriment to society.

In particular, Eugene Spafford argues in [15] from a deontological approach that all hacking is wrong (except in extreme or rare cases).  He first dismisses any consequentialist forms by claiming it is impossible to measure the ‘goodness,’ and that consequentialism can justify, or even require, monstrous acts such as murder.  He then justifies a deontological position by providing counter arguments to hacker claims such as freedom of information and social protection, followed by appealing to the reader’s sense of vulnerability that computers systems operate in many life critical environments, and ethically justifying hackers would be a mistake.

Spafford and deontology have an important point when it comes to hacking in general.  If we followed the deontologist’s view of how to classify kinds of acts, then yes, hacking would be unethical because it would be dangerous to society if everybody did it.  However, even Spafford makes an important admission that in some cases, although unethical, hacking may be required to prevent a greater wrong – such as in loss of life.  But he contends that these situations have not occurred, or are too rare to worry about.

There exists two major problems for Spafford: first, taking action to prevent a greater wrong when that action is unethical is inconsistent with deontology, second, hacktivism can be considered one of Spafford’s ‘extreme or rare’ cases.  Both of these problems render deontology suspect when applied to hacktivism.

To be fair, Spafford himself illustrates what is wrong with deontological arguments, the fact that any reasonable person adhering to deontology needs to make special provisions for cases of extraordinary malice.  This includes a famous example in which you had to chose between killing 1 person to save 20, or not killing anyone and the 20 dying.  Deontology, in this case, would proscribe not killing because of the general rule that killing, in any circumstance, is wrong, although that would mean 20 people instead of 1 dying.  Davis explains this situation, “Not only are we forbidden to harm an innocent person to decrease the number of deaths, we are also forbidden to harm the one to decrease the number of (wrongful) killings by agents whose motivations and character are no worse, morally, than ours.”  [12]
However a deontologist is not allowed to act unethically at any time or under any ‘rare or extreme’ circumstances – there are no special cases.  Davis defends this by claiming that if one were allowed to make special considerations, then it would be possible “to assign more weight to our own concerns, projects, or values, than to the interest of others.” [12] The deontological claim comes down to the fact that, since we cannot truly know or understand the consequences of our actions, then it is only right that we always act to avoid our own wrongdoing and trust that it will be best.  Therefore, Spafford cannot claim any special considerations of certain circumstances – hacking must always be wrong and never done on deontological grounds.

Second, Spafford’s argument that these extreme cases that seem to counter deontology are too rare for inclusion is not valid because hacktivism itself can also be seen as one of these ‘extreme and rare’ cases that Spafford rejects.  For example, in August 1998, Indonesian hacktivists defaced many websites to post pictures of what they considered evidence of genocide during Indonesia’s incursion into East Timor. [3] They did this to plead with the international community for assistance.  This single example should serve as a reminder that situations such as these are not so ‘extreme and rare’ that they do not require a satisfactory ethical theory.  And although, in the general case, it can be said that a deontological ethic be well served, in extreme cases such as hacktivism its utility is suspect.

5.3. Civil Disobedience

Many proponents of hacktivism, such as Manion and Goodrum in [1] and Stephan Wray in [16], charge that it is simply a case of civil disobedience and not cyberterrorism.  By claiming civil disobedience, the proponents are also attempting to evoke the ethical justifications of civil disobedience.  However, do cases of hacktivism really fall under the definition of civil disobedience?  Similarly, how do ethical theories of civil disobedience apply to hacktivism, if at all?

These are the important questions to ask when evoking civil disobedience; and hopefully some answers will be provided in this section.  But first, a definition of civil disobedience must be agreed upon.  Rawls defines civil disobedience in his historic work, A Theory of Justice, as “a public, nonviolent, conscientious yet political act contrary to the law usually done with the aim of bringing about a change in the law or policies of the government.” [11]  

The actual practice of civil disobedience can be traced back to Socrates, and towards Thoreau, Gandhi, and King in the more modern period.  The ethical justification for civil disobedience comes from an idea that the state must serve to protect certain rights of its citizens, and when it fails to do so – the citizenry may choose to not follow any policies or laws that violate those rights.  Of course, the case must first be made that there is any justification for breaking laws in the first place, as well as that there exist certain rights that an individual possesses, which may not be forfeit at any time.  It is beyond the scope of this paper to discuss those problems in any amount of detail.

However, this paper will discuss some of the ideas of John Rawls with respect to a justification of civil disobedience and how that can be applied to hacktivism.  In his seminal essay on the subject, “The Justification of Civil Disobedience,” Rawls stresses that civil disobedience, in a democratic environment must be used carefully, and always with a fidelity to the law – which means as a last resort to all other legal means of redress. [17] Rawls also states that civil disobedience should be limited to only those cases where “the dissenter is willing to affirm that everyone else similarly subjected to the same degree of injustice has the right to protest in a similar way…and accept the consequences for doing so.” [17]
This is important for hacktivism, because, if hacktivists claim civil disobedience, then they must be willing to accept the consequences of everyone else doing the same thing.  This means that if a hacktivist attempts to DoS or hack some national security asset, then they must accept the consequences of everyone else doing so, potentially limiting the government response to a threat against its citizens in a time of war.

It may seem that hacktivists do have a legitimate claim to civil disobedience.  However, contemporary theories of civil disobedience may not be sufficient for hacktivism since they are usually limited to the physical realm, while hacktivism exists in a virtual realm.  Additionally, civil disobedience, as put by Rawls, is a public act – and therefore can be performed in any public space. [11] The Internet and other such resources are certainly becoming a crucial medium of public communication and can therefore be considered key territory for such action to occur.  In fact, as freedom of speech is slowing be accepted as existing in the virtual realm as much as it does currently in the physical realm, we must accept that other forms of liberty will also transfer.

However, we must be careful not to be too liberal with civil disobedience.  It is a tool to use with extreme discretion – as noted above.  Therefore, attempting to use contemporary theories of civil disobedience such as Rawls’ to justify may certainly fail because of their strictness.  But, that since the Internet and other resources are public resources, as well as international resources, it should be important to place serious limitation on actions such as hacktivism in those environments because a hacktivist act can easily be turned into an egotistical, rather than altruistic, act since the majority of users on those resources are so much different than our own local perceptions; which is where civil disobedience was limited too before.

5.4. Problems with Classical Theories

It can be easily seen that the classical ethical theories, while presenting some good arguments both for and against hacking and hacktivism, contain many issues that need to be addressed.  Both sides of this issue use both consequentialism and deontology, but neither can successfully satisfy the underlying issues that remain.  For consequentialism, that means finding all consequences of an action (far into the future) before the act is taken.  For deontology, that means overcoming the issue of not being able to take action to prevent a greater wrong in extreme cases.

However, as argued by hacktivists themselves, civil disobedience does provide some interesting elements that should be strongly considered.  However, most hacktivists incorrectly use civil disobedience as a justification for their actions.  And while civil disobedience may be used as a justification, a much stronger argument must be made by the hacktivists so as to satisfy some of the more stringent elements of the philosophy as well as to satisfy more than simply their own local injustices since it is a global medium.

6. Proposed Framework

The framework presented here is not wholly new, but rather a combination of many others’ ideas.  The reason for this approach is that so much fine work has already been done in tangential ethical areas, all that is needed is to bring some of the best ideas together in a consistent manner; in other words, a simple reorientation of our current ethical understanding towards the problems of hacktivism.

In this section, our first principles will be introduced, from which the framework will be derived.  The second part is the framework itself, while the last part simply applies the framework to a few selected examples for demonstration purposes.

6.1. First Principles

First principles are the premises from which the framework is derived.  Each principle must be proven to be correct individually for the framework to be legitimate.

1) There exists at least one case where hacktivism is ethical.

Case: A small group of technologically savvy persons are living in a totalitarian state, which restricts all information in and out of the state.  Say that this group has obtained unequivocal proof that their government is practicing genocide.  This group then defaces the government’s website and places on it the proof they have of the atrocities for the purpose of alerting other nations to the genocide.  The group could not have gotten this information out any other way.  This example is taken from elements of Indonesian hacktivists providing evidence of genocide in East Timor.

2) There exists at least one case where hacktivism is unethical.

Case: A person receives a legitimate citation from a police officer for speeding.  The person, then very angry about the ticket, breaks into a police station computer and leaves a message, which threatens the officer unless the ticket is removed.  Clearly, the state has a vested interest in created just laws that protect the public, and if the officer found the person legitimately speeding, then it is ethical for the officer to protect the public and issue a citation.  The motivation of the person to commit this act is clearly emotional and, although they may consider their citation unjust, their action is not proportional to the their claim of being unjustly treated by the state.

3) There is no ‘right’ that all information must be available to anyone.

Many so-called hacktivists claim that they can attack certain sensitive assets because information is no single person or organization’s property, but rather the property of everyone.  Using this, they argue that there is a right that all information must be available to anyone and therefore they have an ethical justification to obtain the data using any means necessary.

Of course, this argument is incorrect.  There are several categories of information that individuals (and countries) have a legitimate right to protect and keep private.  These categories include medical histories, certain national secrets that would place its citizens in imminent danger, financial data, or other data that could be used to endanger an individual’s well-being (of which individuals have a natural right too) and property.

4) In some cases, unlawful behavior and non-participation is justified.

Clearly, there must be some sort of moral imperative or duty to follow the law.  The law itself cannot compel citizens to follow the law because then there would need to be a law to enforce the law to follow the law and infinite regress surely follows. [11] Therefore, respect for the law must come from another source.  It is far outside the scope of this paper to include a full discussion of the philosophy of law, however, it must be noted that, just as Rawls states, our duties and obligations can be overridden in extreme cases where “laws and policies deviate from the publicly recognized standards.” [11] At that point, there is no obligation to recognize our duty to the law because our own natural liberties and rights are being violated – of which a state has a duty to protect, and if they are derelict in their duty, then the citizenry may reject that law or policy.

6.2. Framework

The framework consists of a list of criteria that any act of hacktivism must meet to be considered for ethical justification.  The framework may, in some cases, not be able to be applied without an interview with the individuals involved to discover their motives.  Additionally, for each criterion, an explanation will be given as to its necessity and justification.

1) The individual or organization engaging in hacktivism must have first exhausted all other legal means of redress.  

Peter Singer in [18] makes an excellent case for the necessity of civil disobedience in a democratic society; however he notes several caveats for doing so.  One of which is that in a democratic society, mechanisms have been put in place that allow citizens to effect the changing of laws, therefore citizens must respect those mechanisms and use them to effect change before civil disobedience is undertaken.  The underlying principle is that even in the face of an injustice, one must still have fidelity to the overall system because it protects the general population.

2) The act of hacktivism must not harm innocents who are not involved.

Any act against injustice cannot be unjust itself.  This means that the act of hacktivism cannot harm any person or entity that is not involved in perpetrating the injustice because that would be unethical – and would therefore nullify any argument from ethical grounds that the action originally held.

3) The participants of an act of hacktivism cannot remain anonymous.

The purpose of civil disobedience is to bring attention to an injustice in an ethical and responsible manner while maintaining fidelity to the system and rule-of-law. [11] Therefore, one who remains anonymous with respect to their actions is not allowing the general population to come to an informed opinion regarding the injustice.  The general populace also has the duty to protect themselves against perceived threats; therefore, the hacktivist must allow the general populace to decide whether they are a threat or to support their cause.

With regard to hacktivism, not remaining anonymous means not using anonymizer technologies such as third-party remailers or proxies for engaging in hacktivist activities.  The system being attacked must be able to track the hacktivist’s legitimate IP address so that they can be later identified if necessary to protect the society against cyber terrorists who wish to cause damage and remain anonymous. 

4) The act of hacktivism must clearly advance the end addressed.

If a hacktivist chooses to engage in an action, that action must clearly advance the end addressed, to either bring publicity to a policy of injustice or to change the injustice itself.  If the action does neither, than it must be questioned whether that action was ethically acceptable.  The problem is, that the hacktivist could have taken another action which would have had better consequences towards eliminating the injustice – and therefore not taking that action would bring about more harm than necessary.

Secondly, this criterion helps to separate a true hacktivist action from cyber terrorism or common cyber criminals who are only working towards their own selfish ends.

5) The hacktivist must be ethically motivated. [1]
The hacktivist must be able to morally justify their position – they must be able to cite specific injustices as well as the moral foundation for those injustices.  The primary reason for this requirement is so that persons other than the hacktivist may be persuaded by their cause in a logical and understandable fashion – a central tenant of civil disobedience (persuasion).

6) The act of hacktivism must not cause disproportional harm.

A hacktivist must not cause more damage than the injustice itself.  If a hacktivist were to cause more damage, then the claim of cyberterrorism could be levied since the harm caused was greater than simply allowing the injustice to continue.  A hacktivist could cause harm by bringing down life-critical systems, or even flooding other systems that are connected to other life-critical, or safety-critical systems causing their failure.

7) No personal profit. [1]
Obviously, if the hacktivist were to profit from their action, then their motivations would be suspect, and others could conclude that the so-called hacktivist was nothing more than committing computer fraud.  Therefore, to avoid this categorization, the hacktivist needs to be especially careful that their actions do not result in any profit.

8) Willingness to accept responsibility for the consequences of the action. [1]
It is a unique requirement of civil disobedience for the activist (or hacktivist) to require they accept the responsibility for the consequences of their action.  This is to require activists to show fidelity to the system, and as in criterion 3, allow the general society to decide how to react to the activist’s actions.

Additionally, since the hacktivist’s motives, at this point, are assumed to be ethical, then the ethicalness of the action should be extended to doing what is right with regard to the consequences of the action.  Also, by doing so, the hacktivist shows respect for the system they are attempting to remedy, because it is not the system that is being protested, but rather a small portion of it – otherwise violent revolt rather than hacktivism would be the proper response. [11]
9) If in a democratic society, the action cannot threaten the rule-of-law.

Primarily, this criterion dismisses any argument by hacktivists towards a use of hacktivism to launch anarchist movements in a democratic society.  Hacktivism, while used to protest and injustice, cannot be used to cause general chaos or overt disruption.  This is because, as Singer points out – in a democratic society, while the majority cannot trample certain rights of the minorities, the minorities must beware to also respect the rights of the majority. [18] And unless violent overthrow of the government is the purpose of the hacktivist action (not in the scope of this paper), causing general chaos through the action is unacceptable because it violates the rights of the majority and the principle of fairness. [11]
6.3. Application

Now that the framework has been developed and presented, it is best to test it.  Testing an ethical theory presents several unique challenges, most of which this framework avoids because of its applied and focused nature.  Therefore, it is best to present several actual cases, and several imaginative cases to test the framework against.  What will be discovered is that the framework performs well in all of these cases, and can be applied to actual cases for analysis and discussion purposes.

6.3.1. Diebold Electronic Voting Hack

In July of 2003, a hacker broke into Diebold’s computer systems.  Diebold is a developer and manufacturer of electronic voting machines in the Unites States.  The hacker copied over 1 gigabyte of internal memos, and voting software, which alleges that, the company attempted to defraud the federal government by covering up significant defects in their systems; some of which could cause voter fraud and vote manipulation by almost anybody including the company itself. [19]
The hacker did not destroy any data on the machines, and subsequently posted the stolen data on the Internet.  The hacker remains, at this point, anonymous.  The question for the framework is, given this information, was the hack ethical?

An important element is at the heart of this issue, that of potential vote fraud by the company, government and voters themselves.  While looking at the code that is used to run these machines, it was found that any of those entities could have changed reported votes, thereby defrauding the voter of their right.
However, although the danger posed by the problem if the accusations were true, the stolen documents and accompanying code were released to the public rather than brought to a forum where they could be analyzed by those charged with the responsibility of protecting the rights of the citizens, namely the courts or other officials.

Additionally, the hacker released the documents anonymously.  Therefore, the conclusion must be that this act, while seemingly valuable to the protection of the public interest, was unethical because of steps the hacker could have taken to create a more constructive environment.  This case fails criterion 3, 8 and possibly 1.

6.3.2. Nike.com Hijacking

Clearly the Nike hijacking described earlier is unethical given this framework.  Firstly, the hacktivist remained anonymous, failing criterion 3; and secondly, the hacktivist did not attempt to solve the problem using legal means, thereby failing criterion 1.  When attacks such as this occur, and although they tend to have ethical messages, it is difficult to classify them as hacktivism and not cyber terrorism.  This is because the hacktivists do not allow the general public to make the decision of how to protect its electronic resources by remaining anonymous.
7. Future Work

For future work, it is recommended that a more thorough assessment of hacktivism with respect to the classical theories be undertaken to determine their true applicability.  Other work also could include a both necessary and sufficient criterion for hacktivism.

8. Conclusion

It has now been shown that there exists at least one case of hacktivism that, while illegal, is ethical, but many other current cases are unethical for many reasons.  Additionally, it has been shown that the current ethical theories are unable to be successfully applied to hacktivism and therefore a new framework is necessary for our future and analysis of hacktivism. 

In the end, not all cases of hacktivism can be considered cyberterrorism or unethical as argued.  However, just as equal, not all cases of hacktivism are ethical.  This means that every case must be individually assessed and analyzed with respect to the proposed framework.  The framework provides a standard method of deciding whether an act could potentially be declared ethical.  However, the individual aspects of a case must determine the final decision.
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