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Q. 1 Define various procedures that you will propose for evidence-handling within your organization. Is there any need for photographs if I can extract useful information from collected data as evidence? If yes, justify it (4, 2)

The evidence-handling procedures that I would implement in my organization would be: Chain of Custody, proper evidence custody (limited access) with evidence custodians, MD5 hashes for evidence validation and evidence tags.

Photographs are always necessary for proper evidence procedure to protect against claims that you damaged property, to ensure that you return the system to its exact state prior to forensic duplication, and to capture current configuration details such as network connections, modem connections, and other external peripherals.

Q. 2 Compare in details the file systems: FAT, NTFS and Ext2 (3, 3, 3)

An NTFS file system supports long filenames, access controlled by directory or file, compresses files and directories, efficient for large partitions, encrypt/decrypt on the fly; on the other hand, the other file system, FAT supports small file names, is less efficient when greater than 128MB, does not lose data during an unclean state.  In the linux/unix realm, there is Ext2, which also does automatic file compression, access control list implementation, and easy restoration of deleted files.

Q. 3 I want to hide the data on a hard drive before it is visible either in a folder or directory. Suggest me at-least four ways. As an investigator, how would I detect this for each of the ways? (8, 4)

Four Methods of Hiding Data on a Drive
1st method: Put data in a hidden partition that is only accessible at start-up

2nd method: Put data in slack space on the drive

3rd method: Put data in free space on the drive

4th method: Hide data in swap space

Each method can be combated using a tool, such as Encase, which can properly search and detect data in places that a file system would not.  This is because a file system has to follow certain rules and only put data in certain well-defined places, however a user can put data in other places.  A tool, such as Encase, is not bound by these rules of the file system and can therefore analyze data on every part of the disk.

Q. 4 Distinguish clearly between forensic duplication and qualified forensic duplications of a hard disk. I created a qualified forensic duplication of a hard disk and due to improper evidence handling procedure within my organization, I realized that I may not be able to create duplicate (bit-for-bit) out of this! Do you think you can help me? If yes, please give me step-by-step, what should I do? (4, 3)

A forensic duplication is a file that contains every bit of information from the source, in a raw bitstream format.  However, in a qualified forensic duplication, the file that is created also contains every bit of the original, but may be in an altered form (such as compressing empty sectors).

If you have created a qualified forensic duplication of the hard disk (using EnCase or SafeBack), but then want an exact duplicate (bit-for-bit) – then the Forensic Toolkit is what you want.  All you have to do is load your image (created with EnCase, SafeBack, or dd) and then export a new image to another disk.

Q. 5 With suitable illustrations explain the differences between unallocated, free and slack spaces. I would like you to work with me for forensic analysis in my organization. Out of Unix or Windows, which one you will more comfortable for forensic analysis with and why? (2, 2, 2, 3) 

Unallocated space: any space within an active partition that is not currently allocated to a file

Free space: any portion of a drive that is not within currently active partitions

Slack space: any space allocated to a file that does not contain data

I would be more comfortable with Unix because the log files are more thorough and the tools are more powerful.  Also, on a Unix system, it does not create a log entry automatically on boot-up (this is especially useful when you use a program such as encase – so that the logs are not modified by the inspection).

Q. 6 List the events that will be logged if I enabled security event log in Windows. In spite of this, I still feel I will be missing useful data. Give the reasons for this (3)

Windows security would log: audit event records discarded, audit log cleared, successful login, failed login, failed login – locked, successful logoff, assignment and use of rights, privileged service use, indirect access to object, rights policy change, new trusted domain, audit policy changed, new account added, user account enabled, user account deleted, account group change, user account change, domain policy change.

The reason for the missing data would be that the security log is only 512KB and only holds events for 7 days.  When the file length (or time) is reached, it must be cleared to continue to log events.  Therefore, if the event in question happened after the log was full, and the log was not cleared, then the log would not have captured any data.  Additionally, the log only captures NetBIOS rather than IP address of remote systems.

Q. 7 What types of files recycle bin contain? How many recycle bins are provided by Windows (2, 1)?

The recycle bin contains files only from file that are recycle bin aware, this does not include command line, third-party software, or shared network drive files.

Windows provides a recycle bin directory for each user, on each partition (i.e. files deleted on partition D go into recycle bin on D:, while A files go into A bin).

Q. 8 What is a SID and why is this important during forensic analysis? (2, 3)

An SID is a Security Identifier, which is a number used to uniquely identify a user or group on a system.  It is used to establish remote access to a domain.

In forensic analysis, the SID is a digital fingerprint that can prove that a remote system was used to log on to a machine and access a domain.  This means that activity on a domain can be tracked to a specific remote machine.

Q. 9 Explain in details the capabilities offered by utilities grep and find in Unix (4, 4)

Grep is a unix tool that conducts string searches based on regular expressions (usually done within files), while find conducts file searches based on a number of qualities (type of file, size, date, location, etc).  Usually, these two tools are combined to conduct a keyword search of strings inside of files and return the files that contain those keywords.

Q. 10 Give a brief description of each of the tools that can be used to analyze the data in binary files (2, 2, 2, 2)

HexEditor: Allows users to edit files containing non-textual data

010 Editor: Binary file editor

EditPad: Edits binary files, with an ASCII converter for readability

Bvi: Open source binary file editor based on the vi editor

There are hundreds of others, I just choose four of them.

Q. 11 How can router be used for the following: (3, 3, 3, 3)


i) Monitoring of network traffic


ii) Response to DDoS attack


iii) Response to TCP (connectionless and connection-oriented) attacks

i) A router can implement an ACL to monitor network traffic so that only acceptable traffic is allowed, and unacceptable traffic is denied.

ii) Introduce ACLs that deny ICMP and UDP except for DNS traffic to specific DNS servers.  A router can also block all ICMP and UDP traffic.

iii) To respond to a connection-orientated attack, then the router can require a three-way handshake to make it difficult to spoof an IP address or filter traffic through an ACL.  In a connectionless attack, a router can implement TCP rate filtering of normal traffic so that overall bandwidth is not affected.

Q. 12 In Lab 4 you looked at the files, open files, open ports, and running processes.  Review the results of the running processes.  List any rouge processes.  Discuss the process/back door and why it does not show up in the open ports results. (2, 2, 2)

Rouge processes: 

root     27468  0.0  0.0  1492   48 ?        S    Feb23   0:27 ./loki_server

Loki is a well-known backdoor program that tunnels through ICMP_ECHO traffic (making it look like standard ping packets).  Because of the use of a very standard, normally benign service, such as ping, the port is not reported because most routers and machines simply disregard any ping-like traffic.  The only way to detect this service is to either detect the process or look for a high number of ping packets with garbled payloads.

Q. 13 In lab 6 you used the Encase tool to search for and recover data from the disk.  Discuss how similar results could be achieved using freely available softwares.  If you can do this with free software, why would someone pay thousands of dollars to purchase the Encase tool? (4)

The most prominent freely available forensic duplication tool is dd.  However, dd’s command line interface is difficult to use and learn.  Most, therefore, choose to employ EnCase because of its graphical user interface and ability to analyze files after duplication whereas dd only duplicates the media.

Q. 14 Discuss the problems encountered during labs 1 through 6. How can we remove these problems? (6) 

We did not encounter any serious problems.

Q. 15 Is there any particular lab (s) you would like to see in this course? If yes, briefly describe the suggested lab! (4)

I think most of the labs were very valuable and good experiences.  However, I think that a lab where we actually had to analyze and discover the problems with a compromised box would be good (without being told any details).

Q. 16. List the logged information available for forensic analysis in the following: (2, 2, 2, 2, 3, 3) 


i) Routers, firewall, packet screening filters


ii) Application proxy ( e.g. ftp proxy)


iii) Web servers


iv) E-mail server


v) Unix 


vi) Microsoft Windows NT/2000/XP

i) Protocol, source/destination IP, TCP or UDP source or destination port, TCP flags, ICMP message type, time of delay.

ii) Successful/unsuccessful connections, source/destination IP, connection type, date/time of connection

iii) Successful/failed client requests, client/server errors, 404/403 errors

iv) Message date/time, source/destination IP

v) Network, Syslog, TCP wrapper, and host logging is available: su commands, log on/off, cron jobs, etc.

vi) System, application, and security logs: access to files, log on/off, changes to policy, application errors, changes to privileges, printer activity, etc.

Q. 17 I think that I have a backdoor installed on my computer allowing remote connections.  What programs can I run to discover the port that is being used and the process which is running for Windows?  For Linux? (3,2,2)

On Windows, you would use PSList to find any rouge running processes and then Fport to find which processes are listing to ports and netstat to check all open connections.

On Linux, use ps to view all running processes, then use LSOF to view current network connections and files associated with them.


Q. 18 How long did it take you to complete this exam? (2)     

4 hours

