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In the paper, “Design and Development Assessment,” the authors provide an assessment methodology of four phases, which help to plan the development of a software project. [1] The four phases that the authors introduce are elicitation of requirements, elicitation of failure modes, elicitation of failure mode mitigations, and calculation of outstanding risk taking mitigations into account.  The authors developed this methodology “based upon a broader methodology for spacecraft mission assurance and planning, called Defect Detection and Prevention.”  Along with the methodology the authors also present a tool that belongs to each phase.  These tools then help the process developers to develop a process with a greater understanding of each phase, as well as providing some analysis as to the quality of each phase with regard to the developers.

The first phase, is nothing new in software engineering, requirements elicitation.  Here the developers must enumerate the requirements that are determined by the stakeholders.  The tool associated with this phase is a simple requirements documentation tool, which allows the author of the requirements to document the title, description and weight of each requirement.  The tool also offers some already developed requirements categories to help ease the confusion and potentially strengthen completeness in the requirements.

The second phase is failure mode elicitation, where the organization enumerates all things, should they occur, which “lead to a loss of requirements.”  The authors provide power outage as a potential example of a failure mode because it would cause the loss of the requirement of “continuous service.”  The methodology for this phase is similar to the requirements elicitation phase, where all of the stakeholders contribute, and a tool is used which allows the documentation of those failure modes with some common failure categories already available.  An addition to this phase is the idea of risk identification – where the risks of such a failure are identified and scored.

The third phase is mitigations elicitation, which enumerates all steps that can be taken to mitigate the loss if a failure mode occurs.  Each mitigation action is also scored based on its ability to successfully mitigate the failure, or to what level of risk it decreases the failure too.  These mitigations are also entered into a tool much like the requirements and failure modes.  This tool then helps to score the failures based on the mitigations possible and determines the potential risk of failure.

The fourth phase is the assessment calculation.  This phase calculates the “status of the impacts on requirements by failure modes, taking into account the elicited information of requirements, failure modes, mitigations and their attributes and relationships.”  Now, the methodology has allowed an organization has identified the requirements of the system and all of the potential risks involved and a plan to mitigate those risks.  The authors point out that this methodology fits in well with the capability maturity model in identifying risks of a project as well as the plans to mitigate those risks.

I think that their methodology presented is quite easy and well developed.  It certainly does document the goals of the project, the risks to the project, and the plan to mitigate those risks in a very quantifiable and manner.  The methodology is also important because it allows an organization to better refine their software process through the use of some automated tools, which can assist them in developing better software – at least software which meets its requirements to a greater extent.  This is very good research, but I think this methodology is not rigorous enough for some organization whose goal it is to produce higher quality software.  This methodology should only be seen as a starting point because it only identifies the visible constraints of a project, and does not allow for a greater analysis of the process in general.
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