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17.2) a) A protocol for covert channels using PS:

· each process calls PS every X number of seconds

· one process calls PS on an even sec, the other on an odd

· each process calls PS on their second to receive a signal

· the sending process calls PS on the other processes receiving second to send a 1 bit, otherwise it does not call PS which correlates to a 0 bit

· the receiving process checks in the process list how many instances of PS are running, if there are more than 1 then it has received a 1 bit, if there is only 1, then it has received a 0 bit from the sending process

17.3) a) Yes, capabilities could be used to implement this because the child process would simply get the capabilities of the parent process – therefore, the child process had no more permissions than the parent.

b) Yes, ACL could implement this because the child process would have to be added to the list as a subject, and would simply copy all of the parent rights for the objects over into the child process’ row thereby insuring that the child process had no more permissions than the parent.

17.6) 

a) addread is directly visible because it is returned by the function

b) filelist[fid].owner is indirectly visible because it’s state determine what the function returns by adding an ‘r’ for that pid

c) filelist[fid].access_control_list is not visible because it is not returned by the function, nor is it used to determine the state of a variable that is

18.1) a) No, I do not share the vendor’s confidence because the vendor has not proven anything.  The vendor does not provide any data as to how many attackers tried to enter the system.  Nor, would I consider three months a valid test period if only empirical evidence were presented.  Additionally, the vendor claims no exploits from ANY network, when all that was tested was the Internet.

b) If a commercial evaluation service had provided test data as to the number of attacks on the system, and claimed none were successful – that would increase my confidence.  This is because at least some data was available.  However, that confidence would be paralleled with a interest in the types of attacks, and the frequency.  Also, just because your system is safe in the past, does not mean that it will continue to be secure in the future as novel attacks are developed.  Therefore, the vendor’s claim that thee system is secure is still not valid.

18.3) a) I would add assurance steps to the development environment, even if I trusted the team because of the policy of: trust but verify.  It is good to trust, but more than trust is needed when it comes to secure and safe software.  Additionally, adding assurance steps is a good marketing point when attempting to market the product and provides assurance to others of the quality of work that has been accomplished.

b) Probably the most important ingredient to the decision of how formal the evaluation should be is a comprehensive review of the environment that the software will be operation in, and the risks involved in a successful attack against the system.  Then, if the risks were high enough, then it would be cost effective to implement a more formal evaluation.

18.6) a) The problem is that the requirements were probably not evaluated thoroughly enough – it is only meant to show the feasibility of an idea, and probably does not implement all of the necessary requirements for a functional product.  Also, the environment that the system will now run in may not be the environment originally designed for.  Proof-of-concept software is also not developed to be highly fault-tolerant, or problem free – presenting potential issues when used in the ‘wild.’

b) The company should use the software as a rapid prototype (throwaway) and reimplement the system to provide all of the necessary assurance for the product.  This means using the current product as a requirements elicitation tool, and then developing a specification from that, from which the final product will be built.

19.1) A policy requirement is what the system needs to meet to become secure, while a mechanism is the tool or implementation which allows the implemented system to meet that requirement.  Three policy requirements for my laptop are:

A) A user must authenticate when accessing word files

a. Windows login authenticates users when they first use the system

b. User must provide a valid login name and password to decrypt word files

B) A user may not access the laptop from an outside source through the network

a. Norton Personal Firewall blocks external access

b. Disabling of all users other than primary user and administrator keeps network users from using any unknown accounts

C) A user may not download any viruses

a. Use only webmail to keep mail off local machine

b. Use Norton Anti-Virus to find and destroy any viruses

19.5) a)

Interface Name

login_error login(

 
data_t username,


data_t password

);

Input Parameters

username
the username which was typed in by the user

password
the password (in plaintext) that was typed in by the user

Exceptions


User authentication failed

Effects


User is returned to login screen if login was unsuccessful


User is given access to the system if login was successful

Output Parameters


data_t
message   /* message to user about login status */

Note


Login is a user-visible interface

b)

Interface Name


change_error change_password(



data_t
old_password,



data_t
new_password

);

Input Parameters

old_password

the current password of the user

new_password

the password the user wishes to change their password to

Exceptions


Password did not meet security requirements

Effects

Password is changed if old password is correct and new password meet security guidelines

Password is not changed and user is alerted if either old password is incorrect or new password does not meet security guidelines

Output Parameters


data_t
message   /* message to user about success of password change */

Note


change_password is a user-visible interface

20.2) The SRI model properties map very well to the Bell-LaPadula *-property and simple security condition (SSC).  The first property is clearly the SSC, it says that the information that the function returns cannot be returned to a subject that is lower than its own – the subject is disallowed from reading up.  The second property is again the SSC and prevents information flow from a higher-level state variable to lower-level variables.  The third property is clearly the *-property, whereas a subject cannot write to a state variable that is at a level lower than it.

20.3) The Boyer-Moore theorem prover performs induction only when all the other steps had exhausted all possibilities because induction is the most difficult and therefore inefficient step.  Additionally, if a solution or formula could not be found using the other steps, the likelihood of finding it with induction is slim – but still possible.  Therefore, since one of the goals of the system was to solve the problem in the most efficient manner, of course the most least efficient would be left to the very last.

21.2) I think it is preferable to keep the assurance requirements and functional requirements exclusive because there really is no ‘good’ reason to keep them together.  In good software engineering practice, each requirement should be as exclusive as possible for traceability and testability.  Therefore, if we keep them separate, then we can verify each set of requirements separately – each with their own set of criteria and tools and have just as high as confidence about them both.

21.4) Conceptually, each is a greater abstraction or generalization of the last.  The reference validation mechanism (RVM) can be implemented, while the trusted computing base (TCB) is a generalization of the RVM – whereas satisfying the RVM does not necessarily satisfy the TCB.  Finally, the target of evaluation (TOE) security functions are an even greater generalization and abstraction of the TCB – whereas the TCB can be a more concrete example of a TCB.

