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Literature Review

It is now well documented that the security of the system is only as good as the user’s ability (and willingness) to operate the security mechanism.  In “An Approach to Useable Security Based on Event Monitoring and Visualization,” Dourish and Redmiles propose that providing the user “the configuration, activity, and implications of available security mechanisms,” they will make better decisions and therefore will maintain a higher level of security. [1] This paper presents the early results of their investigation, as well as a background of previous work that is being built upon.

In the introduction, they give very strong reasons for their research into the foray of HCI/security research – most of the security problems are because people, not machines, are not using the security available, or using it incorrectly.  Therefore, an easy way to increase the security of our systems is to increase the usability of the security.  Here they also separate theoretical security from effective security (actual security) and say that most of the problems studied increase the theoretical security (algorithms, code, protocols, etc), but not the effective security, which is almost always less than the theoretical best.

The authors then give short introductions into the current problems, tangential to this, being investigated by others.  These included studies into why people turn off security features, what makes a user trust or distrust a system, and some privacy concerns of users with regard to security software (Norton anti-virus checking email).  Here the authors present some common themes within the problems facing security usability: visibility of mechanism (users need to see what is happening), all-or-nothing security (users need a choice of how much security they want based on the loss of usability – question should be ‘is it secure enough’ rather than ‘is it secure’), and the end-to-end phenomenon.

They plan on building a testable infrastructure so that the “configuration, activity, and implications” of the security mechanisms are visible to the user – to test what effect this has on the usability of the security.  The authors propose a layered architecture with which to approach the problem of visible security.  The architecture allows for several event-generating applications, event servers (collects the events from several sources), an event monitoring layer (determines what events are important to the user), a security monitoring layer (determines what the events mean in relation to security), and the visualization layer (how it is presented to the user).  Through the architecture, the authors hope that the system can allow for many event generating applications to warn the user of potential security problems, and the visualization layer will present those to the user in the most informative and convenient manner so that the user can make an informed decision.

The authors contend that one of the most challenging aspects of this research is in designing the level of expression with which to present the user.  If too much data is presented then it will be useless, but if too little data is presented, then the decision will be ill informed.  The authors conclude that the best approach is one which does not attempt to present the user with ‘their intent’ already analyzed, or try to deduce their ‘interpretation,’ but rather to allow the user to interpret the data as they see fit.  The authors note that the decision of visualization will be made with a thorough account of the, as HCI researchers call it, Mental Model – or the user’s conceptual model of their environment and data (how they interpret data given their environment).

This was a very good paper that introduced the early findings of this research, as well as a general overview of the upcoming field that merges HCI and security.  The authors make an excellent argument in the beginning for the existence of the problem and the need to solve it.  The problem of security usability is serious, and the authors make it very clear that it will not be going away with much of the current research (because it is theoretical rather than effective security research).  I am definitely interested to see their final conclusions after they have tested their hypothesis and their architecture.  Additionally, I would like to see the success they have using the approach that they are proposing.  Overall this is excellent research, and necessary given the importance of the problem.
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