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In “A Debate on Electronic Publishing, Constitutional Rights and Hacking,” Dorothy Denning presents her inside story of the 1990 Craig Neidorf / Phrack trial.[1]  As an expert witness and advisor for the defendant, she presents a unique and inside perspective to the issues presented at the case.  The case involved Craig Neidorf, who was the editor and publisher of the electronic newsletter Phrack, which published security vulnerabilities and tools to the hacking and phreaking community.  In 1990, Phrack published an ‘internal’ Southwestern Bell document about the Enhanced 911 (E911) system.  The document was obtained illegally by another hacker, Robert Riggs, and emailed to Neidorf for publication in Phrack.


Neidorf was then charged with 10 felony counts, which included the computer fraud, theft, and possession of a Trojan that was found after searching his computers.  The prosecutor attempted to show, using private email coorespondence, that Neidorf had conspired with Riggs to steal the document and publish the document.  The motive of the two, the prosecutor charged, was the hacker ethic that preaches the freedom of all information.  Bellsouth charged that the document they had posted was “highly sensitive and secret,” and could be used to commit criminal activity within the 911 systems.


However, there were particular errors in this argument.  First and foremost, all of the information contained in the document, as well as the document itself was publicly available.  In fact, by calling Bell’s own 1-800 number, a copy of the document could be obtained for $18.  Second, there were no markings in the document itself that characterized it as sensitive or otherwise.  Third, Bellsouth had not treated the document as though it was sensitive or secret material, keeping the document on a publicly accessible system with an account that had no password.  Fourth, before publication in Phrack, Neidorf had removed any material (about half of the document) which he considered sensitive or dangerous.  Fifth, the emails between Riggs and Neidorf showed convincingly that there was no conspiracy between the two to commit theft.  All of these reasons compounded to cause the prosecution’s argument to fail.


Moreover, the Trojan was found to be more benign than others that were available and therefore constituted no threat in itself; also, the simple possession of such a program does not prove it was utilized to commit a crime.  This case is significant because of the tremendous privacy, freedom of speech and freedom of press issues it raises.  Some of the most important are that an electronic publication is afforded the same freedoms of speech and press as a paper publication.  However, the publisher of an electronic publication must still carry the responsibility of how readers will use and interpret the information.  In the end, the charges were dropped and Neidorf continued to publish Phrack.


One point that Denning makes, upon which I disagree, is that system administrators are responsible for the loss of any contents within their systems.  Additionally, she points out that the unauthorized access into a system via an account without a password should be at most a misdemeanor instead of a felony.  I disagree, any unauthorized entry into a system, which the attacker knew was unauthorized, should be treated like any unauthorized entry.


Nonetheless, I agree with Denning’s primary thesis, which is that Neidorf did nothing wrong and electronic publications should carry the same freedoms and protections as their paper counterparts.  As the technology becomes increasingly complex and ubiquitous, our legal system needs to adjust quickly so that potential civil liberties are not trampled.  But it also must be considered that this new technology is not a play toy, and that individuals and corporations have a lot invested within it, and it their right to protect their property.
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