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In “Security and Privacy Issues of Handheld and Wearable Wireless Devices,” Pietro and Mancini discuss the growing concern of privacy and security with regard to handheld and wireless devices.  The authors explain that this is an extremely important topic for two reasons, one, these devices are designed to be pervasive and can therefore track our location, and two, they can transmit personal and private information to untrustworthy devices.  However, because of the form factors of these devices, there are a number of hardware elements that limit the possible security mechanisms which can be employed: battery power, processor speed, available memory, and limited communication range and reliability.  


The authors go on to introduce the two models for handheld and wireless devices that have significant security and privacy issues.  The two models are flat web presence (anytime, anywhere computing), and a hierarchical web presence (local interoperability and multihop communication).  But because of the problems with a flat web presence, such as context aware computing and advanced intelligence, the authors have concluded that a hierarchical web presence is the only solution in the current computing environment.  In the hierarchical web presence model, devices access non-local services by communicating through other devices, which presents unique security issues of its own.


Like with other systems, confidentiality, integrity and availability are a concern, but because of the hardware limitations, the standard solutions are not applicable in this situation.  An example the authors give is one in the area of cryptography; they explain that although public key cryptography is a better solution to symmetric cryptography, mobile processors are not yet powerful enough for public key cryptography and therefore symmetric cryptography is a better solution even in light of its drawbacks (key exchange and key refresh).  Probably the largest problem is in the model itself, where multihop communication can be achieved to obtain non-local services; in this situation, “each of the participating elements can be a threat to communication security.”  Additionally, privacy becomes a concern because of the apparent links between a device’s physical location, its user’s location, and the distributed nature of the communication.


The author’s provide two possible solutions to provide users with more privacy, logical borders mechanism and anonymous user identity.  The logical borders mechanism “is intended to limit the propagation of a web presence,” while the anonymous UID provides a mechanism for communicating with services while not providing any personal or personally identifiable information.


I think that the authors of this article have done a decent job at providing the reader with an introduction into the current issues and possible solutions to this rapidly expanding computing paradigm.  Nonetheless, I think that the topic requires quite a bit more attention and detailed treatment because of its obvious importance to the users of the technology.  The authors could have also presented a more robust solution to the problem of user privacy; yet, their handling of the standard security issues was appropriate and thorough.  Overall, the article was well written and a step in the right direction towards a greater awareness of this issue.
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