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1) 

   a) Confidentiality

   b) Availability

   c) Integrity (data)

   d) Integrity (origin)

   e) Availability

   f) Integrity (origin), Availability

   g) Integrity (origin)

2)

a) Mechanism: Password changing program, Policy: Passwords cannot be attacked by brute force or dictionary attacks.

b) Mechanism: Profs handing out accounts in class, Policy: Accounts on the computer science system shall be limited to those attending a computer science class

c) Mechanism: Login program, Policy: A user shall not be able to enter an incorrect password more than three times in a row

d) Mechanism: Operating System, Policy: A user shall not be able to view or copy another user’s files

e) Mechanism: Web Server, Policy: A large amount of web traffic is not allowed to crash the server or make it otherwise unavailable

f) Mechanism: Annie scanning, Policy: Students shall not be able to scan other computers for security vulnerabilities

g) Mechanism: Homework submission program, Policy: Users shall not be able to submit late homework

3)  

a) Example where obscurity does not add to security:  In a house, hiding where the spare key is does not prevent somebody from using an open window to enter the house.

b) Example where obscurity does add to security: If the telnet or FTP banner (or nmap) does not report the type and version of the underlying operating system, then it makes it much more difficult for an attacker to assess the exact potential vulnerabilities of a system.

8)  Yes, a system could be designed and implemented where there where no assumptions about trust.  If you designed and implemented a completely hardware based system created entirely of simple logic gates, you could reasonably assume that there were no hidden backdoors or other security/trust flaws in the logic gates; and since you created the system from that point, and you can trust yourself (presumably), then the system is created with no assumptions about trust.  But a quick note:  if the system is designed to keep other systems secure, then you could not assume that the logic gates will not fail and/or be faulty in others which would cause the system to enter an insecure state.

9)

a) Secure, because the system only allows states that are within the restricted state set, which is no state (no email). R < Q

b) Precise, because the system allows only faculty and staff to send and receive email, which equals the restricted state set.  R = Q

c) Broad, because the system can enter a state that is not within the set of restricted states by the student simply lying on the question and answering that they are a member of the faculty or staff.

11) Laws protecting privacy impact system administrators’ ability to monitor user activity by requiring all parties assent to being recorded, in addition, if the sys admins’ users are accessing the system remotely and they fall within different jurisdictions, then they may be committing a crime because of the different laws affecting user privacy in different jurisdictions (which may contradict each other).

15)  

a) The security problem created by this division of power lies in the fact that the system administrators carry all of the responsibility, but very limited power; while the management carries limited responsibility but increased power.  Here, management could run programs which are inherently insecure, but the system administrator has no power to stop the programs from running, but when they cause a security problem, must take the responsibility of the problem occurring.

b) I would fix this division of power problem by giving the system administrators the ability to veto the decision of management to run a program.  In addition, all parties should be thoroughly consulted before any decision about which programs to run are made.

18)  

a) A company may detect excessive personal use of electronic mail by recording, and analyzing the addresses of the senders and recipients.  Additionally, a company may be able to detect a decrease in an employee’s daily productivity or analyze increases in email use verses overall company use.

b) Companies allow the limited of use of company resources for personal reasons because if a person can spend 15-20 minutes a day dealing with personal business, they person may be that much less distracted during the rest of the day and become more productive, plus be more willing to put in more hours overall instead of leaving work early because they have personal business to attend too.

19) I agree with the proposition that there should not exist ciphers that the government cannot cryptanalyze because those ciphers could be used to obscure dangerous behaviors such as child pornography from law enforcement – which has been given the power to protect society from those behaviors.  The argument given against this position is that the government shall not be able to interfere in personal matters that are not illegal, but even if a person is suspected of a crime, the government cannot prove guilt or innocence because the ciphers used would be unbreakable.  My argument would remain the same given the proposition that all cipher keys be registered with the government.

21) Given the situation of the accidental release of a dangerous computer program by a graduate student, the judge in the case was probably lenient because it was an accidental release of what was probably created for research purposes and not malicious or for financial or personal gain.  If I were the judge, I would have followed the same sentencing.  However, I would have needed to quantify the amount of financial loss suffered by companies to implement the necessary defenses against the program and exacted a punishment proportional to the loss caused by the program.

